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Abstract

dusk-plonk is an implementation of PlonK made by the Dusk team, which deviates
from the original paper to use custom gates [1]. This document serves the purpose of
describing the main differences between the implementation and the original protocol.
Note that it is not self-explanatory, so refer to the original paper [2] for further details.

The protocol

We now describe the protocol as done in the original paper, adding in red the changes
applied in dusk-plonk.

1



D
ra
ft

Common preprocessed input:

n, (x · [1]1, . . . , xn+6 · [1]1),
(qMi, qLi, qRi, qOi, qFi, qCi, qarithi, qrangei, qlogici, qfixedi, qvari)

n
i=1, σ

∗,
qM(X) =

∑n
i=1 qMiLi(X),

qL(X) =
∑n

i=1 qLiLi(X),
qR(X) =

∑n
i=1 qRiLi(X),

qO(X) =
∑n

i=1 qOiLi(X),
qF(X) =

∑n
i=1 qFiLi(X),

qC(X) =
∑n

i=1 qCiLi(X),
qarith(X) =

∑n
i=1 qarithiLi(X),

qrange(X) =
∑n

i=1 qrangeiLi(X),
qlogic(X) =

∑n
i=1 qlogiciLi(X),

qfixed(X) =
∑n

i=1 qfixediLi(X),
qvar(X) =

∑n
i=1 qvariLi(X),

Sσ1(X) =
∑n

i=1 σ
∗(i)Li(X),

Sσ2(X) =
∑n

i=1 σ
∗(n+ i)Li(X),

Sσ3(X) =
∑n

i=1 σ
∗(2n+ i)Li(X)

Sσ4(X) =
∑n

i=1 σ
∗(3n+ i)Li(X)

Public input: ℓ, (wi)i∈[ℓ]

Prover algorithm:

Prover input: (wi)i∈[4n]

Round 1:
Generate random blinding scalars (b1, . . . , b11) ∈ F
Compute wire polynomials a(X), b(X), c(X), d(X) :

a(X) = (b1X + b2)ZH(X) +
n∑

i=1

wiLi(X)

b(X) = (b3X + b4)ZH(X) +
n∑

i=1

wn+iLi(X)

c(X) = (b5X + b6)ZH(X) +

n∑
i=1

w2n+iLi(X)

d(X) = (b7X + b8)ZH(X) +
n∑

i=1

w3n+iLi(X)
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Compute [a]1 := [a(x)]1 , [b]1 := [b(x)]1 , [c]1 := [c(x)]1 , [d]1 := [d(x)]1

First output of P is ([a]1, [b]1, [c]1, [d]1).

Round 2:
Compute permutation challenges (β, γ) ∈ F :

β = H(transcript, 0), γ = H(transcript, 1)

Compute permutation polynomial z(X) :

z(X) = (b9X
2 + b10X + b11)ZH(X)

+L1(X) +
∑n−1

i=1

(
Li+1(X)

∏i
j=1

(wj+βωj+γ)(wn+j+βk1ωj+γ)(w2n+j+βk2ωj+γ)(w3n+j+βk3ωj+γ)
(wj+σ∗(j)β+γ)(wn+j+σ∗(n+j)β+γ)(w2n+j+σ∗(2n+j)β+γ)(w3n+j+σ∗(3n+j)β+γ)

)
Compute [z]1 := [z(x)]1

Second output of P is ([z]1)

Round 3:
Compute quotient challenge α ∈ F :

α = H(transcript)

Compute custom challenges s ∈ F :

srange = H(transcript)

slogic = H(transcript)

sfixed = H(transcript)

svar = H(transcript)

Compute the quotient selector polynomials:

tarith(X) = a(X)b(X)qM(X) + a(X)qL(X) + b(X)qR(X) + c(X)qO(X) + d(X)qF(X) + qC(X)

trange(X) = TBC

tlogic(X) = TBC

tfixed(X) = TBC

tvar(X) = TBC
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Compute quotient polynomial t(X) :

t(X) =
tarith(X) ∗ qarith(X)

+trange(X) ∗ qrange(X) ∗ srange
+tlogic(X) ∗ qlogic(X) ∗ slogic
+tfixed(X) ∗ qfixed(X) ∗ sfixed
+tvar(X) ∗ qvar(X) ∗ svar
+PI(X)) 1

ZH(X)

+((a(X) + βX + γ)(b(X) + βk1X + γ)(c(X) + βk2X + γ)(d(X) + βk3X + γ)z(X)) α
ZH(X)

− ((a(X) + βSσ1(X) + γ)(b(X) + βSσ2(X) + γ)(c(X) + βSσ3(X) + γ)(d(X) + βSσ4(X) + γ)z(Xω)) α
ZH(X)

+(z(X)− 1) L1(X) α2

ZH(X)

Split t(X) into degree < n polynomials t′lo(X), t′mid(X), t′hi(X) and t′fourth(X) of degree
at most n+ 5, such that

t(X) = t′lo(X) +Xnt′mid(X) +X2nt′hi(X) +X3nt′fourth(X)

Now choose random scalars b12, b13, b14 ∈ F and define

tlo(X) := t′lo(X)+b12X
n, tmid(X) := t′mid(X)−b12+b13X

n, thi(X) := t′hi(X)−b13+b14X
n

tfourth(X) := t′fourth(X)− b14

Note that we have t(X) = tlo(X) +Xntmid(X) +X2nthi(X) +X3ntfourth(X).
Compute [tlo]1 := [tlo(x)]1 , [tmid]1 := [tmid(x)]1 , [thi]1 := [thi(x)]1 , [tfourth]1 := [tfourth(x)]1

Third output of P is ([tlo]1, [tmid]1, [thi]1, [tfourth]1)

Round 4:
Compute evaluation challenge z ∈ F :

z = H(transcript)

Compute opening evaluations:

ā = a(z), b̄ = b(z), c̄ = c(z), d̄ = d(z), s̄σ1 = Sσ1(z), s̄σ2 = Sσ2(z),
s̄σ3 = Sσ3(z), z̄ω = z(zω), āω = a(zω), b̄ω = b(zω), d̄ω = d(zω), q̄arith = qarith(z),

q̄C = qC(z), q̄L = qL(z), q̄R = qR(z)

Fourth output of P is (ā, b̄, c̄, d̄, s̄σ1, s̄σ2, s̄σ3, z̄ω, āω, b̄ω, d̄ω, q̄arith, q̄C, q̄L, q̄R)
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Round 5:
Compute opening challenge v ∈ F :

v = H(transcript)

Compute the linearisation selector polynomials:

rarith(X) = āb̄ · qM(X) + ā · qL(X) + b̄ · qR(X) + c̄ · qO(X) + d̄ · qF(X) + qC(X)

rrange(X) = TBC

rlogic(X) = TBC

rfixed(X) = TBC

rvar(X) = TBC

Compute linearisation polynomial r(X) :

r(X) =
[rarith(X) ∗ q̄arith

+rrange(X) ∗ qrange(X)
+rlogic(X) ∗ qlogic(X)
+rfixed(X) ∗ qfixed(X)
+rvar(X) ∗ qvar(X)
+PI(z)]
+α[(ā+ βz+ γ)(b̄+ βk1z+ γ)(c̄+ βk2z+ γ)(d̄+ βk3z+ γ) · z(X)
−(ā+ βs̄σ1 + γ)(b̄+ βs̄σ2 + γ)(c̄+ βs̄σ3 + γ)z̄ωβSσ4(X)]
+α2 [(z(X)− 1)L1(z)]
−ZH(z) · (tlo(X) + zntmid(X) + z2nthi(X) + z3ntfourth(X))

Compute opening proof polynomial Wz(X) :

Wz(X) =
1

X − z



r(X)
+v(a(X)− ā)
+v2(b(X)− b̄)
+v3(c(X)− c̄)
+v4(d(X)− d̄)
+v5(Sσ1(X)− s̄σ1)
+v6(Sσ2(X)− s̄σ2)
+v7(Sσ3(X)− s̄σ3)


Compute shifted opening challenge vω ∈ F :

vω = H(transcript)
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Compute opening proof polynomial Wzω(X) :

Wzω(X) =
1

X − zω


(z(X)− z̄ω)
+vω(a(X)− āω)
+v2ω(b(X)− b̄ω)
+v3ω(d(X)− d̄ω)


Compute [Wz]1 := [Wz(x)]1 , [Wzω]1 := [Wzω(x)]1

The fifth output of P is ([Wz]1, [Wzω]1)

Return

πSNARK =

(
[a]1, [b]1, [c]1, [d]1, [z]1, [tlo]1, [tmid]1, [thi]1, [tfourth]1, [Wz]1, [Wzω]1,

ā, b̄, c̄, d̄, āω, b̄ω, d̄ω, q̄arith, q̄L, q̄R, q̄C, s̄σ1, s̄σ2, s̄σ3, z̄ω

)
Compute multipoint evaluation challenge u ∈ F :

u = H(transcript)

We now describe the verifier algorithm in a way that minimizes the number of G1

scalar multiplications.

Verifier algorithm

Verifier preprocessed input:

[qM]1 := qM(x) · [1]1, [qL]1 := qL(x) · [1]1, [qR]1 := qR(x) · [1]1, [qO]1 := qO(x) · [1]1,
[qF]1 := qF(x) · [1]1, [qC]1 := qC(x) · [1]1, [sσ1]1 := Sσ1(x) · [1]1, [sσ2]1 := Sσ2(x) · [1]1,
[sσ3]1 := Sσ3(x) · [1]1, [sσ4]1 := Sσ4(x) · [1]1, x · [1]2

V((wi)i∈[ℓ], πSNARK):

1. Validate ([a]1, [b]1, [c]1, [d]1, [z]1, [tlo]1, [tmid]1, [thi]1, [tfourth]1, [Wz]1, [Wzω]1) ∈ G9
1.

2. Validate (ā, b̄, c̄, d̄, āω, b̄ω, d̄ω, q̄arith, q̄C, q̄L, q̄R, s̄σ1, s̄σ2, s̄σ3, z̄ω) ∈ F6.

3. Validate (wi)i∈[ℓ] ∈ Fℓ.

4. Compute challenges β, γ, α, srange, slogic, sfixed, svar, z, v, vω, u ∈ F as in prover de-
scription, from the common inputs, public input, and elements of πSNARK.

5. Compute zero polynomial evaluation ZH(z) = zn − 1.

6. Compute Lagrange polynomial evaluation L1(z) =
ω(zn−1)
n(z−ω) .
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7. Compute public input polynomial evaluation PI(z) =
∑

i∈[ℓ]wiLi(z).

8. To save a verifier scalar multiplication, we split r into its constant and non-constant
terms. Compute r’s constant term:

r0 := PI(z)− L1(z)α
2 − α(ā+ βs̄σ1 + γ)(b̄+ βs̄σ2 + γ)(c̄+ βs̄σ3 + γ)(d̄+ γ)z̄ω,

and let r′(X) := r(X)− r0.

9. Compute first part of batched polynomial commitment [D]1 := [r′]1 + u · [z]1:

[D]1 :=

āb̄ · q̄arith · [qM]1 + ā · q̄arith · [qL]1 + b̄ · q̄arith · [qR]1 + c̄ · q̄arith · [qO]1
+d̄ · q̄arith · [qF]1 + q̄arith · [qC]1
+range : TBC
+logic : TBC
+fixed : TBC
+var : TBC
+
(
(ā+ βz+ γ)(b̄+ βk1z+ γ)(c̄+ βk2z+ γ)(d̄+ βk3z+ γ)α+ L1(z)α

2 + u
)
· [z]1

−(ā+ βs̄σ1 + γ)(b̄+ βs̄σ2 + γ)(c̄+ βs̄σ3 + γ)αβz̄ω · [sσ4]1
−ZH(z)([tlo]1 + zn · [tmid]1 + z2n · [thi]1 + z3n · [tfourth]1)

10. Compute full batched polynomial commitment [F ]1:

[F ]1 :=
[D]1 + v · [a]1 + v2 · [b]1 + v3 · [c]1 + v4 · [d]1 + v5 · [sσ1]1 + v6 · [sσ2]1
+v7 · [sσ3]1 + (uvω) · [a]1 + (uv2ω) · [b]1 + (uv3ω) · [d]1

11. Compute group-encoded batch evaluation [E]1:

[E]1 :=

 −r0 + vā+ v2b̄+ v3c̄+ v4d̄
+v5s̄σ1 + v6s̄σ2 + v7s̄σ3 + uz̄ω
+(uvω)āω + (uv2ω)b̄ω + (uv3ω)d̄ω

 · [1]1

12. Batch validate all evaluations:

e([Wz]1 + u · [Wzω]1, [x]2)
?
= e(z · [Wz]1 + uzω · [Wzω]1 + [F ]1 − [E]1, [1]2)
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