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Abstract

dusk-plonk is an implementation of PlonkC made by the Dusk team, which deviates
from the original paper to use custom gates [I]. This document serves the purpose of
describing the main differences between the implementation and the original protocol.
Note that it is not self-explanatory, so refer to the original paper [2] for further details.

The protocol

We now describe the protocol as done in the original paper, adding in red the changes
applied in dusk-plonk.



Common preprocessed input:

n, (z - [1]1,...,2" 0 [1]1),

(qrtis QL QRi» 40i» AFi» 4Ci» Qarithi> Grangei> Qlogicis Qfixedi» Qvari)je15 O
gm(X) = 2o amili (X)),

qu(X) = >0 qriki(X),

qr(X) = >0 qrili(X),
QO(X) = 2?21 QOzLi(X)7
ar(X) = > grili(X),

(X) X)
qc(X) = >71 1 goili(X),
arith (X) = D7 Garithili (X)),

e(X) = anzl Qrangeil—i(X>:

q|OgiC(X) = ZZ]:l Qlogici z(X)~
Afixed (X)) = D71 GfixediLi (X)),
anr(X) - Z?:l QVariLi(X),
Se1(X) =21y 0" (1)Li(X),
Soa(X) =2 iy o7 (n+9)Li(X),
So5(X) = S, 0% (20 + 1)Li(X)
S.4(X) = S 0% (3n + )Li(X)

Public input: ¢, (w;);cpy

Prover algorithm:

Prover input: (wi)ie[4n}

Round 1:
Generate random blinding scalars (b1,...,b11) € F
Compute wire polynomials a(X),b(X), c(X),d(X) :

a(X) = (X +b2)Zn(X) + ) wili(X)
=1
b(X) = (bsX + ba)Zn(X) + Y wnriLi(X)
=1
c(X) = (b5 X +b6)Zn(X) + Zw2n+iLi(X)
=1

d(X) = (brX + bs)Zu(X) + Y wntiLi(X)
=1



Compute [al; = [a(a)], , (bl == [b(@)], , [ = [e(@)], ,[d]: = [d(2)],

First output of P is ([a]1, [b]1, [c]1, [d]1)-

Round 2:
Compute permutation challenges (/3,7) € F :

B = H(transcript, 0),~v = H(transcript, 1)
Compute permutation polynomial z(X) :

2(X) = (bg X2 + b1oX + b11)Zn(X)

n—1 ) i (wj+BwI +7) (Wn 4 j+Bk1wl +7) (Wan 4 +Bkawd +4) (w3, 1 ; +Bkswi+)
+L(X) + X005 (LHl(X) HJ’ 1 (wj+o*(j) +7)(wn+j+a*J(n+j)/3+v)(wznﬂio*(2n+j)6+’y)(wsjn+j+a*(3n+j)x3+~/))

Compute [z]; := [z(z)],

Second output of P is ([z]1)

Round 3:
Compute quotient challenge o € F :

a = H(transcript)
Compute-custom challenges s € F :
Srange = H(transcript)

Slogic = H(transcript)
Sfixed = H(transcript)

Syar = H(transcript)

Compute the quotient selector polynomials:

tarith (X)) = a(X)b(X)am(X) + a(X)qL(X) + b(X)qr(X) + c(X)qo(X) + d(X)qr(X) + qc(X)
) =

trange(X) = TBC
t|og|c(X) =TBC
tﬁxed(X) =TBC



Compute quotient polynomial t(X) :

t(X) =

tarith (X) * Qarith (X)
+trange(X) * qrange(X) * Srange
+t|0gic(X) * (logic (X) * Slogic
Ftfixed (X) * dfixed (X ) * Sfixed
+tvar(X) * qvar(X) * Svar

+PIX)) 75y
+((a(X) + BX +7)(b(X) + k1 X + ) (c(X) + Bko X +7)(d(X) + Bhs X + 7)2(X)) 7,555
—((a(X) + B8Ss1(X) +7)(b(X) + BSea(X) +7)(c(X) + 8Ss3(X) 4+ 9)(d(X) + BSga(X) + 7)z(Xw))
+(2(X) = ) LX) 755

Split t(X) into degree < n polynomials tj (X),t .4(X),t;(X) and tf ., (X) of degree
at most n + 5, such that

t(X) = tIlo(‘X) + Xn mld (X) + XQntili(X) + Xsnt;ourth (X)
Now choose random scalars b2, b13, b14 € F and define
tio(X) := tio(X) + 012X, tmid (X) := trig(X) —=bio+b13 X", thi(X) = t1;(X) —bis+ b4 X"

trourth (X) = t1/"ourth(‘Xv) 7 by
Note that we have t(X) = tio(X) + X "tmid (X) + X2 4 (X) + X touren (X).

Compute [t;o]1 := [tio(@)]1 , [tmiall = [tmid(@)]1, [tral1 = [thi(2)] 5 [t rouren]1 = [trourtn (2)];

Third OUtPUt of P is ([tlo]h [tmid]l, [thi]la [tfourth]l)

Round 4:
Compute evaluation challenge 3 € I :

3 = H(transcript)

Compute opening evaluations:

ZH((IX)



Round 5:
Compute opening challenge v € F :

v = H(transcript)

Compute the linearisation selector polynomials:

Farith (X) = @b - am(X) + @ - qu(X) + b+ qr(X) + ¢+ qo(X) + d - qr(X) + qc(X)

rrange(X) = TBC
rIogic<)() =TBC
ffixed(X ) = TBC

far(X) = TBC

Compute linearisation polynomial r(X)

r(X) =
[rarith (X) * Qarith
+rrange (X) * qrange(X)
+r|ogic(X) * qlogic (X)
+Ffixed (X) * Qfixed (X>
+rvar(X> * qvar(X)
+PI(3)] . .
+al(@+ B3 +7)(0+ Bkiz +9)(C + Bhaz +7)(d + Phsz +7) - 2(X)
—(EL + Bgal + ’Y)(b + /8§0'2 + 7)(6 + B§a3 + V)Ew/BSUAt(X)]
+a? [(z(X) - DLa(3)]
=Z1(3) - (tio(X) + ™ mia(X) + 57" thi(X) + 5% fouren (X))

Compute opening proof polynomial W;(X) :

Compute shifted opening challenge v, € F :

v, = H(transcript)



Compute opening proof polynomial W, (X) :

1 (Z(X() (_ Z)w) )
+v,(a(X) — ay
WaolX) = 5= | 12 (b(x) )

(
+(d(X) — du)

Compute [W;]; := [W;(2)], , [Wiul1 == Wi ()],

The fifth output of P is ([W;]1, [Wiwl1)

Return

s _ [a]la [b]17 [le [dh7 [ ] [tlo] [tmzd]b [thz]b [ffourth]lv [VV;,]l, [sz’w]lv
NARK a,b,c, i (Lu.nbm:dwaqarlth7quqquC7sal7502;S(r372w

Compute multipoint evaluation challenge u € I :
u = H(transcript)

We now describe the verifier algorithm in a way that minimizes the number of G
scalar multiplications.

Verifier algorithm

Verifier preprocessed input:

[am]1 == am(@) - [1]1, [qu]r == au() - [1]1, [gr]1 = ar(=) - [1]1, [go]1 := qo(=) - [1]1,
qelit= (JL) Ui, lgcli := ac(@) - [11, [so1]1 := Se1(2) - [11, [So2]1 := Sea(z) - [1]1,
[853]1 := So3(z) - [T, [864]1 := Soul@) - [1]1,2 - [1]2

V((wi)iejq, TSNARK):

1. Validate ([a]1, [b]1, [c]1, [d]1, [2]1, [tio)1s [Emidl1s [trl1s [Efouren]ts [W3l1, [Wial1) € GY.

2. Validate (@,b,¢, d, a., by, de, Garith, 4C; 4L, GR» So15 502, 503, Zw) € FO.
3. Validate (w;);cjq € F¢.

4. Compute challenges 3,7, @, Srange; Slogics Sfixeds Svar» 3, U, Vw, 4 € F as in prover de-
scription, from the common inputs, public input, and elements of TsyaRK-
5. Compute zero polynomial evaluation Zy(3) = 3" — 1.

w(G"—1)
n(3—w)

6. Compute Lagrange polynomial evaluation L;(3) =



7. Compute public input polynomial evaluation Pl(3) = 3,1 wili(3)-

8. To save a verifier scalar multiplication, we split r into its constant and non-constant
terms. Compute r’s constant term:

ro = Pl(3) — L1(3)0” — a(@ + B851 +7) (b + f852 + 1) (€ + F5o3 + ) (d + ),
and let 7'(X) := r(X) — ro.
9. Compute first part of batched polynomial commitment [D]; := [r']1 + u - [z]1:

ab - Garith - [qm]1 + @ Garith - [qL]1 + 0 Garieh - [qR]1 + €+ Garien - [g0]1
+d - Garith - [qF]1 + Garith - [ac]1
+range : T BC
+logic : TBC
[D]; :== +fized : TBC
+var : TBC
+ ((@+ B3 +7)(b+ Bkiz +)(C + Bkaz +7)(d + Bksz + ) + Li(3)a? +u) - [2]h
—(C_L + ﬁgal + 7)(6 + 5502 + 7)(5 + [))503 + ’7)05520.) . [504}1
—ZuG) ([t + 3™ - bmialt + 37 - [trilt + 3% - [t ourtnlt)

10. Compute full batched polynomial commitment [F]y:

F]y = [Dli +v-[aly +v* - b1 +0* - [c] + 0o [dly + 07 - [so1]1 + 0% - [s02)1
V7 07 [sg3]1 4 (uvy) - [a]y + (ud) - bl + (uod) 2]y

11. Compute group-encoded batch evaluation [E];:

—7ro +va + v2b+v3e +v'd
[E]l = +'U5§crl N U6§¢72 + 117503 + U,Z,t : [1]1
+(u0) g o (w02 )bis + () dsy

12. Batch validate all evaluations:

?

e([Wili +u - Wil [2]2) = e(3 - W1 + wgw - Wil + [Fi — [E]1, [1]2)
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