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Abstract

Cryptographic algorithms play a pivotal role in the Swiss Post Voting System: en-
suring their faithful implementation is crucially important. This document provides
a mathematically precise and unambiguous specification of some cryptographic prim-
itives underpinning the Swiss Post Voting System. It focuses on the elements com-
mon to the system and its verifier, such as the verifiable mix net and non-interactive
zero-knowledge proofs. We provide technical details about encoding methods be-
tween basic data types and describe each algorithm in pseudocode format.
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Symbols

𝔸10 Alphabet of decimal numbers
𝔸𝐵𝑎𝑠𝑒16 Base16 (Hex) alphabet [19]
𝔸𝐵𝑎𝑠𝑒32 Base32 alphabet, including the padding character

= [19]
𝔸𝐵𝑎𝑠𝑒64 Base64 alphabet, including the padding character

= [19]
𝔸𝑈𝐶𝑆 Alphabet of the Universal Coded Character Set

(UCS) according to ISO/IEC10646
ℬ Set of possible values for a byte
ℬ∗ Set of byte arrays of arbitrary length
𝔹𝑛 Set of bit arrays of length 𝑛
ℕ Set of non-negative integer numbers including 0
ℕ+ Set of strictly positive integer numbers
ℙ Set of prime numbers
ℤ𝑝 Set of integers modulo 𝑝
ℤ𝑞 Set of integers modulo 𝑞
𝔾𝑞 Set of quadratic residues modulo 𝑝, which forms a

group of order 𝑞
ℍℓ Ciphertext domain (= 𝔾𝑞 × ⋯ × 𝔾𝑞⏟⏟⏟⏟⏟

ℓ+1 times

)

ℂ𝜈 Commitment key domain (= (𝔾𝑞 ⧵ {1, 𝑔})𝜈+1)
𝑝 Encryption group modulus, a large safe prime (exact

bitlength defined in the relevant section)
𝑞 Encryption group cardinality s.t. 𝑝 = 2 ⋅ 𝑞 + 1. A

large prime (exact bit length defined in the relevant
section)

𝑔 Generator of the encryption group
|𝑥| Bit length of the number 𝑥
⊤ Truth value true or successful termination
⊥ Truth value false or unsuccessful termination
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1 Introduction
Switzerland has a longstanding tradition of direct democracy, allowing Swiss citizens
to vote approximately four times a year on elections and referendums. In recent years,
voter turnout hovered below 40 percent [11].

The vast majority of voters in Switzerland fill out their paper ballots at home and send
them back to the municipality by postal mail, usually days or weeks ahead of the actual
election date. Remote online voting (referred to as e-voting in this document) would
provide voters with some advantages. First, it would guarantee the timely arrival of
return envelopes at the municipality (especially for Swiss citizens living abroad). Second,
it would improve accessibility for people with disabilities. Third, it would eliminate the
possibility of an invalid ballot when inadvertently filling out the ballot incorrectly.

In the past, multiple cantons offered e-voting to a part of their electorate. Many
voters would welcome the option to vote online - provided the e-voting system protects
the integrity and privacy of their vote [12].
State-of-the-art e-voting systems alleviate the practical concerns of mail-in voting and,
at the same time, provide a high level of security. Above all, they must display three
properties [32]:

• Individual verifiability: allow a voter to convince herself that the system correctly
registered her vote

• Universal verifiability: allow an auditor to check that the election outcome corre-
sponds to the registered votes

• Vote secrecy: do not reveal a voter’s vote to anyone

Following these principles, the Federal Chancellery defined stringent requirements for
e-voting systems. The Ordinance on Electronic Voting (VEleS - Verordnung über die
elektronische Stimmabgabe) and its technical annex (VEleS annex) [8] describes these
requirements.

Swiss democracy deserves an e-voting system with excellent security properties. Swiss
Post is thankful to all security researchers for their contributions and the opportunity
to improve the system’s security guarantees. We look forward to actively engaging with
academic experts and the hacker community to maximize public scrutiny of the Swiss
Post Voting System.

1.1 The Specification of Cryptographic Primitives
A vital element of a trustworthy and robust e-voting system is the description of the
cryptographic algorithms in a form that leaves no room for interpretation and minimizes
implementation errors [14].

Our pseudocode description of the cryptographic algorithms—inspired by [15]—follows
a consistent pattern:
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• We display algorithms in fontwithout serif and vectors in boldface or accented by
a right-arrow;

• we prefix deterministic algorithms with Get* and probabilistic algorithms with
Gen*;

• we designate values that do not change between runs as Context and variable
values as Input;

• we ensure that each algorithm does only one thing (single responsibility principle);

• we explicit domains and ranges of input and output values. We assume that the
implementation ensures the correct domain of the input and context elements. E.g.
this means that when an input has the expected form x = (𝑥0, … , 𝑥𝑛−1) ∈ (𝔾𝑞)𝑛,
the implementation checks that the input elements have the correct form: That x
has exactly 𝑛 elements and each one is a group member, for instance by calculating
that the Jacobi Symbol of each element of x equals 1.

• we use the range notation for loops such as 𝑖 ∈ [0, 𝑛). We include the lower bound
but exclude the upper bound, i.e. 0 ≤ 𝑖 < 𝑛;

• we use 0-based indexing to close the representational gap between mathematics
and code;

• we use Require for preconditions and Ensure for post-conditions;

• we use return to indicate a potentially early termination of the algorithm with the
succeeding variable as the returned value; we use Output to describe the values
that the algorithm produces;

Furthermore, we believe that a specification encompassing the common elements be-
tween the Swiss Post Voting System and its verifier (an open-source software verifying
the correct establishment of the election result) benefits both systems.

1.2 Validating the Cryptographic Algorithm’s Correctness
We augment our specification with test values obtained from an independent implemen-
tation of the pseudocode algorithms: our code validates against these test values to
increase our confidence in the implementation’s correctness. The specification embeds
the test values as JSON files within the document.
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2 Security Level
Table 2 describes a testing-only and a standard security level and the associated security
parameter selection. The standard security level is in line with common cryptographic
standards [1, Table 4] while ensuring an acceptable performance. By default, we use the
standard security level. The testing-only security level can be used in unit tests to speed
up their execution but must not be used in a productive environment.

Security Level Name testing-only standard

Security Strength - 𝜆 = 128
Group Parameters |𝑝| = 8𝑛, 𝑛 ∈ ℕ+∗

|𝑞| = |𝑝| − 1
|𝑝| = 3072 bits
|𝑞| = 3071 bits

Table 2: Security levels

Table 3 defines which primitives and parametrization must be used by different algo-
rithms of the crypto primitives specification. The primitives and their parametrization
are used irregardless of the security level chosen.

Cryptographic hash function
used in RecursiveHash (algorithm 5.5) SHA3-256

Extendable output function
used in RecursiveHashOfLength (algorithm 5.7) SHAKE-256 [10]

with minimum XOF size ℓ∗ = 512

Hash function
used in KDF (algorithm 5.9) SHA-256

Symmetric algorithm AES-GCM-256
with nonce size 12 bytes

Signature algorithm RSASSA-PSS [27]

Signature key size 3072 bits

Underlying hash funtion and
hash for the mask generation function SHA-256

Mask generation function for PSS MGF1 [27, B.2.]

Length of the salt 32 bytes

Trailer field number 1, representing the trailer field
with value 0xbc [27, A.2.3.]

Parametrization of the password-based
key derivation function (Argon2) See section 5.5

Table 3: Primitives and their parametrization, independent of the security level chosen
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3 Basic Data Types
We build upon basic data types such as bytes, integers, strings, and arrays. Moreover, we
require algorithms to concatenate and truncate strings and byte arrays, to test primality
and to sort arrays.

3.1 Byte Arrays
We denote a byte array 𝐵 of length 𝑛 as <𝑏0, 𝑏1, … , 𝑏𝑛−1> where 𝑏𝑖 ∈ [<0x00>,<0xFF>)
denotes the 𝑖 + 1-th byte of the array. Byte arrays can be encoded as strings, and,
conversely, decoded from strings using Base16, Base32, and Base64 encodings according
to RFC4648 [19]. Table 4 shows different examples of byte arrays.

Byte Array Byte Array (binary form) Base64 Base32
<0xF3, 0x01, 0xA3> 11110011 00000001 10100011 “8wGj” “6MA2G===”
<0xAC> 10101100 “rA==” “VQ======”
<0x1F, 0x7F, 0x9D,
0x15, 0x12>

00011111 01111111 10011101
00010101 00010010 “H3+dFRI=” “D57Z2FIS”

Table 4: Example representations of different byte arrays

We indicate concatenation of byte arrays with the || operator.
<0xF3, 0x01, 0xA3> || <0xAC> = <0xF3, 0x01, 0xA3, 0xAC>
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In some cases, we need to cut a byte array to a given bit length, for instance to
limit the number of iterations for algorithms such as algorithm 5.1. This is achieved in
algorithm 3.1 by taking the low bytes of the given byte array, and applying a bitmask
to the first byte taken so that the necessary leading bits are zeroed.

Algorithm 3.1 CutToBitLength: Cuts the given byte array to the requested bit length
Input:

Byte array 𝐵 ∈ ℬ𝑁 s.t. 𝑁 ∈ ℕ+

Requested length in bits 𝑛 ∈ ℕ+

Require: 𝑛 ≤ 𝑁 ⋅ 8 ▷ This should only be used to cut leading bits

Operation:
1: length ← ⌈𝑛

8 ⌉
2: offset ← 𝑁 − length
3: if 𝑛 mod 8 ≠ 0 then
4: B′

0 ← Boffset ∧ (2(𝑛 mod 8) − 1) ▷ Apply the bitwise-AND operator to mask out
excess bits in the first byte

5: else
6: B′

0 ← Boffset
7: end if
8: for 𝑖 ∈ [1, length) do
9: B′

𝑖 ← Boffset+𝑖
10: end for
11: return (B′

0, … ,B′
length−1)

Output:
(B′

0, … ,B′
length−1) ∈ ℬ∗

Test values for algorithm 3.1 are provided in the attached file.
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[
	{
		"description": "0xff cut to 1",
		"input": {
			"bit_length": 1,
			"value": "/w=="
		},
		"output": {
			"result": "AQ=="
		}
	},
	{
		"description": "0xf cut to 2",
		"input": {
			"bit_length": 2,
			"value": "Dw=="
		},
		"output": {
			"result": "Aw=="
		}
	},
	{
		"description": "0xff cut to 8",
		"input": {
			"bit_length": 8,
			"value": "/w=="
		},
		"output": {
			"result": "/w=="
		}
	},
	{
		"description": "0xbeef cut to 7",
		"input": {
			"bit_length": 7,
			"value": "vu8="
		},
		"output": {
			"result": "bw=="
		}
	},
	{
		"description": "0xc0ffee cut to 13",
		"input": {
			"bit_length": 13,
			"value": "wP/u"
		},
		"output": {
			"result": "H+4="
		}
	},
	{
		"description": "0xabcd cut to 9",
		"input": {
			"bit_length": 9,
			"value": "q80="
		},
		"output": {
			"result": "Ac0="
		}
	}
]


Swiss Post
Sample values
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Algorithms 3.2, 3.3, 3.4, 3.5, 3.6 and 3.7 encode and decode byte arrays to and from
Base16, Base32 and Base64 encodings. We refer to “standard” Base32 and Base64
encoding; we do not use Base64 with URL and filename safe alphabet and Base32 with
extended hex alphabet. Potentially, decoding Base32 and Base64 may fail since the
encoding is not bijective (only injective). For instance, one cannot decode the string
“==TEOD8=” even though it is within the required alphabet.

Algorithm 3.2 Base16Encode
Input:

Byte array 𝐵 ∈ ℬ∗

Operation:
1: 𝑆 ← Base16(𝐵)

Output:
String 𝑆 ∈ 𝔸𝐵𝑎𝑠𝑒16

∗ ▷ According to RFC4648 [19]

Algorithm 3.3 Base16Decode
Input:

String 𝑆 ∈ 𝔸𝐵𝑎𝑠𝑒16
∗ ▷ According to RFC4648 [19]

Operation:
1: 𝐵 ← Base16−1(𝑆)

Output:
Byte array 𝐵 ∈ ℬ∗

Algorithm 3.4 Base32Encode
Input:

Byte array 𝐵 ∈ ℬ∗

Operation:
1: 𝑆 ← Base32(𝐵)

Output:
String 𝑆 ∈ 𝔸𝐵𝑎𝑠𝑒32

∗ ▷ According to RFC4648 [19]
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Algorithm 3.5 Base32Decode
Input:

String 𝑆 ∈ 𝔸𝐵𝑎𝑠𝑒32
∗ ▷ According to RFC4648 [19]

Require: 𝑆 is valid Base32

Operation:
1: 𝐵 ← Base32−1(𝑆)

Output:
Byte array 𝐵 ∈ ℬ∗

Algorithm 3.6 Base64Encode
Input:

Byte array 𝐵 ∈ ℬ∗

Operation:
1: 𝑆 ← Base64(𝐵)

Output:
String 𝑆 ∈ 𝔸𝐵𝑎𝑠𝑒64

∗ ▷ According to RFC4648 [19]

Algorithm 3.7 Base64Decode
Input:

String 𝑆 ∈ 𝔸𝐵𝑎𝑠𝑒64
∗

Require: 𝑆 is valid Base64

Operation:
1: 𝐵 ← Base64−1(𝑆)

Output:
Byte array 𝐵 ∈ ℬ∗

12
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3.2 Integers
When converting integers to byte array, we represent them in big-endian byte order.
Since we only work with non-negative integers, we treat them as unsigned integers.
Table 5 provides some example integers.

Integer Byte Array (Hex)
0 <0x00>
3 <0x03>
128 <0x80>
23 591 <0x5C, 0x27>
23 592 <0x5C, 0x28>
4 294 967 295 <0xFF, 0xFF, 0xFF, 0xFF>
4 294 967 296 <0x01, 0x00, 0x00, 0x00, 0x00>

Table 5: Example representations of different integers. We use spaces to separate thou-
sands groups.

Therefore, we ignore leading zeros (with an exception for the value 0) and define
algorithm 3.8 to convert byte arrays to integers and algorithm 3.9 to convert integers to
byte arrays. We avoid the empty byte array <> and represent 0 as <0x00>.
|𝑥| derives the minimal bit length of a non-negative integer, e.g. |4 294 967 295| = 32 and
|4 294 967 296| = 33.

Algorithm 3.8 ByteArrayToInteger
Input:

Byte array 𝐵 =< 𝑏0, 𝑏1, … , 𝑏𝑛−1 > ∈ ℬ𝑛 of length 𝑛 ∈ ℕ+

Operation:
1: 𝑥 ← 0
2: for 𝑖 ∈ [0, 𝑛) do
3: 𝑥 ← 256 ⋅ 𝑥 + 𝑏𝑖
4: end for

Output:
𝑥 ∈ ℕ
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Algorithm 3.9 IntegerToByteArray
Input:

Integer 𝑥 ∈ ℕ

Operation:
1: 𝑛 ← ByteLength(𝑥) ▷ Derive minimal length 𝑛 of byte array; See algorithm 3.10
2: for 𝑖 ∈ [0, 𝑛) do
3: 𝑏𝑛−𝑖−1 ← 𝑥 mod 256
4: 𝑥 ← ⌊ 𝑥

256⌋
5: end for
6: 𝐵 ←< 𝑏0, 𝑏1, … , 𝑏𝑛−1 >

Output:
Byte array 𝐵 ∈ ℬ𝑛

We define algorithm 3.10 to compute the length of the byte representation of an integer.

Algorithm 3.10 ByteLength: Compute the length of the byte representation of an
integer
Input:

Integer 𝑥 ∈ ℕ

Operation:
1: 𝑛 ← ⌈ |𝑥|

8 ⌉
2: 𝑛 ← max(𝑛, 1) ▷ Assuming the byte representation of 0 is <0x00> with length 1

Output:
Byte length 𝑛 ∈ ℕ+

3.3 Strings
We encode strings in the universal coded character set (UCS) as defined in ISO/IEC10646,
which is used by the encoding format UTF-8 (see RFC3629 [35]). Table 6 highlights some
examples.

String Byte Array (UCS)
“ABC” <0x41, 0x42, 0x43>
“Ä” <0xC3, 0x84>
“1001” <0x31, 0x30, 0x30, 0x31>
“1A” <0x31, 0x41>

Table 6: Example representations of different strings
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Algorithms 3.11 and 3.12 convert byte arrays to strings and vice versa. Potentially, the
ByteArrayToString method can fail since not every byte array is a valid UTF-8 encoding.

Algorithm 3.11 StringToByteArray
Input:

String 𝑆 ∈ 𝔸𝑈𝐶𝑆
∗

Operation:
1: 𝐵 ← UTF-8(𝑆) ▷ Encode 𝑆 in UTF-8

Output:
Byte array 𝐵 ∈ ℬ∗

Algorithm 3.12 ByteArrayToString
Input:

Byte array 𝐵 =< 𝑏0, 𝑏1, … , 𝑏𝑛−1 > ∈ ℬ𝑛 of length 𝑛 ∈ ℕ+

Operation:
1: if 𝐵 does not correspond to a valid UTF-8 encoding then
2: return ⊥
3: end if
4: 𝑆 ← UTF-8−1(𝐵)

Output:
String 𝑆 ∈ 𝔸𝑈𝐶𝑆

∗
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Moreover, we specify a method StringToInteger that translates a decimal String repre-
sentation to an integer. Conversely, the algorithm IntegerToString converts integers to
Strings. Beware that the method StringToInteger(String) yields a different result than
the conversion ByteArrayToInteger(StringToByteArray(String)).
Table 7 highlights some examples.

String Integer
“0” 0
“1” 1

“1001” 1001
“0021” 21
“1A” ⊥

Table 7: Example conversions of strings to integers

Algorithm 3.13 StringToInteger
Input:

String 𝑆 ∈ 𝔸10
𝑛, 𝑛 ∈ ℕ+

Operation:
1: if 𝑆 is not valid decimal representation then
2: return ⊥
3: end if
4: 𝑥 ← Decimal(𝑆) ▷ Convert the String into its decimal representation (radix = 10)

Output:
Non-negative integer 𝑥 ∈ ℕ

Algorithm 3.14 IntegerToString
Input:

Non-negative integer 𝑥 ∈ ℕ

Operation:
1: 𝑆 ← Decimal−1(𝑥) ▷ Convert the integers’ decimal representation (radix = 10) into

a String

Output:
String 𝑆 ∈ 𝔸10

𝑛, 𝑛 ∈ ℕ+
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The method Truncate truncates a string to the desired maximum length if the string is
larger than the desired maximum length.

Algorithm 3.15 Truncate
Input:

String 𝑆 ∈ 𝔸𝑢, 𝑢 ∈ ℕ+

Desired maximum length of string: ℓ ∈ ℕ+

Operation:
1: 𝑚 ← min(𝑢, ℓ)
2: for 𝑖 ∈ [0, 𝑚) do
3: 𝑆′

𝑖 ← 𝑆𝑖
4: end for
5: 𝑆′ = ⟨𝑆′

0, … , 𝑆′

𝑚−1⟩

Output:
The truncated string 𝑆′ ∈ 𝔸𝑚
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4 Alphabets
We define two alphabets which are useful for e-voting.

4.1 User-Friendly Alphabet for Codes
For codes that have to be entered by humans, it is important to choose a user-friendly
alphabet. The alphabet used should include only letters and numbers easily found on any
keyboard, and the chance of misspelling should be minimized by excluding letters and/or
numbers that look similar. We define an alphabet 𝔸u32, which is an adjusted version of
the Base32 alphabet, optimized for usability. Compared to the Base32 alphabet, we omit
the letters ”l” and ”o” and use instead ”8” and ”9”. Further, the padding character ”=”
of the Base32 alphabet is omitted and lowercase letters are used instead of uppercase
letters. This results in the following alphabet: 𝔸u32 = (a, b, c, d, e, f, g, h, i, j, k, m, n,
p, q, r, s, t, u, v, w, x, y, z, 2, 3, 4, 5, 6, 7, 8, 9), of size |𝔸u32| = 32.

4.2 Extended Latin Alphabet
We define an extended Latin alphabet including letters used in different Latin languages
as well as some symbols and numbers. The following list defines the alphabet which
we will refer to as 𝔸latin. Each symbol is given with their UTF-8 codepoint to remove
ambiguity. The size of the alphabet defined is |𝔸latin|=141. In an e-voting context, the
alphabet can be useful if the election allows write-ins.

• # (U+0023) ↦ 000
• (U+0020) ↦ 001
• ’ (U+0027) ↦ 002
• ( (U+0028) ↦ 003
• ) (U+0029) ↦ 004
• , (U+002C) ↦ 005
• - (U+002D) ↦ 006
• . (U+002E) ↦ 007
• / (U+002F) ↦ 008
• 0 (U+0030) ↦ 009
• 1 (U+0031) ↦ 010
• 2 (U+0032) ↦ 011
• 3 (U+0033) ↦ 012
• 4 (U+0034) ↦ 013
• 5 (U+0035) ↦ 014
• 6 (U+0036) ↦ 015

• 7 (U+0037) ↦ 016
• 8 (U+0038) ↦ 017
• 9 (U+0039) ↦ 018
• A (U+0041) ↦ 019
• B (U+0042) ↦ 020
• C (U+0043) ↦ 021
• D (U+0044) ↦ 022
• E (U+0045) ↦ 023
• F (U+0046) ↦ 024
• G (U+0047) ↦ 025
• H (U+0048) ↦ 026
• I (U+0049) ↦ 027
• J (U+004A) ↦ 028
• K (U+004B) ↦ 029
• L (U+004C) ↦ 030
• M (U+004D) ↦ 031

• N (U+004E) ↦ 032
• O (U+004F) ↦ 033
• P (U+0050) ↦ 034
• Q (U+0051) ↦ 035
• R (U+0052) ↦ 036
• S (U+0053) ↦ 037
• T (U+0054) ↦ 038
• U (U+0055) ↦ 039
• V (U+0056) ↦ 040
• W (U+0057) ↦ 041
• X (U+0058) ↦ 042
• Y (U+0059) ↦ 043
• Z (U+005A) ↦ 044
• a (U+0061) ↦ 045
• b (U+0062) ↦ 046
• c (U+0063) ↦ 047
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• d (U+0064) ↦ 048
• e (U+0065) ↦ 049
• f (U+0066) ↦ 050
• g (U+0067) ↦ 051
• h (U+0068) ↦ 052
• i (U+0069) ↦ 053
• j (U+006A) ↦ 054
• k (U+006B) ↦ 055
• l (U+006C) ↦ 056
• m (U+006D) ↦ 057
• n (U+006E) ↦ 058
• o (U+006F) ↦ 059
• p (U+0070) ↦ 060
• q (U+0071) ↦ 061
• r (U+0072) ↦ 062
• s (U+0073) ↦ 063
• t (U+0074) ↦ 064
• u (U+0075) ↦ 065
• v (U+0076) ↦ 066
• w (U+0077) ↦ 067
• x (U+0078) ↦ 068
• y (U+0079) ↦ 069
• z (U+007A) ↦ 070
• ¢ (U+00A2) ↦ 071
• Š (U+0160) ↦ 072
• š (U+0161) ↦ 073
• Ž (U+017D) ↦ 074
• ž (U+017E) ↦ 075
• Œ (U+0152) ↦ 076
• œ (U+0153) ↦ 077
• Ÿ (U+0178) ↦ 078

• À (U+00C0) ↦ 079
• Á (U+00C1) ↦ 080
• Â (U+00C2) ↦ 081
• Ã (U+00C3) ↦ 082
• Ä (U+00C4) ↦ 083
• Å (U+00C5) ↦ 084
• Æ (U+00C6) ↦ 085
• Ç (U+00C7) ↦ 086
• È (U+00C8) ↦ 087
• É (U+00C9) ↦ 088
• Ê (U+00CA) ↦ 089
• Ë (U+00CB) ↦ 090
• Ì (U+00CC) ↦ 091
• Í (U+00CD) ↦ 092
• Î (U+00CE) ↦ 093
• Ï (U+00CF) ↦ 094
• Ð (U+00D0) ↦ 095
• Ñ (U+00D1) ↦ 096
• Ò (U+00D2) ↦ 097
• Ó (U+00D3) ↦ 098
• Ô (U+00D4) ↦ 099
• Õ (U+00D5) ↦ 100
• Ö (U+00D6) ↦ 101
• Ø (U+00D8) ↦ 102
• Ù (U+00D9) ↦ 103
• Ú (U+00DA) ↦ 104
• Û (U+00DB) ↦ 105
• Ü (U+00DC) ↦ 106
• Ý (U+00DD) ↦ 107
• Þ (U+00DE) ↦ 108
• ß (U+00DF) ↦ 109

• à (U+00E0) ↦ 110
• á (U+00E1) ↦ 111
• â (U+00E2) ↦ 112
• ã (U+00E3) ↦ 113
• ä (U+00E4) ↦ 114
• å (U+00E5) ↦ 115
• æ (U+00E6) ↦ 116
• ç (U+00E7) ↦ 117
• è (U+00E8) ↦ 118
• é (U+00E9) ↦ 119
• ê (U+00EA) ↦ 120
• ë (U+00EB) ↦ 121
• ì (U+00EC) ↦ 122
• í (U+00ED) ↦ 123
• î (U+00EE) ↦ 124
• ï (U+00EF) ↦ 125
• ð (U+00F0) ↦ 126
• ñ (U+00F1) ↦ 127
• ò (U+00F2) ↦ 128
• ó (U+00F3) ↦ 129
• ô (U+00F4) ↦ 130
• õ (U+00F5) ↦ 131
• ö (U+00F6) ↦ 132
• ø (U+00F8) ↦ 133
• ù (U+00F9) ↦ 134
• ú (U+00FA) ↦ 135
• û (U+00FB) ↦ 136
• ü (U+00FC) ↦ 137
• ý (U+00FD) ↦ 138
• þ (U+00FE) ↦ 139
• ÿ (U+00FF) ↦ 140
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5 Basic Algorithms
5.1 Randomness
Several algorithms draw a value at random from a given domain and rely on a prim-
itive providing the requested number of independent random bytes. Standard imple-
mentations for generating cryptographically secure random bytes1 are available in most
programming languages; therefore, we omit the pseudocode for this primitive and call
it RandomBytes(length), where length ∈ ℕ is the required number of bytes, and the
output is in ℬlength.

Algorithm 5.1 GenRandomInteger: Provide a random integer between 0 (incl.) and 𝑚
(excl.)
Input:

Upper bound 𝑚 ∈ ℕ+

Operation:
1: if 𝑚 = 1 then

return 𝑟 = 0
2: end if
3: length ← ByteLength(𝑚 − 1) ▷ See algorithm 3.10
4: bitLength ← |𝑚 − 1|
5: do
6: rBytes ← CutToBitLength(RandomBytes(length), bitLength) ▷ See algorithm 3.1
7: r ← ByteArrayToInteger(rBytes) ▷ See algorithm 3.8
8: while r ≥ 𝑚

Output:
Random integer 𝑟 ∈ [0, 𝑚)

1A cryptographically secure random bytes generator has the following characteristics: it is designed for
cryptographic use, generates independent, unbiased (i.e. uniform) bytes and relies on a high-quality
entropy source [20]
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Algorithm 5.2 GenRandomVector: Generate a random vector from ℤ𝑞
𝑛

Input:
Exclusive upper bound 𝑞 ∈ ℕ+

Length 𝑛 ∈ ℕ+

Operation:
1: for 𝑖 ∈ [0, 𝑛) do
2: 𝑟𝑖 ← GenRandomInteger(𝑞) ▷ See algorithm 5.1
3: end for

Output:
Random vector (𝑟0, … , 𝑟𝑛−1) ∈ ℤ𝑞

𝑛

Algorithm 5.3 GenRandomString
Input:

Desired length of string: 𝑙 ∈ ℕ+

Alphabet from which to choose the string: 𝔸 = (𝑆0, … , 𝑆𝑘−1) ▷ 𝑘 is the number of
elements of the alphabet

Operation:
1: for 𝑖 ∈ [0, 𝑙) do
2: 𝑚 ← GenRandomInteger(𝑘) ▷ See algorithm 5.1
3: 𝑆′

𝑖 ← 𝑆𝑚
4: end for
5: 𝑆′ = ⟨𝑆′

0, … , 𝑆′

𝑙−1⟩

Output:
String 𝑆′ ∈ 𝔸𝑙 ▷ A random string of the given alphabet
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Algorithm 5.4 GenUniqueDecimalStrings
Input:

Desired length of each code: 𝑙 ∈ ℕ+

Number of unique codes: 𝑛 ∈ ℕ+

Require: 𝑛 ≤ 10𝑙

Operation:
1: codes ← ()
2: while |codes| < 𝑛 do
3: 𝑐 ← GenRandomString(𝑙, 𝔸10) ▷ See algorithm 5.3
4: if 𝑐 ∉ codes then
5: codes ← codes ∪ {𝑐}
6: end if
7: end while

Output:
codes ∈ (𝔸10

𝑙)𝑛
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5.2 Recursive Hash
Our recursive hash function—inspired by CHVote [15]—ensures that different inputs to
the hash function result in different outputs. In particular, the recursive hash func-
tion provides domain-separation: hashing (“A”, “B”) does not yield the same result as
hashing (“AB”).

To prevent collisions across the different possible input domains, we prepend a single
byte to the scalar input values, according to their type. This implies that RecursiveHash
will give a different result for the input string “A” than for byte array <0x41>.

The recursive definition of the domain implies that infinite inputs are possible in
theory (such as self-referencing inputs), in which case the algorithm does not terminate.
In practice, inputs are bound to structures that can be represented in memory.
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Algorithm 5.5 RecursiveHash: Computes the hash value of multiple inputs
Context:

Cryptographic hash function Hash ∶ ℬ∗ → ℬ𝐿, 𝐿 ∈ ℕ+ ▷ Defined in table 3 ▷
Outputs a byte array of length 𝐿

Input:
Values 𝑣0, … , 𝑣𝑘−1. Each value 𝑣𝑖 is in domain 𝒱, recursively defined as the union of:

• the set of byte arrays ℬ∗

• the set of valid UCS strings 𝔸𝑈𝐶𝑆

• the set of non-negative integers ℕ
• the set of vectors 𝒱∗

Require: 𝑘 > 0, 𝐿 > 0

Operation:
1: if k > 1 then ▷ Avoid computing Hash(Hash(𝑣0)) when 𝑘 = 1
2: v ← (𝑣0, … , 𝑣𝑘−1)
3: 𝑑 ← RecursiveHash(v)
4: else
5: 𝑤 ← 𝑣0
6: if 𝑤 ∈ ℬ∗ then
7: 𝑑 ← Hash(<0x00>||𝑤)
8: else if 𝑤 ∈ ℕ then
9: 𝑑 ← Hash(<0x01>||IntegerToByteArray(𝑤)) ▷ See algorithm 3.9

10: else if 𝑤 ∈ 𝔸𝑈𝐶𝑆 then
11: 𝑑 ← Hash(<0x02>||StringToByteArray(𝑤)) ▷ See algorithm 3.11
12: else if 𝑤 = (𝑤0, … , 𝑤𝑗) then ▷ 𝑤 might be an empty list 𝑤 = ()
13: 𝑑 ← Hash(<0x03>||RecursiveHash(𝑤0)|| … ||RecursiveHash(𝑤𝑗))
14: else

return ⊥
15: end if
16: end if

Output:
The digest 𝑑 ∈ ℬ𝐿

Test values for algorithm 5.5 are provided in the attached
file.
All test files provided in the current document for the algorithms relying on this algo-
rithm assume that the hash function defined in table 3 is used.
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[
	{
		"description": "simple byte array",
		"context": {
			"hash_function": "SHA3-256"
		},
		"input": {
			"values": [
				{
					"type": "bytes",
					"value": "t+FRYortKmq/cViAnPTzx2LnFg84tNpWp4TZBFGQz+8yTnc4kmz75fS/jY2MMddj2gbICrsRhetPfHtXV/WVhJDP1H18GbtCFY2VVPe0a87VXE15/V8k1mE8McODmi3fipona8+/och3xWKE2rec1MKzKT0g6eXq8CrGCsyT7YdEIqUuyyOP7uWrat2DX9GgdT0Kj3jlN9K5W7edjcrsZCwenyO4KbXCeAvzhzffi7MA0BM0oNC9hkXL+nOmFg/+OTxIy7vKBg8P+OxtMb61zO7X8vC7CIAXFjvGDfRaDssbzSibBsu/6iGtCOGEfz9zeNVs7ZRkDW7w09N75p0AYw=="
				}
			]
		},
		"output": {
			"hash": "0SHVZ9hTTmR+NRhanLPF/qPg3NmQbXyAzLYw9QVxYOg="
		}
	},
	{
		"description": "simple test string",
		"context": {
			"hash_function": "SHA3-256"
		},
		"input": {
			"values": [
				{
					"type": "string",
					"value": "test string"
				}
			]
		},
		"output": {
			"hash": "m1a11iWW/Tcihy/IChyY51AO8UdZe48f5oRFh7RL+JQ="
		}
	},
	{
		"description": "simple big integer",
		"context": {
			"hash_function": "SHA3-256"
		},
		"input": {
			"values": [
				{
					"type": "integer",
					"value": "
				}
			]
		},
		"output": {
			"hash": "YXHR0NvojiUMGz7RCTcO48ZQ1uqRtS64goB6XMFW01E="
		}
	},
	{
		"description": "big integer array",
		"context": {
			"hash_function": "SHA3-256"
		},
		"input": {
			"values": [
				{
					"type": "integer",
					"value": "
				},
				{
					"type": "integer",
					"value": "
				},
				{
					"type": "integer",
					"value": "
				}
			]
		},
		"output": {
			"hash": "Qn1sWr2uZ87jwjeEoJa9zS6dc6S92oC0X83yxpyv2ZA="
		}
	},
	{
		"description": "big integer array of length 1",
		"context": {
			"hash_function": "SHA3-256"
		},
		"input": {
			"values": [
				[
					{
						"type": "integer",
						"value": "
					}
				]
			]
		},
		"output": {
			"hash": "+e9LVZg0L5uHLbnUv8pIVVm28y+QZMtfG1edAFx2oPM="
		}
	},
	{
		"description": "mixed content (string, bigint, bigint, bytes), using SHA3_256",
		"context": {
			"hash_function": "SHA3-256"
		},
		"input": {
			"values": [
				{
					"type": "string",
					"value": "common reference string"
				},
				{
					"type": "integer",
					"value": "
				},
				{
					"type": "integer",
					"value": "
				},
				{
					"type": "bytes",
					"value": "YcOpYm5zaXRwcSBi"
				}
			]
		},
		"output": {
			"hash": "rHGUCWqWKTj9KBY3GgSeNEXZfraTDK+ZGIhlSxpVs5c="
		}
	},
	{
		"description": "mixed content (string, bigint, bigint, bytes, array), using SHA3_256",
		"context": {
			"hash_function": "SHA3-256"
		},
		"input": {
			"values": [
				{
					"type": "string",
					"value": "common reference string"
				},
				{
					"type": "integer",
					"value": "
				},
				{
					"type": "integer",
					"value": "
				},
				{
					"type": "bytes",
					"value": "YcOpYm5zaXRwcSBi"
				},
				[
					{
						"type": "integer",
						"value": "0x4"
					},
					{
						"type": "integer",
						"value": "
					}
				]
			]
		},
		"output": {
			"hash": "HYq9bWhqsm+/Sh8omWJGg2om5sQ2zosPIEhaIQ2m9GE="
		}
	},
	{
		"description": "hash of a ciphertext, using sha-256",
		"context": {
			"hash_function": "SHA3-256"
		},
		"input": {
			"ciphertext": {
				"gamma": "
				"phis": [
					"
					"
				]
			}
		},
		"output": {
			"hash": "wzF/sZg4dohgB7nUFD4qRx/Yblr7gW+esVjGj8ryems="
		}
	}
]
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In some cases, the output of a hash needs to be uniformly distributed across ℤ𝑞. To
achieve this, we use an extendable output function and reduce the resulting value modulo
𝑞. We draw a value from a domain that is much larger than the target domain in order
to have a negligible modulo bias. Algorithm 5.6 deterministically draws new values,
relying on algorithm 5.7 to perform the actual hashing. For algorithm 5.7, without loss
of generality, we assume a signature for an extendable output function that takes the
requested byte length as first parameter, and the input byte array as second parameter.

Algorithm 5.6 RecursiveHashToZq: Computes the hash value of multiple inputs uni-
formly into ℤ𝑞

Context:
The security level defining the security strength 𝜆, according to table 2.

Input:
Exclusive upper bound 𝑞 ∈ ℕ+

Values 𝑣0, … , 𝑣𝑘−1. Each value 𝑣𝑖 is in domain 𝒱, recursively defined as the union of:
• the set of byte arrays ℬ∗

• the set of valid UCS strings 𝔸𝑈𝐶𝑆

• the set of non-negative integers ℕ
• the set of vectors 𝒱∗

Require: 𝑘 > 0, |𝑞| ≥ 512

Operation:
1: ℎ′ ← ByteArrayToInteger(RecursiveHashOfLength(|𝑞|+2𝜆, 𝑞,‶ RecursiveHash″, v)) ▷

See algorithms 3.8 and 5.7
2: ℎ ← ℎ′ mod 𝑞

Output:
ℎ ∈ ℤ𝑞

Test values for algorithm 5.6 are provided in the attached file.
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[
	{
		"description": "3072-test string",
		"input": {
			"q": "
			"values": [
				{
					"type": "string",
					"value": "test string"
				}
			]
		},
		"output": {
			"result": "
		}
	},
	{
		"description": "3072-test byte array",
		"input": {
			"q": "
			"values": [
				{
					"type": "bytes",
					"value": "q83vASNFZ4k="
				}
			]
		},
		"output": {
			"result": "
		}
	},
	{
		"description": "3072-test integer",
		"input": {
			"q": "
			"values": [
				{
					"type": "integer",
					"value": "
				}
			]
		},
		"output": {
			"result": "
		}
	},
	{
		"description": "3072-test mixed content",
		"input": {
			"q": "
			"values": [
				{
					"type": "string",
					"value": "test string"
				},
				{
					"type": "bytes",
					"value": "q83vASNFZ4k="
				},
				{
					"type": "integer",
					"value": "
				}
			]
		},
		"output": {
			"result": "
		}
	},
	{
		"description": "3072-test nested content",
		"input": {
			"q": "
			"values": [
				{
					"type": "string",
					"value": "test string"
				},
				[
					{
						"type": "bytes",
						"value": "q83vASNFZ4k="
					},
					{
						"type": "integer",
						"value": "
					}
				]
			]
		},
		"output": {
			"result": "
		}
	}
]
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Algorithm 5.7 RecursiveHashOfLength: Computes the hash value of multiple inputs to
a given bit length
Context:

Extendable output function XOF ∶ ℕ+ × ℬ∗ → ℬ𝑢, 𝑢 ∈ ℕ+ ▷ Defined in table 3
Input:

Requested bit length ℓ ∈ ℕ+

Values 𝑣0, … , 𝑣𝑘−1. Each value 𝑣𝑖 is in domain 𝒱, recursively defined as the union of:
• the set of byte arrays ℬ∗

• the set of valid UCS strings 𝔸𝑈𝐶𝑆

• the set of non-negative integers ℕ
• the set of vectors 𝒱∗

Require: 𝑘 > 0, ℓ ≥ ℓ∗ ▷ ℓ∗ is the minimum XOF size as defined in table 3

Operation:
1: 𝐿 ← ⌈ℓ/8⌉
2: if k > 1 then ▷ Avoid computing Hash(Hash(𝑣0)) when 𝑘 = 1
3: v ← (𝑣0, … , 𝑣𝑘−1)
4: 𝑑 ← RecursiveHashOfLength(ℓ, v)
5: else
6: 𝑤 ← 𝑣0
7: if 𝑤 ∈ ℬ∗ then
8: 𝑑 ← CutToBitLength(XOF(𝐿,<0x00>||𝑤), ℓ) ▷ See algorithm 3.1
9: else if 𝑤 ∈ ℕ then

10: 𝑑 ← CutToBitLength(XOF(𝐿,<0x01>||IntegerToByteArray(𝑤)), ℓ)
▷ See algorithm 3.9

11: else if 𝑤 ∈ 𝔸𝑈𝐶𝑆 then
12: 𝑑 ← CutToBitLength(XOF(𝐿,<0x02>||StringToByteArray(𝑤)), ℓ)

▷ See algorithm 3.11
13: else if 𝑤 = (𝑤0, … , 𝑤𝑗) then ▷ 𝑤 might be an empty list 𝑤 = ()
14: for 𝑖 ∈ [0, 𝑗] do
15: ℎ𝑖 ← RecursiveHashOfLength(ℓ, 𝑤𝑖)
16: end for
17: 𝑑 ← CutToBitLength(XOF(𝐿,<0x03>||ℎ0||...||ℎ𝑗), ℓ)
18: else

return ⊥
19: end if
20: end if

Output:
The digest 𝑑 ∈ ℬ𝐿 ▷ Where the 8𝐿 − ℓ first bits are set to 0
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5.3 Hash and Square
At various places in the protocol, we break the homomorphic properties of certain oper-
ations by hashing and squaring values.2 Given our choice of group parameters, modular
squaring the hash’s output ensures that the resulting value is a mathematical group
member.

Algorithm 5.8 HashAndSquare: Hashes a value and squares the result
Context:

Group modulus 𝑝 ∈ ℙ
Group cardinality 𝑞 ∈ ℙ s.t. 𝑝 = 2 ⋅ 𝑞 + 1

Input:
𝑥 ∈ ℕ

Operation:
1: 𝑥ℎ ← RecursiveHashToZq(𝑞, (‶HashAndSquare″, 𝑥)) + 1 ▷ See algorithm 5.6,

avoiding the case 𝑥ℎ = 0
2: 𝑦 ← 𝑥2

ℎ mod 𝑝

Output:
𝑦 ∈ 𝔾𝑞

2The exponentiation function is a pseudo-random function if the input is randomly distributed.
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5.4 KDF
The algorithms below rely on RFC5869 [22] to describe a HMAC-based key derivation
function (HKDF) to produce key material from a high-entropy source. The pseudocode
algorithms below only use the HKDF-expand part of the RFC, because the system only
uses this function with cryptographically strong keys.

We note the function specified in section 2.3 of the RFC as HKDF-Expand, using the
Hash function defined in the context of the pseudocode and giving it the following inputs,
in this order:

• a pseudo-random key, of length at least equal to the block size of the Hash function;

• additional context info, a byte array of arbitrary length;

• and the required length.

Algorithm 5.9 KDF: Key derivation function using HKDF-expand
Context:

Cryptographic hash function Hash ∶ ℬ∗ → ℬ𝐿, 𝐿 ∈ ℕ+ ▷ Defined in table 3 ▷
Outputs a byte array of length 𝐿

Input:
The cryptographically strong pseudo-random key PRK ∈ ℬ𝑙key

Additional context information (info0, … , info𝑛−1) ∈ (𝔸𝑈𝐶𝑆
∗)𝑛, s.t. 𝑛 ∈ ℕ

The required byte length ℓ ∈ ℕ+

Require: 𝑙key ≥ 𝐿
Require: ℓ ≤ 255 ⋅ 𝐿
Require: length(StringToByteArray(info𝑖)) ≤ 255 ∀𝑖 ▷ See algorithm 3.11. The length

is the number of bytes in the byte array

Operation:
1: info ← <> ▷ Start with the empty byte array
2: for 𝑖 ∈ [0, 𝑛) do
3: info𝑖,bytes ← StringToByteArray(info𝑖) ▷ See algorithm 3.11
4: info ← info||length(info𝑖,bytes)||info𝑖,bytes ▷ Since the length is restricted to 255

bytes, it is encoded as a single unsigned byte
5: end for

▷ I.e. the empty byte array if 𝑛 = 0
6: OKM ← HKDF-Expand(PRK, info, ℓ) ▷ As per RFC5869 [22], section 2.3
7: return OKM

Output:
The output keying material OKM ∈ ℬℓ

Test values for algorithm 5.9 are provided in the attached file.
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[
	{
		"description": "rfc values - Test case 3",
		"context": {
			"hash": "SHA-256"
		},
		"input": {
			"prk": "Ge8koyxxexZ/M6kdb2SL35ZZZ3av22N3rENMHCk8ywQ=",
			"info": [],
			"length": 42
		},
		"output": {
			"okm": "jaTndaVjwY9xX4AqBjxaMbihH1xe4Yeew0VOXzxzjS2dIBOV+qS2GpbI"
		}
	},
	{
		"description": "rfc values - Test case 6",
		"context": {
			"hash": "SHA-1"
		},
		"input": {
			"prk": "2oyKc8f6dyiOxvXnwpd4aqDTLQE=",
			"info": [],
			"length": 42
		},
		"output": {
			"okm": "CsGvcAKz12HR5VKY2p0FBrmuUgVyIKMG4Htrh+jfIdDqAAM94DmE00kY"
		}
	},
	{
		"description": "rfc values - Test case 7",
		"context": {
			"hash": "SHA-1"
		},
		"input": {
			"prk": "KtzK2hh3nnwgd60usZ0/PnMThd0=",
			"info": [],
			"length": 42
		},
		"output": {
			"okm": "LJERcgTXRfNQDWNqYvZPCrO65UiqU9QjsNHyfrum9eVnOggdcMznrPxI"
		}
	},
	{
		"description": "SHA3 - simple input",
		"context": {
			"hash": "SHA3-256"
		},
		"input": {
			"prk": "thWS3S9h6DC/W5VncsL2xWuU+lQgGc5g6QlDv/ABFZ0=",
			"info": [
				"some simple test string"
			],
			"length": 48
		},
		"output": {
			"okm": "TsZqf9TVeP7NXkxp9fvruQNNrBq73CN0tgxHanv19DOwpz+V4+0W8VgWwl7aUUiO"
		}
	},
	{
		"description": "SHA3 - several strings",
		"context": {
			"hash": "SHA3-256"
		},
		"input": {
			"prk": "KWSkJydEf+DpdYK5Lopm5GYT7xbZHj0j/fNEVrOwjyk=",
			"info": [
				"some simple test string",
				"another string",
				"and one more"
			],
			"length": 48
		},
		"output": {
			"okm": "j/z0o4iilvCfobiBtAJn4EhmwJyy1ERDxEk1Zcnp94fD65BS2FNTQNCI7+4M2Mrv"
		}
	},
	{
		"description": "SHA3 - longer PRK",
		"context": {
			"hash": "SHA3-256"
		},
		"input": {
			"prk": "BljUZxIqgvEa4raRKsByO9cI+z2FXpoU/m5SVIEkh8u84zb3RvABrYkymADMH01u",
			"info": [
				"context"
			],
			"length": 48
		},
		"output": {
			"okm": "VF4plezFzj+gx7zyrsLyB8fSsLs7XQ+vpHroGv5ZNwXAQ6Akw6GqOq+WjVW9v/B4"
		}
	},
	{
		"description": "SHA3 - longer output",
		"context": {
			"hash": "SHA3-256"
		},
		"input": {
			"prk": "CJQwcYuomRgRkpF+q9UUh/EZhWKLK7LMJgXOl0eczbM=",
			"info": [
				"context"
			],
			"length": 91
		},
		"output": {
			"okm": "Zko35D7Wk3mUgpklyo7TnJ3gJZ/QEI2EAUUgaq4vpwYvS8hLw2lVVWX8n/JXXbbASs0MiNYi212wHZc+VRZlKEd8SNlUWEsaeVq2aTSHdAFlgQCFZjU2VMr5tg=="
		}
	}
]
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Algorithm 5.10 is used when we need the resulting key material to be in ℤ𝑞. Similar
to algorithm 5.6, we draw a value from a domain that is much larger than the target
domain to reduce modulo bias.

Algorithm 5.10 KDFToZq: Use the KDF function to generate a value in ℤ𝑞

Context:
The security level defining the security strength 𝜆, according to table 2.
Cryptographic hash function Hash ∶ ℬ∗ → ℬ𝐿, 𝐿 ∈ ℕ+ ▷ Defined in table 3 ▷
Outputs a byte array of length 𝐿

Input:
The cryptographically strong pseudo-random key PRK ∈ ℬ𝑙

Additional context information info ∈ (𝔸𝑈𝐶𝑆
∗)𝑛, s.t. 𝑛 ∈ ℕ

The requested exclusive upper bound 𝑞 ∈ ℕ+

Require: 𝑙 ≥ 𝐿
Require: ByteLength(𝑞) ≥ 𝐿 ▷ See algorithm 3.10

Operation:
1: ℓ ← ByteLength(𝑞) + 𝜆

4 ▷ See algorithm 3.10
2: ℎ ← KDF(PRK, info, ℓ) ▷ See algorithm 5.9
3: 𝑢 ← ByteArrayToInteger(ℎ) mod 𝑞 ▷ See algorithm 3.8

Output:
The value 𝑢 ∈ ℤ𝑞

Test values for algorithm 5.10 are provided in the attached file.
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[
	{
		"description": "3072 - SHA3 - longer output",
		"context": {
			"hash": "SHA3-256"
		},
		"input": {
			"prk": "CJQwcYuomRgRkpF+q9UUh/EZhWKLK7LMJgXOl0eczbM=",
			"info": [
				"context"
			],
			"q": "
		},
		"output": {
			"u": "
		}
	}
]
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5.5 Argon2
Argon2 [4] is a memory-hard key derivation function and represents the state of the art
for password storage. Since it can be parametrized for parallelism and memory usage as
well as iteration count, it is very efficient at increasing the cost of brute-force attacks,
more so than PBKDF based on standard hashing functions, which can be computed more
efficiently by attackers with specialized hardware.

We use Argon2 on key material that needs to be entered by humans, to keep the
system usable while offsetting the limited entropy by making brute-force attacks more
expensive. To avoid making any assumptions on the feasibility of side-channels attacks,
we use the Argon2id variant, designed for this purpose.

We adhere to the RFC9106 specifications [5] and define three Argon2id profiles. The
first profile, STANDARD, is the recommended option that utilizes a significant amount
of memory. The second profile, LESS_MEMORY, is designed for environments with
limited memory. The third profile, TEST, should only be used for executing quick unit
tests with minimal memory usage. In table 8, we summarize the profiles.

Profile Memory (in KiB) Parallelism Iterations
STANDARD 221 4 1
LESS_MEMORY 216 4 3
TEST 214 4 1

Table 8: Profiles for Argon2

We use a fixed tag length of 32 bytes, and a salt length of 16 bytes. As for the
parallelism, memory usage and iteration count parameters, these should be chosen taking
in consideration the entropy of the input (and thus the need for additional cost) and the
maximal acceptable delay for each use.

We distinguish the case where the salt needs to be generated (creation of the reference
tag – algorithm 5.11) and the case where the salt is provided as input, to ensure the
same tag is generated – algorithm 5.12.

In both cases, we assume without loss of generality the existence of a function argon2id ∶
parameters × ℬ∗ → ℬ∗, where the inputs are the parameters provided to Argon2 and
the low-entropy key material and the output is the resulting tag.
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Algorithm 5.11 GenArgon2id: Compute Argon2 tag and salt
Context:

Memory usage parameter 𝑚 ∈ [14, 24] ▷ See table 8
Parallelism parameter 𝑝 ∈ [1, 16]
Iteration count 𝑖 ∈ [1, 256]

Input:
Input keying material 𝑘 ∈ ℬ∗

Operation:
1: 𝑠 ← RandomBytes(16)
2: 𝑡 ← GetArgon2id(𝑘, 𝑠) ▷ See algorithm 5.12
3: return (𝑡, 𝑠)

Output:
The tag and the salt: (𝑡, 𝑠) ∈ ℬ32 × ℬ16

Test values are provided in .

Algorithm 5.12 GetArgon2id: Compute Argon2 tag
Context:

Memory usage parameter 𝑚 ∈ [14, 24] ▷ See table 8
Parallelism parameter 𝑝 ∈ [1, 16]
Iteration count 𝑖 ∈ [1, 256]

Input:
Input keying material 𝑘 ∈ ℬ∗

The salt 𝑠 ∈ ℬ16

Operation:
1: 𝑐 ← {

tagLength ∶ 32,
salt ∶ 𝑠,
memory ∶ 2𝑚, ▷ Given in KiB, thus 𝑚 = 21 implies a memory usage of 2GiB
parallelism ∶ 𝑝,
iterations ∶ 𝑖

}
2: 𝑡 ← argon2id(𝑐, 𝑘)

Output:
The tag 𝑡 ∈ ℬ32

Test values are provided in .
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[
	{
		"description": "createArgon2id-0",
		"context": {
			"m": 14,
			"p": 1,
			"i": 2
		},
		"input": {
			"k": "dGVzdCBwYXNzd29yZA=="
		},
		"mocked": {
			"s": "1YBBD3ZMrqhZr5bLsddvSA=="
		},
		"output": {
			"t": "AOyPXvrh96nuaPEYZxSDIpyX40FTvw5IUKWVkI6asWE=",
			"s": "1YBBD3ZMrqhZr5bLsddvSA=="
		}
	},
	{
		"description": "createArgon2id-1",
		"context": {
			"m": 14,
			"p": 1,
			"i": 2
		},
		"input": {
			"k": "AQIDBAUGBwgJCgsMDQ4P"
		},
		"mocked": {
			"s": "O8S5yOiqoVogtM1uFZrZiA=="
		},
		"output": {
			"t": "ntJ2V/05Njfw9oLYghAqHSWMU0y9n1rNIWdM2adfzTY=",
			"s": "O8S5yOiqoVogtM1uFZrZiA=="
		}
	},
	{
		"description": "createArgon2id-2",
		"context": {
			"m": 14,
			"p": 1,
			"i": 2
		},
		"input": {
			"k": "QFJlYUxMeVN0cjBuNlBhJCRXMHJkLW9yLWlzLWl0Pw=="
		},
		"mocked": {
			"s": "XaSBXQKboGg7T5UTGym6RA=="
		},
		"output": {
			"t": "CjXxJ/fuv0VLmn1N91LlTMqY91OyUd9OlU4634fOFOM=",
			"s": "XaSBXQKboGg7T5UTGym6RA=="
		}
	}
]


Swiss Post
Test values for GenArgon2id


[
	{
		"description": "verifyArgon2id-0",
		"context": {
			"m": 14,
			"p": 1,
			"i": 2
		},
		"input": {
			"k": "dGVzdCBwYXNzd29yZA==",
			"s": "1YBBD3ZMrqhZr5bLsddvSA=="
		},
		"output": {
			"t": "AOyPXvrh96nuaPEYZxSDIpyX40FTvw5IUKWVkI6asWE="
		}
	},
	{
		"description": "verifyArgon2id-1",
		"context": {
			"m": 14,
			"p": 1,
			"i": 2
		},
		"input": {
			"k": "AQIDBAUGBwgJCgsMDQ4P",
			"s": "O8S5yOiqoVogtM1uFZrZiA=="
		},
		"output": {
			"t": "ntJ2V/05Njfw9oLYghAqHSWMU0y9n1rNIWdM2adfzTY="
		}
	},
	{
		"description": "verifyArgon2id-2",
		"context": {
			"m": 14,
			"p": 1,
			"i": 2
		},
		"input": {
			"k": "QFJlYUxMeVN0cjBuNlBhJCRXMHJkLW9yLWlzLWl0Pw==",
			"s": "XaSBXQKboGg7T5UTGym6RA=="
		},
		"output": {
			"t": "CjXxJ/fuv0VLmn1N91LlTMqY91OyUd9OlU4634fOFOM="
		}
	}
]
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6 Symmetric Authenticated Encryption
We define a symmetric authenticated encryption scheme based on Authenticated En-
cryption with Associated Data (AEAD), as defined in RFC5116 [24].

We denote the function specified in [24, section 2.1] as AuthenticatedEncryption with
the following inputs in this order:

• a secret key, a byte array of length 𝑘;

• a nonce, a byte array of length 𝑛;

• a plaintext with the data to be encrypted, a byte array of length 𝑝 which may be
zero;

• the associated data with the data to be authenticated but not encrypted, a byte
array which may be of length zero;

It produces a single output ciphertext, a byte array at least as long as the plaintext.
We denote the function specified in [24, section 2.2] as AuthenticatedDecryption with

the following inputs (as defined above) in this order: secret key, nonce, associated data,
ciphertext. It produces a single output, either plaintext or ⊥.

For the implementation we use AES-GCM-256 as the AEAD algorithm (see table 3)
with 𝑛 = 12 bytes (as described in [24] and recommended in [18]) and 𝑝 ≤ 64×109 bytes
([9] section 3). We use a randomized nonce as described in [9] section 8.2.2, with the
given limitation that “the total number of invocations of the authenticated encryption
function shall not exceed 232” for a given key. Moreover, it is critical that nonces should
not be reused, otherwise the security properties break down. In particular, algorithm 6.1
should not be used in a virtualized environment, as a rollback could lead to a nonce reuse.
Callers of these algorithms should make sure that the preceding properties are respected.
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Algorithm 6.1 GenCiphertextSymmetric: Symmetric authenticated encryption
Context:

Authenticated encryption function AuthenticatedEncryption ∶ (ℬ𝑘, ℬ𝑛, ℬ𝑝, ℬ∗) →
ℬ𝑐 s.t. 𝑘 ∈ ℕ+, 𝑛 ∈ ℕ+, 𝑝 ∈ ℕ, 𝑐 ∈ ℕ+ with the constraints on 𝑘, 𝑛, 𝑝 of the specific
algorithm used

Input:
The encryption key K ∈ ℬ𝑘

The plaintext P ∈ ℬ𝑝

Associated data (associated0, … , associated𝑑−1) ∈ (𝔸𝑈𝐶𝑆
∗)𝑑, s.t. 𝑑 ∈ ℕ

Require: length(StringToByteArray(associated𝑖)) ≤ 255 ∀𝑖 ▷ The length is the number
of bytes in the byte array

Operation:
1: nonce ← RandomBytes(n)
2: associated ← <> ▷ Start with the empty byte array
3: for 𝑖 ∈ [0, 𝑑) do
4: associated𝑖,bytes ← StringToByteArray(associated𝑖) ▷ See algorithm 3.11
5: associated ← associated||length(associated𝑖,bytes)||associated𝑖,bytes ▷ Since the

length is restricted to 255, it is encoded as a single unsigned byte
6: end for
7: C ← AuthenticatedEncryption(K, nonce,P, associated) ▷ As per [24], section 2.1

Output:
The authenticated ciphertext C ∈ ℬ𝑐

The nonce nonce ∈ ℬ𝑛

Test values are provided in the file.
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[
	{
		"description": "symmetric-encryption-0",
		"input": {
			"encryption_key": "zGUf6uSgEmpRwpU8qJw8RJtPAj7r5c4KsbcFX9BJUj4=",
			"plaintext": "nmoYUiC2vbJUM4+CGLoilQ==",
			"associated_data": [
				""
			]
		},
		"output": {
			"ciphertext": "OgIHr9gmTyiDYzwU7MlGIws5vU3O9LvmSpt/Ylv4asE=",
			"nonce": "Uv38ByGCZU8WP18P"
		}
	},
	{
		"description": "symmetric-encryption-1",
		"input": {
			"encryption_key": "gmq/d8NJbiXqwljnSNhl1f94wMbBkKfaEfIXyerqkok=",
			"plaintext": "a9sZvV3RLl4aAEZ+kWD+9onAJgPBjnnlR61cM2bD9H4z1ZgxcyQ/lCp39Wrv",
			"associated_data": [
				"single string"
			]
		},
		"output": {
			"ciphertext": "bIAAEhlh7WFPg/97gKmzlukLzSabwNUriToYgO9y9jd83pLz9Y/R9ECSx97+JYZc51NDe16llXSCsTKIUw==",
			"nonce": "mmIdcpVmx00QA3xN"
		}
	},
	{
		"description": "symmetric-encryption-2",
		"input": {
			"encryption_key": "5+x/W2mI+bwzTLcZsMjF3tQAQgQJrUflJdEVmMc4J0o=",
			"plaintext": "YIFZrI28VDh9cspY3zWwL1Zx5VuRGHZve+utSqFDfUupPEvrh+xfBVof9pyzk2dtiYfwRSF3WK8bNIJN4tK9tXrSqCBWZmkt6Hef7dEOvcStM+/X/A8sB0xmckRJP4SgB0UcH1KBrKn6NihUpqcgHurEbcfNLZM7Jiw0/kvH",
			"associated_data": [
				"and",
				"now",
				"for",
				"something",
				"completely",
				"different"
			]
		},
		"output": {
			"ciphertext": "cvIVPAeg9xnPqUtB1udURhWNfSsYXtWL84jAM/CvSmE4aHjCbha5wxWwN5A9PZZBfWNZ4M/cSnTAO8gNy9ytFxNCOhldxzYwkDkP5YUX1l1EF9of1QkrrEZ3P8srli0aePT2Er65pQJhP8cR3S8QTea0wLBuvjxerbgIMvsOIrg1/mgYFGHVYk7E4KLaFA==",
			"nonce": "e7sEB9HixkmBhVrY"
		}
	}
]
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Algorithm 6.2 GetPlaintextSymmetric: Symmetric authenticated decryption
Context:

Authenticated decryption function AuthenticatedDecryption ∶ (ℬ𝑘, ℬ𝑛, ℬ∗, ℬ𝑐) → ℬ𝑝,
𝑘 ∈ ℕ+, 𝑛 ∈ ℕ+, 𝑝 ∈ ℕ, 𝑐 ∈ ℕ+ with the constraints on 𝑘, 𝑛 of the specific algorithm
used

Input:
The encryption key K ∈ ℬ𝑘

The ciphertext C ∈ ℬ𝑐

The nonce nonce ∈ ℬ𝑛

Associated data (associated0, … , associated𝑑−1) ∈ (𝔸𝑈𝐶𝑆
∗)𝑑, s.t. 𝑑 ∈ ℕ

Require: length(StringToByteArray(associated𝑖)) ≤ 255 ∀𝑖 ▷ The length is the number
of bytes in the byte array

Operation:
1: associated ← <> ▷ Start with the empty byte array
2: for 𝑖 ∈ [0, 𝑑) do
3: associated𝑖,bytes ← StringToByteArray(associated𝑖) ▷ See algorithm 3.11
4: associated ← associated||length(associated𝑖,bytes)||associated𝑖,bytes ▷ Since the

length is restricted to 255, it is encoded as a single unsigned byte
5: end for
6: P ← AuthenticatedDecryption(K, nonce, associated,C) ▷ As per [24], section 2.2

Output:
The authenticated plaintext P ∈ ℬ𝑝

Or ⊥ if the ciphertext does not authenticate
Test values are provided in the file.

34


[
	{
		"description": "symmetric-decryption-0",
		"input": {
			"encryption_key": "zGUf6uSgEmpRwpU8qJw8RJtPAj7r5c4KsbcFX9BJUj4=",
			"ciphertext": "OgIHr9gmTyiDYzwU7MlGIws5vU3O9LvmSpt/Ylv4asE=",
			"nonce": "Uv38ByGCZU8WP18P",
			"associated_data": [
				""
			]
		},
		"output": {
			"plaintext": "nmoYUiC2vbJUM4+CGLoilQ=="
		}
	},
	{
		"description": "symmetric-decryption-1",
		"input": {
			"encryption_key": "gmq/d8NJbiXqwljnSNhl1f94wMbBkKfaEfIXyerqkok=",
			"ciphertext": "bIAAEhlh7WFPg/97gKmzlukLzSabwNUriToYgO9y9jd83pLz9Y/R9ECSx97+JYZc51NDe16llXSCsTKIUw==",
			"nonce": "mmIdcpVmx00QA3xN",
			"associated_data": [
				"single string"
			]
		},
		"output": {
			"plaintext": "a9sZvV3RLl4aAEZ+kWD+9onAJgPBjnnlR61cM2bD9H4z1ZgxcyQ/lCp39Wrv"
		}
	},
	{
		"description": "symmetric-decryption-2",
		"input": {
			"encryption_key": "5+x/W2mI+bwzTLcZsMjF3tQAQgQJrUflJdEVmMc4J0o=",
			"ciphertext": "cvIVPAeg9xnPqUtB1udURhWNfSsYXtWL84jAM/CvSmE4aHjCbha5wxWwN5A9PZZBfWNZ4M/cSnTAO8gNy9ytFxNCOhldxzYwkDkP5YUX1l1EF9of1QkrrEZ3P8srli0aePT2Er65pQJhP8cR3S8QTea0wLBuvjxerbgIMvsOIrg1/mgYFGHVYk7E4KLaFA==",
			"nonce": "e7sEB9HixkmBhVrY",
			"associated_data": [
				"and",
				"now",
				"for",
				"something",
				"completely",
				"different"
			]
		},
		"output": {
			"plaintext": "YIFZrI28VDh9cspY3zWwL1Zx5VuRGHZve+utSqFDfUupPEvrh+xfBVof9pyzk2dtiYfwRSF3WK8bNIJN4tK9tXrSqCBWZmkt6Hef7dEOvcStM+/X/A8sB0xmckRJP4SgB0UcH1KBrKn6NihUpqcgHurEbcfNLZM7Jiw0/kvH"
		}
	}
]
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7 Digital Signatures
An integral part of the security of any distributed system consists of ensuring that each
message did indeed originate from an authorized party.

In the context of the Swiss Post e-voting system in particular, and in systems with
distribution of trust in general, this further entails requiring that each contribution comes
from the expected party.

The pseudocode algorithms provided in this section rely on established digital signa-
ture standards providing authenticity and integrity of the communications. The specific
algorithms used are defined in section 2. These elements are meant to address the issues
raised by Thomas Haines [16].

They are meant to be used in the following way:

• the operators of each authority generate a private key and a certificate for the
matching public key,

• a well-documented process ensures that each authority loads and securely stores
the other authorities’ certificates, validating their authenticity,

• upon sending messages, each authority signs them with their private key,

• upon receiving messages, each authority verifies that the signature is valid for the
message, using the public key contained in the certificate of the purported author,

• auditors of the system are also provided with each authority’s certificate, and en-
sure that each certificate has indeed been sent by the operators of the corresponding
authority,

• finally, the auditors verify that each message has indeed been signed correctly by
the expected authority.

The pseudocode algorithms below rely on well-established standards, with well-tested
libraries available in most programming languages. The abstraction level in this section
diverges slightly from the rest of the document, to put the focus more on the nature of
the elements required rather than their exact form, therefore allowing flexibility to use
existing libraries, rather than reinventing the wheel.
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7.1 Generating a Signing Key and Certificate
The following algorithm is used by each authority to generate a private key and a certifi-
cate containing the corresponding public key, with use restricted to signing, for a limited
duration.

The period of validity for the certificate should strike a balance between limiting the
risks related to prolonged use and practicality. Since each participant (4 sets of authority
operators, and typically at least one auditor per electoral authority using the system)
needs to verify that each certificate is provided by the expected set of operators, the
process is inherently tedious.

Given the signature and verification algorithms defined in section 2, we assume there
exist matching functions for: key pair generation, which we will note GenKeyPair();
creation of a certificate for the public key, signed by the private key, as a self-signed
x.509 v3 certificate [7] encoded according to DER [31], which we will note as follows:
GetCertificate(pubKey, privKey, info) where the third parameter defines the additional
properties of the certificate, including identity information, validity, and key usage.

Further more, the certificate should have the following properties:

• the serial number of the certificate consists of 20 random bytes,

• the basic constraints extension should be present, since this is a self-signed cer-
tificate, with the CA property set to true and the maximal chain length being
restricted to 0,

• no revocation information is necessary, since the certificates management is dele-
gated to a human-led process, whereby only the currently valid certificates should
be available in the truststores, certificate revocation and rotation must be handled
manually.
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Algorithm 7.1 GenKeysAndCert: Generate a key pair and matching certificate
Context:

The signature algorithms, providing GenKeyPair and GetCertificate as described
above
Information about the identity of the authority generating keys, including
- common name CN
- country C
- state ST
- locality L
- organisation O

Input:
Start of validity validFrom
End of validity validUntil

Require: validFrom < validUntil

Operation:
1: (privKey, pubKey) ← GenKeyPair()
2: info ← {CN,C,ST,L,O}
3: info ← info ∪ {validFrom, validUntil}
4: usage ← (CertificateSign,DigitalSignature)
5: info ← info ∪ {usage}
6: cert ← GetCertificate(privKey, pubKey, info)
7: return (privKey, cert)

Output:
the private key privKey which the authority will keep secret and use for signing,
the certificate cert which will be shared with the other authorities, so that they can
verify messages signed by this authority.
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7.2 Importing a Trusted Certificate
We assume each authority has access to a dedicated trust store or a similar trust mech-
anism. These trust stores are intially empty and only properly validated certificates
can be imported. The distribution of certificates must rely on an existing authenticated
channel and the process for the distribution must be documented in sufficient detail.
The validation of the certificate previous to the import is a human-led process, which
requires (at least) the following checks:

• Does the identity claimed by the certificate match the identity of the authority?
This includes validating the ASN.1 fields for country, state, locality, organisation
and common name.

• Does the period of validity declared in the certificate match the expected period?

• Are the declared uses for the key exclusively restricted to 1) signing the certificate
itself and 2) digital signature only?

Only after those elements have all been verified, should a certificate be imported into
the authority’s trust store.
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7.3 Signing a Message
Given the signature algorithm defined in section 2, we note Sign(privKey, 𝑚) the under-
lying signature algorithm, returning the byte array representing the signature. Every
outgoing message from the authorities MUST be signed according to algorithm 7.2.
We assume that the current timestamp can be retrieved with GetTimestamp(). Further,
we assume that the validity starting and ending timestamps for the certificate cert can
be retrieved with ValidFrom(cert) and ValidUntil(cert) respectively.

Given the potential complexity of objects and in order to avoid relying on the inter-
pretation of various file formats and variants (e.g. XML, JSON, indentation with spaces
vs tabs, compact vs pretty printed files), we want to sign the content of the data, rather
than its format. To that effect, we rely on the recursive hash function (see algorithm 5.5)
to hash the data before signing the corresponding hash.

Algorithm 7.2 GenSignature: Generate a signature for the given message
Context:

The private key privKey
The matching certificate cert

Input:
The message to sign 𝑚 ∈ 𝒱
Additional context data 𝑐 ∈ 𝒱

Operation:
1: 𝑡 ← GetTimestamp()
2: if ValidFrom(cert) ≤ 𝑡 < ValidUntil(cert) then
3: ℎ ← RecursiveHash(𝑚, 𝑐) ▷ See algorithm 5.5
4: return Sign(privKey, ℎ)
5: else
6: return ⊥
7: end if

Output:
The signature 𝑠 ∈ ℬ384

Or ⊥ if the message is timestamped at a date the certificate cert is not valid for.
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7.4 Verifying a Message
Given the signature algorithm defined in section 2, we note Verify(pubKey, 𝑚, 𝑠) the
underlying signature verification algorithm, returning ⊤ if the signature is valid, ⊥
otherwise. Every incoming message expected to originate from a system authority MUST
be verified according to algorithm 7.3.

As mentioned in section 7.2, we assume each authority keeps a trust store of certifi-
cates, containing only verified and validated certificates for the known authorities of the
system.3 We assume each certificate cert is identified by a unique string id, and can
be retrieved with FindCertificate(id), and the included public key can be retrieved with
GetPublicKey(cert).
As in section 7.3, we assume that the current timestamp can be retrieved with GetTimestamp().
Further, we assume that the validity starting and ending timestamps for the certificate
cert can be retrieved with ValidFrom(cert) and ValidUntil(cert) respectively.

Algorithm 7.3 VerifySignature: Verify that a signature is valid, and from the expected
authority
Context:

The signature algorithms, providing Verify as described above
The trust store, providing FindCertificate as described above

Input:
The identifier of the authority expected to have signed the message id ∈ 𝔸𝑈𝐶𝑆

∗

The message to sign 𝑚 ∈ 𝒱
Additional context data 𝑐 ∈ 𝒱
The signature 𝑠 ∈ ℬ384

Operation:
cert ← FindCertificate(id)
𝑡 ← GetTimestamp()
if 𝑡 < ValidFrom(cert) ∨ 𝑡 ≥ ValidUntil(cert) then ▷ Check validity

return ⊥
end if
pubKey ← GetPublicKey(cert)
ℎ ← RecursiveHash(𝑚, 𝑐) ▷ See algorithm 5.5
return Verify(pubKey, ℎ, 𝑠)

Output:
⊤ if the signature is valid and the message has a timestamp during which the certificate
was valid, ⊥ otherwise.

3No web of trust, only directly authenticated parties.
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8 ElGamal Cryptosystem
The computational proof [29] describes the security properties of the ElGamal encryp-
tion scheme. Moreover, it explains that we can share the randomness when encrypting
multiple messages (using different public keys). Optimizing the encryption scheme in
this way is called multi-recipient ElGamal encryption and prevents us from repeatedly
computing the left-hand side of the ciphertext.

8.1 Primality Testing
The generation of the encryption parameters in algorithm 8.1 needs a probabilistic pri-
mality check. We use the probabilistic Miller-Rabin [26, 30] primality test. We assume
a function MillerRabin [25, Chapter 4.2.3] which takes as input the prime candidate to
be tested and the number of iterations. This function does a probabilistic Miller-Rabin
primality test with randomly chosen bases. Running the function MillerRabin with 𝜆/2
iterations results in a worst case error bound of 4−𝜆/2 = 2−𝜆. That is, both 𝑝 and 𝑞
output from algorithm 8.1 are prime with a probability exceeding 1 − 2−𝜆, where 𝜆 is
the security strength defined in section 2.

8.2 Parameters Generation
We instantiate the ElGamal encryption scheme over the group of nonzero quadratic
residues 𝔾𝑞 ⊂ ℤ𝑝, defined by the following public parameters: modulus 𝑝, cardinality
(order) 𝑞, and generator 𝑔. We pick 𝑝 and 𝑞 prime with 𝑝 = 2𝑞 + 1. Section 2 defines the
bit length of 𝑝 and 𝑞.
We choose 𝑔 as the smallest integer 𝑥 > 1 such that 𝑥 ∈ 𝔾𝑞. 𝑥 is a generator of 𝔾𝑞, like
all other elements 𝑥 ∈ 𝔾𝑞, 𝑥 ≠ 1. If 2 ∈ 𝔾𝑞 we choose 𝑔 = 2. If not, we choose 𝑔 = 3. For
𝑞 prime and 𝑝 = 2𝑞 + 1 ≥ 11 prime, 𝑝 must be of the form 𝑝 = 12𝑘 + 11 for some 𝑘 ≥ 0.
Then 3 ∈ 𝔾𝑞 follows from the law of quadratic reciprocity.
We pick all the group parameters verifiably to demonstrate that they are devoid of
hidden properties or back doors. Algorithm 8.1 details the verifiable selection of group
parameters. The method takes a seed—the name of the election event—as an input. It
leverages the SHAKE256 algorithm which produces a variable length digest [10]. Most
implementations of SHAKE256 require as input a byte array and a length in bytes and
the method returns a byte array. We need the output value 𝑞 to be in the interval
[2|𝑞|−1, 2|𝑞|). To ensure this, we let the initial candidate value for 𝑞 be in the interval
[2|𝑞|−1, 1.5 ⋅ 2|𝑞|−1). This is done by prepending the bits "10", (the byte <0x02>) to the
output of SHAKE256, see section 3.2 on how we represent integers, and then performing
a subsequent bitwise right-shift operation to remove the last 3 bits.
For all positive integers 𝑞, we have 𝑞 = 6𝑘 + 𝑟 for some non-negative integer 𝑘 and
𝑟 ∈ {0, 1, 2, 3, 4, 5}. We know that 𝑞 is not prime for 𝑟 ∈ {0, 2, 3, 4} and that 𝑝 = 2𝑞 + 1
cannot be prime for 𝑟 = 1. Therefore, in algorithm 8.1, we let all prime candidates 𝑞 be
of the form 𝑞 = 6𝑘 + 5.
Algorithm 8.1 is optimized for performance. Probabilistic primality testing as described
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in section 8.1 is costly. By testing the prime candidates for compositeness using a fixed
list of small prime numbers before applying more costly probabilistic primality testing,
the performance can be increased. However, for prime candidates of the bit lengths as
defined in table 2, the compositeness testing is also costly. Therefore, algorithm 8.1
deviates from the approach used for example in the FIPS 186-5 standard [6]. Both
approaches choose uniformly random an initial candidate 𝑞. Candidate 𝑞 and the cor-
responding 𝑝 = 2𝑞 + 1 are tested for primality. In the approach from the FIPS 186-5
standard, when 𝑞 or 𝑝 is not prime, a new starting point 𝑞 is chosen uniformly at random.
Algorithm 8.1 on the other hand, chooses its next candidate 𝑞 incrementally (by adding 6
to candidate 𝑞). The incremental search allows to test the candidates for compositeness
against the list of small primes much more efficiently, by retaining the remainders of the
divisions. This significantly speeds up the algorithm’s performance.
The approach from the FIPS 186-5 standard results in uniformly chosen primes. The
approach of algorithm 8.1 results in a higher probability of selecting a prime when it
follows a wide range containing no primes. However, with the bit lengths we are operating
with, as defined in table 2, a prime fixed in advance still has a negligible chance of being
chosen.
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Algorithm 8.1 GetEncryptionParameters
Context:

The security level defining the security strength 𝜆, and the bit lengths of 𝑝 and 𝑞, according
to table 2.

Input:
seed ∈ 𝔸𝑈𝐶𝑆

∗ ▷ The name of the election event
sp = (5, 7, 11, … , sp𝑙−1), sp𝑖 ∈ ℙ ▷ A list of small primes

Require: |𝑝| mod 8 = 0 ▷ The algorithm assumes that the bit length of 𝑝 is a multiple of 8

Operation:
1: ̂𝑞𝑏 ← SHAKE256(StringToByteArray(seed), |𝑝|

8 ) ▷ See algorithm 3.11 and FIPS 202 [10]
2: 𝑞𝑏 ← <0x02> || ̂𝑞𝑏 ▷ Byte array concatenation
3: 𝑞′ ← ByteArrayToInteger(𝑞𝑏) ≫ 3 ▷ See algorithm 3.8 ▷ Bit-wise right shift
4: 𝑞 ← 𝑞′ − (𝑞′ mod 6) + 5 ▷ Ensuring that 𝑞 = 6𝑘 + 5
5: 𝑟 ← () ▷ Make a list of the residues of 𝑞 modulo the small primes
6: for 𝑖 ∈ [0, 𝑙) do
7: 𝑟𝑖 ← 𝑞 mod sp𝑖
8: end for
9: 𝛿 ← 0

10: do
11: do
12: 𝛿 ← 𝛿 + 6 ▷ Proceed to next prime candidate
13: 𝑖 ← 0 ▷ Reset the counter 𝑖
14: while 𝑖 < 𝑙 do
15: if ((𝑟𝑖 + 𝛿 = 0 mod sp𝑖) or (2(𝑟𝑖 + 𝛿) + 1 = 0 mod sp𝑖)) then
16: 𝛿 ← 𝛿 + 6 ▷ Proceed to next prime candidate
17: 𝑖 ← 0 ▷ Reset the counter 𝑖
18: else
19: 𝑖 ← 𝑖 + 1 ▷ Proceed to next small prime of the list
20: end if
21: end while
22: while ¬(MillerRabin(𝑞 + 𝛿, 1)) or ¬(MillerRabin(2(𝑞 + 𝛿) + 1, 1))
23: while ¬(MillerRabin(𝑞 + 𝛿, 𝜆/2)) or ¬(MillerRabin(2(𝑞 + 𝛿) + 1, 𝜆/2))
24: 𝑞 ← 𝑞 + 𝛿
25: 𝑝 ← 2 ⋅ 𝑞 + 1
26: if 2 ∈ 𝔾𝑞 then ▷ Choose generator of group 𝔾𝑞
27: 𝑔 ← 2
28: else
29: 𝑔 ← 3
30: end if

Output:
Group modulus 𝑝 ∈ ℙ
Group cardinality 𝑞 ∈ ℙ s.t. 𝑝 = 2 ⋅ 𝑞 + 1
Group generator 𝑔 ∈ 𝔾𝑞

Test values for the algorithm 8.1 are provided in the attached
file.
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[
  {
    "description": "3072 - Get Encryption Parameters",
    "input": {
      "bit_len": 3072,
      "lambda": 128,
      "seed": "31"
    },
    "output": {
      "p": "
      "q": "
      "g": "0x3"
      "p": "
      "q": "
      "g": "0x2"
    }
  }
]
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8.3 Prime Selection
The Swiss Post Voting System encodes voting options using small primes. Given a
mathematical group, we require an algorithm that returns a list of small prime numbers
of this mathematical group. Algorithm 8.2 excludes 2 and 3 from the list because they
are, in the Swiss Post Voting System, the possible choices for the generator 𝑔.

Algorithm 8.2 GetSmallPrimeGroupMembers
Input:

Group modulus 𝑝 ∈ ℙ
Group cardinality 𝑞 ∈ ℙ s.t. 𝑝 = 2 ⋅ 𝑞 + 1
Group generator 𝑔 ∈ 𝔾𝑞
Desired number of prime group members 𝑟 ∈ ℕ+

Require:
𝑔 ∈ [2, 3]
𝑟 ≤ 𝑞 − 4
𝑟 < 10, 000 ▷ For efficiency reasons

Operation:
1: current ← 5
2: p ← ()
3: count ← 0
4: while count < 𝑟 ∧ current < 𝑝 do
5: if current ∈ 𝔾𝑞 ∧ IsSmallPrime(current) then ▷ See algorithm 8.3
6: p[count] ← current
7: count ← count + 1
8: end if
9: current ← current + 2

10: end while
11: if count ≠ 𝑟 then
12: return ⊥
13: end if

Output:
The small prime group members in ascending order p = (p0, … , p𝑟−1), p𝑖 ∈ (𝔾𝑞 ∩ℙ)⧵
{2, 3}
⊥ if r is bigger than the number of primes in the 𝔾𝑞 group.
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We define a deterministic primality test that is efficient for small primes.

Algorithm 8.3 IsSmallPrime
Context:
Input:

Number 𝑛 ∈ ℕ+

Require: 𝑛 < 231 ▷ This covers up to the 105 millionth prime

Operation:
1: if 𝑛 = 1 then
2: return ⊥
3: else if 𝑛 = 2 or 𝑛 = 3 then
4: return ⊤
5: else if 𝑛 mod 2 = 0 or 𝑛 mod 3 = 0 then
6: return ⊥
7: else
8: 𝑖 ← 5
9: while 𝑖 ≤ ⌈

√
𝑛⌉ do ▷ We use ceil to take into account floating point arithmetic

limitations
10: if 𝑛 mod 𝑖 = 0 or 𝑛 mod (𝑖 + 2) = 0 then
11: return ⊥
12: end if
13: 𝑖 ← 𝑖 + 6
14: end while
15: return ⊤
16: end if

Output:
⊤ if 𝑛 is prime, ⊥ otherwise.
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8.4 Key Pair Generation
Algorithm 8.4 describes the generation of a multi-recipient ElGamal key pair. We include
0 and 1, in the secret and public key ranges respectively, since the ElGamal encryption
scheme is correct and semantically secure, even for those edge cases [3, 34]. However,
one must be careful when using the key pair for purposes other than ElGamal encryp-
tion, especially when an adversary might maliciously choose the key pair. For instance,
imagine if one successively exponentiates a value x by the keys 𝑘1, … , 𝑘𝑛:

(((𝑥𝑘1)𝑘2) ⋯)𝑘𝑛

Here, a single key 𝑘𝑖 = 0 would cancel the contributions of all other keys since the result
is guaranteed to be 1 — potentially leading to undesired consequences. In that case,
the cryptographic protocol must draw the secret keys from ℤ𝑞

+ (to exclude 0) and the
public keys from the generators of 𝔾𝑞 (to exclude 1).

Algorithm 8.4 GenKeyPair: Generate a multi-recipient key pair
Input:

Group modulus 𝑝 ∈ ℙ
Group cardinality 𝑞 ∈ ℙ s.t. 𝑝 = 2 ⋅ 𝑞 + 1
Group generator 𝑔 ∈ 𝔾𝑞
Number of key elements 𝑁 ∈ ℕ+

Operation:
1: for 𝑖 ∈ [0, 𝑁) do
2: 𝑠𝑘𝑖 ← GenRandomInteger(𝑞) ▷ See algorithm 5.1
3: 𝑝𝑘𝑖 ← 𝑔𝑠𝑘𝑖 mod 𝑝
4: end for

Output:
A pair of secret and public keys (sk, pk), sk ∈ ℤ𝑞

𝑁, pk ∈ 𝔾𝑞
𝑁
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8.5 Encryption
We consider a “multi-recipient message”, in which different public keys encrypt different
messages. If there are more public keys than messages (ℓ < 𝑘), we drop the excess public
keys.

Algorithm 8.5 GetCiphertext: Compute a ciphertext with provided randomness
Context:

Group modulus 𝑝 ∈ ℙ
Group cardinality 𝑞 ∈ ℙ s.t. 𝑝 = 2 ⋅ 𝑞 + 1
Group generator 𝑔 ∈ 𝔾𝑞

Input:
A multi-recipient message m ∈ 𝔾𝑞

ℓ

The random exponent to use 𝑟 ∈ ℤ𝑞
A multi-recipient public key pk ∈ 𝔾𝑘

𝑞
Require: 0 < ℓ ≤ 𝑘

Operation:
1: 𝛾 ← 𝑔𝑟 mod 𝑝
2: for 𝑖 ∈ [0, ℓ) do
3: 𝜙𝑖 ← pk𝑟

𝑖 ⋅ 𝑚𝑖 mod 𝑝
4: end for

Output:
The ciphertext (𝛾, 𝜙0, … , 𝜙ℓ−1) ∈ ℍℓ

Test values for the algorithm 8.5 are provided in .
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[
	{
		"description": "3072_get_ciphertext",
		"context": {
			"p": "
			"q": "
			"g": "0x4"
		},
		"input": {
			"bold_m": [
				"
				"
			],
			"r": "
			"bold_pk": [
				"
				"
				"
			]
		},
		"output": {
			"gamma": "
			"phis": [
				"
				"
			]
		}
	}
]


Swiss Post
Test values for the alg:getciphertext
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8.6 Ciphertext Operations

Algorithm 8.6 GetCiphertextExponentiation: Exponentiate each ciphertext element by
an exponent 𝑎
Context:

Group modulus 𝑝 ∈ ℙ
Group cardinality 𝑞 ∈ ℙ s.t. 𝑝 = 2 ⋅ 𝑞 + 1
Group generator 𝑔 ∈ 𝔾𝑞

Input:
A multi-recipient ciphertext 𝐶 = (𝛾, 𝜙0, … , 𝜙ℓ−1) ∈ ℍℓ
An exponent 𝑎 ∈ ℤ𝑞

Operation:
1: 𝛾 ← 𝛾𝑎 mod 𝑝
2: for 𝑖 ∈ [0, ℓ) do
3: 𝜙𝑖 ← 𝜙𝑎

𝑖 mod 𝑝
4: end for

Output:
(𝛾, 𝜙0, … , 𝜙ℓ−1) ∈ ℍℓ

Algorithm 8.7 GetCiphertextVectorExponentiation: Exponentiate a vector of ciphertexts
and take the product
Context:

Group modulus 𝑝 ∈ ℙ
Group cardinality 𝑞 ∈ ℙ s.t. 𝑝 = 2 ⋅ 𝑞 + 1
Group generator 𝑔 ∈ 𝔾𝑞

Input:
A vector of ciphertexts ⃗𝐶 = (𝐶0, … , 𝐶𝑛−1) ∈ ℍℓ

𝑛

A vector of exponents ⃗𝑎 = (𝑎0, … , 𝑎𝑛−1) ∈ ℤ𝑞
𝑛

Operation:
1: product ← (1, … , 1)⏟

ℓ+1 times

▷ Neutral element of ciphertext multiplication

2: for 𝑖 ∈ [0, 𝑛) do
3: product ← GetCiphertextProduct(product,GetCiphertextExponentiation(𝐶𝑖, 𝑎𝑖))

▷ See algorithm 8.8 and algorithm 8.6
4: end for

Output:
The resulting product ∈ ℍℓ
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Algorithm 8.8 GetCiphertextProduct: Multiply two ciphertexts
Context:

Group modulus 𝑝 ∈ ℙ
Group cardinality 𝑞 ∈ ℙ s.t. 𝑝 = 2 ⋅ 𝑞 + 1
Group generator 𝑔 ∈ 𝔾𝑞

Input:
A multi-recipient ciphertext 𝐶𝑎 = (𝛾𝑎, 𝜙𝑎,0, … , 𝜙𝑎,ℓ−1) ∈ ℍℓ
Another multi-recipient ciphertext 𝐶𝑏 = (𝛾𝑏, 𝜙𝑏,0, … , 𝜙𝑏,ℓ−1) ∈ ℍℓ

Operation:
1: 𝛾 ← 𝛾𝑎 ⋅ 𝛾𝑏 mod 𝑝
2: for 𝑖 ∈ [0, ℓ) do
3: 𝜙𝑖 ← 𝜙𝑎,𝑖 ⋅ 𝜙𝑏,𝑖 mod 𝑝
4: end for

Output:
(𝛾, 𝜙0, … , 𝜙ℓ−1) ∈ ℍℓ

Test values for the algorithm 8.8 are provided in .
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[
	{
		"description": "3072_get_ciphertext_product",
		"context": {
			"eg": {
				"p": "
				"q": "
			},
			"g": "0x4"
		},
		"input": {
			"upper_c_a": {
				"gamma": "
				"phis": [
					"
					"
				]
			},
			"upper_c_b": {
				"gamma": "
				"phis": [
					"
					"
				]
			}
		},
		"output": {
			"gamma": "
			"phis": [
				"
				"
			]
		}
	}
]


Swiss Post
Test values for the alg:getciphertextproduct
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8.7 Decryption

Algorithm 8.9 GetMessage: Retrieve the message from a ciphertext
Context:

Group modulus 𝑝 ∈ ℙ
Group cardinality 𝑞 ∈ ℙ s.t. 𝑝 = 2 ⋅ 𝑞 + 1
Group generator 𝑔 ∈ 𝔾𝑞

Input:
A multi-recipient ciphertext c = (𝛾, 𝜙0, … , 𝜙ℓ−1) ∈ ℍℓ
A multi-recipient secret key sk ∈ ℤ𝑘

𝑞 , 0 < ℓ ≤ 𝑘

Operation:
1: for 𝑖 ∈ [0, ℓ) do
2: 𝑚𝑖 ← 𝜙𝑖 ⋅ 𝛾−sk𝑖 mod 𝑝
3: end for

Output:
The multi-recipient message (𝑚0, … , 𝑚ℓ−1) ∈ 𝔾𝑞

ℓ

Since the system uses a multi-party re-encryption/decryption mixnet, in which the com-
bined public key of the parties is used for encryption, each party actually performs a
partial decryption. This entails that the actual output of the decryption phase for each
party is actually still a ciphertext and the value for 𝛾 needs to be preserved to allow
decryption by the following parties. This gives us the partial decryption algorithm in
algorithm 8.10.

Algorithm 8.10 GetPartialDecryption: Partially decrypt a provided ciphertext
Context:

Group modulus 𝑝 ∈ ℙ
Group cardinality 𝑞 ∈ ℙ s.t. 𝑝 = 2 ⋅ 𝑞 + 1
Group generator 𝑔 ∈ 𝔾𝑞

Input:
A multi-recipient ciphertext c = (𝛾, 𝜙0, … , 𝜙ℓ−1) ∈ ℍℓ
A multi-recipient secret key sk ∈ ℤ𝑘

𝑞 , 0 < ℓ ≤ 𝑘

Operation:
1: (𝑚0, … , 𝑚ℓ−1) ← GetMessage(c, sk) ▷ See algorithm 8.9
2: return (𝛾, 𝑚0, … , 𝑚ℓ−1)

Output:
The multi-recipient ciphertext (𝛾, 𝑚0, … , 𝑚ℓ−1) ∈ ℍℓ
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Algorithm 8.11 GenVerifiableDecryptions: Provide a verifiable partial decryption of a
vector of ciphertexts.
Context:

Group modulus 𝑝 ∈ ℙ
Group cardinality 𝑞 ∈ ℙ s.t. 𝑝 = 2 ⋅ 𝑞 + 1
Group generator 𝑔 ∈ 𝔾𝑞

Input:
A vector of ciphertexts C = (c0, … , c𝑁−1) ∈ ℍℓ

𝑁

A multi-recipient key pair (pk, sk) ∈ 𝔾𝑘
𝑞 × ℤ𝑘

𝑞
An array of optional additional information iaux ∈ (𝔸𝑈𝐶𝑆

∗)𝑠, 𝑠 ∈ ℕ
Require: 𝑁 > 0
Require: 0 < ℓ ≤ 𝑘

Operation:
1: for 𝑖 ∈ [0, 𝑁) do
2: c′

𝑖 ← GetPartialDecryption(c𝑖, sk) ▷ See algorithm 8.10
3: (𝛾′, 𝜙′

0, … , 𝜙′
ℓ−1) ← c′

𝑖
4: 𝜋dec,𝑖 ← GenDecryptionProof(c𝑖, (pk, sk), (𝜙′

0, … , 𝜙′
ℓ−1), iaux) ▷ See

algorithm 10.5
5: end for
6: C′ ← (c′

0, … , c′
𝑁−1)

7: 𝜋dec ← (𝜋dec,0, … , 𝜋dec,𝑁−1)
8: return (C′, 𝜋dec)

Output:
A vector of partially decrypted ciphertexts C′ = (c′

0, … , c′
𝑁−1) ∈ ℍℓ

𝑁

A vector of decryption proofs 𝜋dec ← (𝜋dec,0, … , 𝜋dec,𝑁−1) ∈ (ℤ𝑞 × ℤ𝑞
ℓ)𝑁
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Algorithm 8.12 VerifyDecryptions: Verify the decryptions of a vector of ciphertexts.
Context:

Group modulus 𝑝 ∈ ℙ
Group cardinality 𝑞 ∈ ℙ s.t. 𝑝 = 2 ⋅ 𝑞 + 1
Group generator 𝑔 ∈ 𝔾𝑞

Input:
A vector of ciphertexts C = (c0, … , c𝑁−1) ∈ ℍℓ

𝑁

A multi-recipient public key pk ∈ 𝔾𝑘
𝑞

A vector of partially decrypted ciphertexts C′ = (c′
0, … , c′

𝑁−1) ∈ ℍℓ
𝑁

A vector of decryption proofs 𝜋dec = (𝜋dec,0, … , 𝜋dec,𝑁−1) ∈ (ℤ𝑞 × ℤ𝑞
ℓ)𝑁

An array of optional additional information iaux ∈ (𝔸𝑈𝐶𝑆
∗)𝑠, 𝑠 ∈ ℕ

Require: 𝑁 > 0
Require: 0 < ℓ ≤ 𝑘

Operation:
1: for 𝑖 ∈ [0, 𝑁) do
2: (𝛾, 𝜙0, … , 𝜙ℓ−1) ← c𝑖
3: (𝛾′, 𝜙′

0, … , 𝜙′
ℓ−1) ← c′

𝑖
4: if 𝛾 ≠ 𝛾′ then
5: return ⊥
6: end if
7: m ← (𝜙′

0, … , 𝜙′
ℓ−1)

8: ok ← VerifyDecryption(c𝑖, pk, m, 𝜋dec,𝑖, iaux) ▷ See algorithm 10.6
9: if ¬ok then

10: return ⊥
11: end if
12: end for
13: return ⊤ ▷ Succeed if and only if all verifications above succeeded

Output:
The result of the verification: ⊤ if all the verifications are successful, ⊥ otherwise.
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8.8 Combining ElGamal Multi-Recipient Public Keys
In this section we provide a mechanism to combine public keys in such a way that
encryption under the combined public key can be inverted by successive decryptions
with the secret key components. This allows consumers to encrypt their messages in a
way that requires the collaboration of all authorities to retrieve the plaintext, without
those authorities ever needing to reveal their secret key. Such trust distribution systems
can be subjected to rogue key attacks, where a component’s public key is built using parts
of the other components’ public keys, leading to possible attacks on the combined key.
For this reason, systems relying on this mechanism to distribute trust should consider
using zero-knowledge proofs of knowledge of the corresponding secret key.

Since we are using ElGamal encryption, this can be achieved by simply taking the
product of the public key components as the combined key.

By construction of the public keys, we have pk𝑗 = 𝑔sk𝑗. It follows that ∏𝑗 pk𝑗 =
𝑔∑𝑗 sk𝑗. By definition of the ElGamal encryption function, we have 𝐸∏𝑗 pk𝑗

(𝑚, 𝑟) =
(𝑔𝑟, (∏𝑗 pk𝑗)𝑟 ⋅ 𝑚). Using the previous equality to replace the product of public keys,
we get (𝑔𝑟, 𝑔𝑟⋅∑𝑗 sk𝑗 ⋅ 𝑚). From this point, each successive partial decryption by the
corresponding secret key sk𝑗 multiplies the second term by 𝑔𝑟⋅(−sk𝑗), eventually leaving
only the term 𝑚. This can be generalised for the multi-recipient ElGamal encryption
scheme, by combining each set of keys independently.

Algorithm 8.13 CombinePublicKeys: Combine a set of multi-recipient ElGamal keys
Context:

Group modulus 𝑝 ∈ ℙ
Input:

A list of multi-recipient ElGamal public keys (pk0, … , pk𝑠−1) ∈ 𝔾𝑞
𝑠×𝑁

▷ Where 𝑠 is the number of keys, and 𝑁 is the number of elements in each
multi-recipient key

Require: 𝑠 > 0
Require: 𝑁 > 0

Operation:
1: for 𝑖 ∈ [0, 𝑁) do
2: pkcombined,𝑖 ← ∏𝑠−1

𝑗=0 pk𝑗,𝑖 mod 𝑝
3: end for
4: pkcombined = (pkcombined,0, … , pkcombined,𝑁−1)

Output:
pkcombined ∈ 𝔾𝑞

𝑁
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9 Mix Net
Verifiable mix nets underpin most modern e-voting schemes with non-trivial tallying
methods since they hide the relationship between encrypted votes (potentially linked to
the voter’s identifier) and decrypted votes [17]. A re-encryption mix net consists of a
sequence of mixers, each of which shuffles and re-encrypts an input ciphertext list and
returns a different ciphertext list containing the same plaintexts. Each mixer proves
knowledge of the permutation and the randomness (without revealing them to the veri-
fier). Verifying these proofs guarantees that no mixer added, deleted, or modified a vote.
The most widely used verifiable mix nets are the ones from Terelius-Wikström [33] and
Bayer-Groth [2]. The Swiss Post Voting System uses the Bayer-Groth mix net, which
we describe in this section. The computational proof [29] discusses the security prop-
erties of the non-interactive version of the Bayer-Groth mix net. Please note that each
control component in the Swiss Post Voting System combines a verifiable shuffle with a
subsequent, verifiable decryption step. This section details only the verifiable shuffle.
Our implementation exposes the following two public methods:

Algorithm 9.1 GenVerifiableShuffle: Shuffle (including re-encryption), and provide a
Bayer-Groth proof of the shuffle
Context:

Group modulus 𝑝 ∈ ℙ
Group cardinality 𝑞 ∈ ℙ s.t. 𝑝 = 2 ⋅ 𝑞 + 1
Group generator 𝑔 ∈ 𝔾𝑞

Input:
A vector of ciphertexts C ∈ ℍℓ

𝑁

A multi-recipient public key pk ∈ 𝔾𝑘
𝑞 ▷ This public key is passed as context to all

sub-arguments
Require: 0 < ℓ ≤ 𝑘
Require: 2 ≤ 𝑁 ≤ 𝑞 − 3

Operation:
1: (C′, 𝜋, r) ← GenShuffle(C, pk) ▷ See algorithm 9.3
2: (𝑚, 𝑛) ← GetMatrixDimensions(𝑁) ▷ See algorithm 9.5
3: ck ← GetVerifiableCommitmentKey(𝑛) ▷ See algorithm 9.6 ▷ This commitment

key is passed as context to all sub-arguments
4: shuffleStatement ← (C, C′)
5: shuffleWitness ← (𝜋, r)
6: shuffleArgument ← GetShuffleArgument(shuffleStatement, shuffleWitness, 𝑚, 𝑛) ▷ See

algorithm 9.11

Output:
C′ ∈ ℍℓ

𝑁

shuffleArgument ▷ See algorithm 9.11 for the domain
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Algorithm 9.2 VerifyShuffle: Verify the output of a previously generated verifiable
shuffle
Context:

Group modulus 𝑝 ∈ ℙ
Group cardinality 𝑞 ∈ ℙ s.t. 𝑝 = 2 ⋅ 𝑞 + 1
Group generator 𝑔 ∈ 𝔾𝑞

Input:
A vector of unshuffled ciphertexts C ∈ ℍℓ

𝑁

A vector of shuffled, re-encrypted ciphertexts C′ ∈ ℍℓ
𝑁

A Bayer-Groth shuffleArgument ▷ See algorithm 9.11 for the domain
A multi-recipient public key pk ∈ 𝔾𝑘

𝑞
Require: 0 < ℓ ≤ 𝑘
Require: 2 ≤ 𝑁 ≤ 𝑞 − 3

Operation:
1: (𝑚, 𝑛) ← GetMatrixDimensions(𝑁) ▷ See algorithm 9.5
2: ck ← GetVerifiableCommitmentKey(𝑛) ▷ See algorithm 9.6
3: shuffleStatement ← (C, C′)
4: return VerifyShuffleArgument(shuffleStatement, shuffleArgument, 𝑚, 𝑛)

▷ See algorithm 9.12 ▷ pk and ck are passed as context

Output:
The result of the verification: ⊤ if the verification is successful, ⊥ otherwise.
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9.1 Pre-Requisites
9.1.1 Shuffle

Algorithm 9.3 shuffles a list of ciphertexts. We require the shuffled list of ciphertexts,
the permutation, and the list of random exponents to prove the shuffle’s correctness.

Algorithm 9.3 GenShuffle: Re-encrypting shuffle
Context:

Group modulus 𝑝 ∈ ℙ
Group cardinality 𝑞 ∈ ℙ s.t. 𝑝 = 2 ⋅ 𝑞 + 1
Group generator 𝑔 ∈ 𝔾𝑞

Input:
A vector of ciphertexts C ∈ ℍℓ

𝑁

A multi-recipient public key pk ∈ 𝔾𝑘
𝑞

Require: 0 < ℓ ≤ 𝑘

Operation:
1: (𝜋0, … , 𝜋𝑁−1) ← GenPermutation(𝑁) ▷ See algorithm 9.4
2: for 𝑖 ∈ [0, 𝑁) do
3: 𝑟𝑖 ← GenRandomInteger(𝑞) ▷ See algorithm 5.1
4: 𝑒 ← GetCiphertext( ⃗1, 𝑟𝑖, pk) ▷ Ciphertext of a vector of ℓ 1s. See algorithm 8.5
5: C′

𝑖 ← GetCiphertextProduct(𝑒, C𝜋𝑖
) ▷ See algorithm 8.8

6: end for

Output:
C′ = (C′

0, … , C′
𝑁−1) ∈ ℍℓ

𝑁 ▷ The result of the shuffle
𝜋 ∈ Σ𝑁 ▷ The permutation used
r = (𝑟0, … , 𝑟𝑁−1) ∈ ℤ𝑞

𝑁 ▷ The exponents used for re-encryption
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Algorithm 9.4 provides a way to generate a random permutation of indices for a list of
size N. It uses the algorithm formalized by Knuth [21]. The pseudocode below assumes
0-based indexing, and as such deviates from standard mathematical notation in favor of
closer proximity to the implementation.

Algorithm 9.4 GenPermutation: Permutation of indices up to N
Input:

Permutation size 𝑁 ∈ ℕ+

Operation:
1: 𝜋 ← (0, … , 𝑁 − 1)
2: for 𝑖 ∈ [0, 𝑁) do
3: offset ← GenRandomInteger(𝑁 − 𝑖) ▷ See algorithm 5.1
4: tmp ← 𝜋𝑖
5: 𝜋𝑖 ← 𝜋𝑖+offset
6: 𝜋𝑖+offset ← tmp
7: end for

Output:
𝜋 ▷ A permutation of the values between 0 and 𝑁 − 1

Ensure: ∀𝑗 ∈ [0, 𝑁) ∶ 𝑗 ∈ 𝜋
Ensure: 𝜋 ∈ ℤ𝑁

𝑁 ▷ Those two elements combined ensure that 𝜋 ∈ Σ𝑁
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9.1.2 Matrix Dimensions

The Bayer-Groth mix net is memory optimal, when the ciphertexts can be arranged
into matrices with an equal number of rows and columns. In the worst case, when
the number of ciphertexts is prime, the resulting matrix has dimensions 1 × 𝑁. The
below algorithm yields the optimal matrix size for a given number of ciphertexts. As an
example, 𝑁 = 12 results in 𝑚 = 3, 𝑛 = 4, 𝑁 = 18 results in 𝑚 = 3, 𝑛 = 6, and 𝑁 = 23
results in 𝑚 = 1, 𝑛 = 23,

Algorithm 9.5 GetMatrixDimensions: Return the optimal dimensions for the ciphertext
matrix
Input:

Number of ciphertexts 𝑁 ∈ ℕ+ ⧵ {1}

Operation:
1: 𝑚 ← 1
2: 𝑛 ← 𝑁
3: for 𝑖 ∈ [⌊

√
𝑁⌋ , 1) do

4: if 𝑖 ∣ 𝑁 then
5: 𝑚 ← 𝑖
6: 𝑛 ← 𝑁

𝑖
7: return 𝑚, 𝑛
8: end if
9: end for

Output:
𝑚 ∈ ℕ+

𝑛 ∈ ℕ+ ⧵ {1}
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9.2 Commitments
A cryptographic commitment allows a party to commit to a value (the opening), to keep
the opening hidden from others, and to reveal it later [13].

We use the Pedersen commitment scheme [28] with a commitment key ck = (ℎ, 𝑔1, … , 𝑔𝜈)
that was generated in a verifiable manner.

The Pedersen commitment scheme satisfies three properties that the Bayer-Groth mix
net requires [2].

• Perfectly hiding: The commitment is uniformly distributed in 𝔾𝑞.

• Computationally binding: It is computationally infeasible to find two different
values producing the same commitment.

• Homomorphic: It holds that
GetCommitment(𝑎 + 𝑏; 𝑟 + 𝑠) = GetCommitment(𝑎; 𝑟)GetCommitment(𝑏; 𝑠) for mes-
sages 𝑎, 𝑏, a commitment key ck and random values 𝑟, 𝑠.

The Pedersen commitment scheme is computationally binding only if the commitment
keys are generated independently and verifiably at random:
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Algorithm 9.6 GetVerifiableCommitmentKey: Generates a verifiable commitment key
Context:

Group modulus 𝑝 ∈ ℙ
Group cardinality 𝑞 ∈ ℙ s.t. 𝑝 = 2 ⋅ 𝑞 + 1

Input:
The desired number of elements of the commitment key 𝜈 ∈ ℕ+

Require: 𝜈 ≤ 𝑞 − 3

Operation:
1: 𝑐𝑜𝑢𝑛𝑡 = 0
2: 𝑖 = 0
3: 𝑣 ← {}
4: while 𝑐𝑜𝑢𝑛𝑡 ≤ 𝜈 do
5: 𝑢 ← RecursiveHashToZq(𝑞, (‶commitmentKey″, 𝑖, 𝑐𝑜𝑢𝑛𝑡)) + 1 ▷ See algorithm 5.6
6: 𝑤 ← 𝑢2 mod 𝑝
7: if 𝑤 ∉ {1, 𝑔} ∪ 𝑣 then
8: 𝑔𝑐𝑜𝑢𝑛𝑡 ← 𝑤
9: 𝑣 ← 𝑣 ∪ {𝑔𝑐𝑜𝑢𝑛𝑡}

10: 𝑐𝑜𝑢𝑛𝑡 = 𝑐𝑜𝑢𝑛𝑡 + 1
11: end if
12: 𝑖 = 𝑖 + 1
13: end while
14: ℎ ← 𝑔0 ▷ By convention, we designate 𝑔0 as ℎ

Output:
A commitment key ck = (ℎ, 𝑔1, … , 𝑔𝜈) ∈ ℂ𝜈

Test values for the algorithm 9.6 are provided in the attached
file.
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[
	{
		"description": "3072-verifiable-commitment-key-bits-k-1",
		"context": {
			"p": "
			"q": "
			"g": "0x4"
		},
		"input": {
			"k": 1
		},
		"output": {
			"h": "
			"g": [
				"
			]
		}
	},
	{
		"description": "3072-verifiable-commitment-key-bits-k-2",
		"context": {
			"p": "
			"q": "
			"g": "0x4"
		},
		"input": {
			"k": 2
		},
		"output": {
			"h": "
			"g": [
				"
				"
			]
		}
	},
	{
		"description": "3072-verifiable-commitment-key-bits-k-4",
		"context": {
			"p": "
			"q": "
			"g": "0x4"
		},
		"input": {
			"k": 4
		},
		"output": {
			"h": "
			"g": [
				"
				"
				"
				"
			]
		}
	},
	{
		"description": "3072-verifiable-commitment-key-bits-k-8",
		"context": {
			"p": "
			"q": "
			"g": "0x4"
		},
		"input": {
			"k": 8
		},
		"output": {
			"h": "
			"g": [
				"
				"
				"
				"
				"
				"
				"
				"
			]
		}
	}
]
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Algorithm 9.7 GetCommitment: Computes a commitment to a value
Context:

Group modulus 𝑝 ∈ ℙ
Group cardinality 𝑞 ∈ ℙ s.t. 𝑝 = 2 ⋅ 𝑞 + 1

Input:
The values to commit to a ∈ ℤ𝑞

ℓ

A random value 𝑟 ∈ ℤ𝑞
A commitment key ck = (ℎ, 𝑔1, … , 𝑔𝜈) ∈ ℂ𝜈 s.t. 𝜈 ≥ 𝑙

Require: ℓ > 0

Operation:
1: 𝑐 ← ℎ𝑟 ∏ℓ

𝑖=1 𝑔𝑎𝑖−1
𝑖 mod 𝑝

Output:
The commitment 𝑐 ∈ 𝔾𝑞

Algorithm 9.8 GetCommitmentMatrix: Computes the commitment for a matrix
Context:

Group modulus 𝑝 ∈ ℙ
Group cardinality 𝑞 ∈ ℙ s.t. 𝑝 = 2 ⋅ 𝑞 + 1

Input:
The values to be committed 𝐴 ∈ ℤ𝑞

𝑛×𝑚 ▷ We note the columns of 𝐴 as ⃗𝑎0, … , ⃗𝑎𝑚−1
The random values to use r ∈ ℤ𝑞

𝑚

A commitment key ck = (ℎ, 𝑔1, … , 𝑔𝜈) ∈ ℂ𝜈 s.t. 𝜈 ≥ 𝑛
Require: 𝑚, 𝑛 > 0

Operation:
1: for 𝑖 ∈ [0, 𝑚) do
2: 𝑐𝑖 ← GetCommitment( ⃗𝑎𝑖, 𝑟𝑖, ck) ▷ See algorithm 9.7
3: end for

Output:
The commitments (𝑐0, … , 𝑐𝑚−1) ∈ 𝔾𝑞

𝑚

This algorithm is consistent with the notation defined in [2], in section 2.3 Homomorphic
Encryption:

For a matrix 𝐴 ∈ ℤ𝑞
𝑛×𝑚 with columns ⃗𝑎1, … , ⃗𝑎𝑚 we shorten notation by

defining 𝑐𝑜𝑚𝑐𝑘(𝐴; ⃗𝑟) = (𝑐𝑜𝑚𝑐𝑘( ⃗𝑎1; 𝑟1), … , 𝑐𝑜𝑚𝑐𝑘( ⃗𝑎𝑚; 𝑟𝑚))
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Algorithm 9.9 GetCommitmentVector: Compute the commitment for a transposed vec-
tor. This is only used in the algorithm 9.22, hence the specific indices
Context:

Group modulus 𝑝 ∈ ℙ
Group cardinality 𝑞 ∈ ℙ s.t. 𝑝 = 2 ⋅ 𝑞 + 1

Input:
The values to be commited d = (𝑑0, … , 𝑑2⋅𝑚) ∈ ℤ𝑞

2⋅𝑚+1

The random values to use t = (𝑡0, … , 𝑡2⋅𝑚) ∈ ℤ𝑞
2⋅𝑚+1

A commitment key ck = (ℎ, 𝑔1, … , 𝑔𝜈) ∈ ℂ𝜈 s.t. 𝜈 ≥ 1

Operation:
1: (𝑐0, … , 𝑐2⋅𝑚) ← GetCommitmentMatrix(d, t, ck) ▷ See algorithm 9.8, with a single

row of 2 ⋅ 𝑚 + 1 columns
2: return (𝑐0, … , 𝑐2⋅𝑚)

Output:
The commitments (𝑐0, … , 𝑐2⋅𝑚) ∈ 𝔾𝑞

2⋅𝑚+1
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9.3 Arguments
Conceptually, the Bayer-Groth proof of a shuffle consists of six arguments. Figure 1
highlights the hierarchy of these arguments.

Figure 1: Bayer-Groth argument for the correctness of a shuffle

The shuffle argument invokes a multi-exponentiation and a product argument. The
product argument, in turn, uses a Hadamard and a single value product argument.
Finally, the Hadamard argument calls a zero argument.

In all knowledge arguments, we will use the following terminology:

statement the public information for which we assert that a property holds

witness the private information we use to make arguments on the validity of the state-
ment
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argument the information we provide to a third party which allows them to verify the
validity of our statement

We prove and verify the Bayer-Groth mix net in the non-interactive setting: the prover
and the verifier recursively hash various elements to generate the argument’s challenge
messages. Since the mathematical group’s rank 𝑞 is much larger than the output domain,
converting the hash function’s output to an integer of byte size 𝐿 is sound (ByteLength(𝑞)
» 𝐿).

In some algorithms, we will use the bilinear algorithm ⋆ ∶ ℤ𝑞
𝑛 × ℤ𝑞

𝑛 → ℤ𝑞 defined by
the value 𝑦 as:

(𝑎0, … , 𝑎𝑛−1) ⋆ (𝑏0, … , 𝑏𝑛−1) =
𝑛−1

∑
𝑗=0

𝑎𝑗 ⋅ 𝑏𝑗 ⋅ 𝑦𝑗+1

Where all multiplications are performed modulo 𝑞.
Let us formalize it with the following pseudocode algorithm.

Algorithm 9.10 StarMap: Defines the ⋆ bilinear map
Context:

Group modulus 𝑝 ∈ ℙ
Group cardinality 𝑞 ∈ ℙ s.t. 𝑝 = 2 ⋅ 𝑞 + 1

Input:
Value 𝑦 ∈ ℤ𝑞
First vector a = (𝑎0, … , 𝑎𝑛−1) ∈ ℤ𝑞

𝑛

Second vector b = (𝑏0, … , 𝑏𝑛−1) ∈ ℤ𝑞
𝑛

Operation:
1: 𝑠 ← 0
2: for 𝑗 ∈ [0, 𝑛) do
3: 𝑠 ← 𝑠 + 𝑎𝑗 ⋅ 𝑏𝑗 ⋅ 𝑦𝑗+1 ▷ All operations are performed modulo 𝑞
4: end for

Output:
𝑠 ∈ ℤ𝑞

Test values for the algorithm 9.10 are provided in the attached file.
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[
	{
		"description": "3072-bits, m=1, n=2, l=1",
		"context": {
			"p": "
			"q": "
			"g": "
			"pk": [
				"
			],
			"ck": {
				"h": "
				"g": [
					"
					"
				]
			}
		},
		"input": {
			"a": [
				"
				"
			],
			"b": [
				"
				"
			],
			"y": "
		},
		"output": "
	},
	{
		"description": "3072-bits, m=3, n=2, l=2",
		"context": {
			"p": "
			"q": "
			"g": "
			"pk": [
				"
				"
			],
			"ck": {
				"h": "
				"g": [
					"
					"
				]
			}
		},
		"input": {
			"a": [
				"
				"
			],
			"b": [
				"
				"
			],
			"y": "
		},
		"output": "
	},
	{
		"description": "3072-bits, m=8, n=8, l=2",
		"context": {
			"p": "
			"q": "
			"g": "
			"pk": [
				"
				"
			],
			"ck": {
				"h": "
				"g": [
					"
					"
					"
					"
					"
					"
					"
					"
				]
			}
		},
		"input": {
			"a": [
				"
				"
				"
				"
				"
				"
				"
				"
			],
			"b": [
				"
				"
				"
				"
				"
				"
				"
				"
			],
			"y": "
		},
		"output": "
	},
	{
		"description": "3072-bits, m=8, n=8, l=4",
		"context": {
			"p": "
			"q": "
			"g": "
			"pk": [
				"
				"
				"
				"
			],
			"ck": {
				"h": "
				"g": [
					"
					"
					"
					"
					"
					"
					"
					"
				]
			}
		},
		"input": {
			"a": [
				"
				"
				"
				"
				"
				"
				"
				"
			],
			"b": [
				"
				"
				"
				"
				"
				"
				"
				"
			],
			"y": "
		},
		"output": "
	}
]
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9.3.1 Shuffle Argument

In the following pseudocode algorithm, we will generate an argument of knowledge of a
permutation 𝜋 ∈ Σ𝑁 and randomness 𝜌 ∈ ℤ𝑞

𝑁 such that for given ciphertexts ⃗𝐶 ∈ ℍℓ
𝑁

and ⃗𝐶′ ∈ ℍℓ
𝑁 it holds that for all 𝑖 ∈ [0, 𝑁):

⃗𝐶′
𝑖 = GetCiphertextProduct(GetCiphertext( ⃗1, 𝜌𝑖, pk), ⃗𝐶𝜋(𝑖))
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Algorithm 9.11 GetShuffleArgument: Compute a cryptographic argument for the va-
lidity of the shuffle
Context:

Group modulus 𝑝 ∈ ℙ
Group cardinality 𝑞 ∈ ℙ s.t. 𝑝 = 2 ⋅ 𝑞 + 1
Group generator 𝑔 ∈ 𝔾𝑞
A multi-recipient public key pk ∈ 𝔾𝑘

𝑞
A commitment key ck = (ℎ, 𝑔1, … , 𝑔𝜈) ∈ ℂ𝜈

Input:
The statement composed of
- The incoming list of ciphertexts ⃗𝐶 ∈ ℍℓ

𝑁 s.t. 0 < ℓ ≤ 𝑘
- The shuffled and re-encrypted list of ciphertexts ⃗𝐶′ ∈ ℍℓ

𝑁

The witness composed of
- permutation 𝜋 ∈ Σ𝑁
- randomness ⃗𝜌 ∈ ℤ𝑞

𝑁

The number of rows to use for ciphertext matrices 𝑚 ∈ ℕ+

The number of columns to use for ciphertext matrices 𝑛 ∈ ℕ+ s.t. 2 ≤ 𝑛 ≤ 𝜈
Require: ∀𝑖 ∈ [0, 𝑁) ∶ ⃗𝐶′

𝑖 = GetCiphertextProduct(GetCiphertext(1⃗, 𝜌𝑖, pk), ⃗𝐶𝜋(𝑖))
Require: 𝑁 = 𝑚𝑛

Operation:
1: r ← GenRandomVector(𝑞, 𝑚) ▷ See algorithm 5.2
2: 𝐴 ← Transpose(ToMatrix({𝜋(𝑖)}𝑁−1

𝑖=0 , 𝑚, 𝑛)) ▷ Create a 𝑛 × 𝑚 matrix. See algorithm 9.14 and algorithm 9.13
3: c𝐴 ← GetCommitmentMatrix(𝐴, r, ck) ▷ See algorithm 9.8
4: 𝑥 ← ByteArrayToInteger(RecursiveHash(𝑝, 𝑞, pk, ck, ⃗𝐶, ⃗𝐶′, c𝐴)) ▷ See algorithm 3.8 and algorithm 5.5
5: s ← GenRandomVector(𝑞, 𝑚)
6: b ← {𝑥𝜋(𝑖)}𝑁−1

𝑖=0
7: 𝐵 ← Transpose(ToMatrix(b, 𝑚, 𝑛))
8: c𝐵 ← GetCommitmentMatrix(𝐵, s, ck)
9: 𝑦 ← ByteArrayToInteger(RecursiveHash(c𝐵, 𝑝, 𝑞, pk, ck, ⃗𝐶, ⃗𝐶′, c𝐴))
10: 𝑧 ← ByteArrayToInteger(RecursiveHash(‶1″, c𝐵, 𝑝, 𝑞, pk, ck, ⃗𝐶, ⃗𝐶′, c𝐴))

▷ Both ⃗𝐶 and ⃗𝐶′ are passed in the vector forms here
11: Zneg ← Transpose(ToMatrix({−𝑧}𝑁

𝑖=1, 𝑚, 𝑛)) ▷ Vector of length 𝑁, with all values being 𝑞 − 𝑧
12: c−𝑧 ← GetCommitmentMatrix(Zneg, 0⃗, ck) ▷ A vector of length 𝑚, with all 0 values
13: c𝐷 ← c𝑦

𝐴c𝐵 ▷ Entry-wise product
14: 𝐷 ← 𝑦𝐴 + 𝐵
15: t ← 𝑦r + s
16: 𝑏 ← ∏𝑁−1

𝑖=0 (𝑦𝑖 + 𝑥𝑖 − 𝑧)
17: pStatement ← (c𝐷c−𝑧, 𝑏)
18: pWitness ← (𝐷 + Zneg, t)
19: productArgument ← GetProductArgument(pStatement, pWitness) ▷ See algorithm 9.18
20: 𝜌 ← 𝑞 − ( ⃗𝜌 ⋅ b) ▷ Standard inner product ∑𝑁−1

𝑖=0 𝜌𝑖𝑏𝑖
21: �⃗� ← {𝑥𝑖}𝑁−1

𝑖=0
22: 𝐶 ← GetCiphertextVectorExponentiation( ⃗𝐶, �⃗�) ▷ See algorithm 8.7
23: mStatement ← (ToMatrix( ⃗𝐶′, 𝑚, 𝑛), 𝐶, c𝐵) ▷ See algorithm 9.13
24: mWitness ← (𝐵, s, 𝜌)
25: multiExponentiationArgument ← GetMultiExponentiationArgument(mStatement, mWitness) ▷ See

algorithm 9.15

Output:
shuffleArgument = (c𝐴, c𝐵, productArgument, multiExponentiationArgument)

▷ If 𝑚 = 1 then shuffleArgument ∈ 𝔾𝑞
𝑚 × 𝔾𝑞

𝑚 × (𝔾𝑞
3 × ℤ𝑞

2𝑛+2) × (𝔾𝑞
2𝑚+1 × ℍℓ

2𝑚 × ℤ𝑞
𝑛+4)

▷ If 𝑚 > 1 then shuffleArgument ∈ 𝔾𝑞
𝑚 × 𝔾𝑞

𝑚 × (𝔾𝑞
3𝑚+7 × ℤ𝑞

4𝑛+5) × (𝔾𝑞
2𝑚+1 × ℍℓ

2𝑚 × ℤ𝑞
𝑛+4)
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In the following pseudocode algorithm, we verify that a provided Shuffle argument
adequately supports the corresponding statement.

Algorithm 9.12 VerifyShuffleArgument: Verify a cryptographic argument for the valid-
ity of the shuffle
Context:

Group modulus 𝑝 ∈ ℙ
Group cardinality 𝑞 ∈ ℙ s.t. 𝑝 = 2 ⋅ 𝑞 + 1
Group generator 𝑔 ∈ 𝔾𝑞
A multi-recipient public key pk ∈ 𝔾𝑘

𝑞
A commitment key ck = (ℎ, 𝑔1, … , 𝑔𝜈) ∈ ℂ𝜈

Input:
The statement composed of
- The incoming list of ciphertexts ⃗𝐶 ∈ ℍℓ

𝑁 s.t. 0 < ℓ ≤ 𝑘
- The shuffled and re-encrypted list of ciphertexts ⃗𝐶′ ∈ ℍℓ

𝑁

The argument composed of
- the commitment vector c𝐴 ∈ 𝔾𝑞

𝑚

- the commitment vector c𝐵 ∈ 𝔾𝑞
𝑚

- a productArgument ▷ See algorithm 9.18
- a multiExponentiationArgument ▷ See algorithm 9.15
The number of rows to use for ciphertext matrices 𝑚 ∈ ℕ+

The number of columns to use for ciphertext matrices 𝑛 ∈ ℕ+ s.t. 2 ≤ 𝑛 ≤ 𝜈
Require: 𝑁 = 𝑚𝑛

Operation:
1: 𝑥 ← ByteArrayToInteger(RecursiveHash(𝑝, 𝑞, pk, ck, ⃗𝐶, ⃗𝐶′, c𝐴)) ▷ See algorithm 3.8 and algorithm 5.5
2: 𝑦 ← ByteArrayToInteger(RecursiveHash(c𝐵, 𝑝, 𝑞, pk, ck, ⃗𝐶, ⃗𝐶′, c𝐴))
3: 𝑧 ← ByteArrayToInteger(RecursiveHash(‶1″, c𝐵, 𝑝, 𝑞, pk, ck, ⃗𝐶, ⃗𝐶′, c𝐴)) ▷ Both ⃗𝐶 and ⃗𝐶′ are passed as

vectors
4: Zneg ← Transpose(ToMatrix({−𝑧}𝑁

𝑖=1, 𝑚, 𝑛)) ▷ Vector of length 𝑁, with all values being 𝑞 − 𝑧. ▷ See
algorithm 9.14 and algorithm 9.13

5: c−𝑧 ← GetCommitmentMatrix(Zneg, 0⃗, ck) ▷ See algorithm 9.8
6: c𝐷 ← c𝑦

𝐴c𝐵
7: 𝑏 ← ∏𝑁−1

𝑖=0 𝑦𝑖 + 𝑥𝑖 − 𝑧
8: pStatement ← (c𝐷c−𝑧, 𝑏)
9: productVerif ← VerifyProductArgument(pStatement, productArgument) ▷ See algorithm 9.19
10: �⃗� ← {𝑥𝑖}𝑁−1

𝑖=0
11: 𝐶 ← GetCiphertextVectorExponentiation( ⃗𝐶, �⃗�) ▷ See algorithm 8.7
12: mStatement ← (ToMatrix( ⃗𝐶′, 𝑚, 𝑛), 𝐶, c𝐵) ▷ See algorithm 9.13
13: multiVerif ← VerifyMultiExponentiationArgument(mStatement, multiExponentiationArgument) ▷ See

algorithm 9.16
14: if productVerif ∧ multiVerif then
15: return ⊤
16: else
17: return ⊥
18: end if

Output:
The result of the verification: ⊤ if the verification is successful, ⊥ otherwise.

Test values for the algorithm 9.12 are provided in the attached file.
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[
	{
		"description": "3072-bits, m=1, n=2, l=1",
		"context": {
			"p": "
			"q": "
			"g": "
			"pk": [
				"
			],
			"ck": {
				"h": "
				"g": [
					"
					"
				]
			}
		},
		"input": {
			"statement": {
				"ciphertexts": [
					{
						"gamma": "
						"phis": [
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
						]
					}
				],
				"shuffled_ciphertexts": [
					{
						"gamma": "
						"phis": [
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
						]
					}
				]
			},
			"argument": {
				"ca": [
					"
				],
				"cb": [
					"
				],
				"product_argument": {
					"single_vpa": {
						"c_d": "
						"c_lower_delta": "
						"c_upper_delta": "
						"a_tilde": [
							"
							"
						],
						"b_tilde": [
							"
							"0x1A093835F4079986F41663CFE19634D101B0F01FC3A575673A241DF1FC30B1302253CB401BE4DEB3B41189A7247EB4E437035F363FC28574BC0997F932457C12DD2707941E4446D0CC05A086B7896C9E3230A6DEDFA435D3E56B2D4844E69A4"
						],
						"r_tilde": "
						"s_tilde": "
					}
				},
				"multi_exp_argument": {
					"c_a_0": "
					"c_b": [
						"
						"0x1"
					],
					"e": [
						{
							"gamma": "
							"phis": [
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
							]
						}
					],
					"a": [
						"
						"
					],
					"r": "
					"b": "
					"s": "
					"tau": "
				}
			}
		},
		"output": true
	},
	{
		"description": "3072-bits, m=2, n=3, l=2",
		"context": {
			"p": "
			"q": "
			"g": "
			"pk": [
				"
				"
			],
			"ck": {
				"h": "
				"g": [
					"
					"
					"
				]
			}
		},
		"input": {
			"statement": {
				"ciphertexts": [
					{
						"gamma": "
						"phis": [
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
						]
					}
				],
				"shuffled_ciphertexts": [
					{
						"gamma": "
						"phis": [
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
						]
					}
				]
			},
			"argument": {
				"ca": [
					"
					"
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							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					}
				]
			},
			"argument": {
				"ca": [
					"
					"
					"
					"
					"
					"
					"
					"
				],
				"cb": [
					"
					"
					"
					"
					"
					"
					"
					"
				],
				"product_argument": {
					"c_b": "
					"hadamard_argument": {
						"cUpperB": [
							"
							"
							"
							"
							"
							"
							"
							"
						],
						"zero_argument": {
							"c_a0": "
							"c_bm": "
							"c_d": [
								"
								"
								"
								"
								"
								"
								"
								"
								"
								"0x1",
								"
								"
								"
								"
								"
								"
								"
							],
							"a": [
								"
								"
								"
								"
								"
								"
								"
								"
							],
							"b": [
								"
								"
								"
								"
								"
								"
								"
								"
							],
							"r": "
							"s": "
							"t": "
						}
					},
					"single_vpa": {
						"c_d": "
						"c_lower_delta": "
						"c_upper_delta": "
						"a_tilde": [
							"
							"
							"
							"
							"
							"
							"
							"
						],
						"b_tilde": [
							"
							"
							"
							"
							"
							"
							"
							"
						],
						"r_tilde": "
						"s_tilde": "
					}
				},
				"multi_exp_argument": {
					"c_a_0": "
					"c_b": [
						"
						"
						"
						"
						"
						"
						"
						"
						"0x1",
						"
						"
						"
						"
						"
						"
						"
					],
					"e": [
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						}
					],
					"a": [
						"
						"
						"
						"
						"
						"
						"
						"
					],
					"r": "
					"b": "
					"s": "
					"tau": "
				}
			}
		},
		"output": true
	}
]
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One of the key features of Bayer-Groth’s [2] minimal shuffle argument is the trans-
formation of a vector of ciphertexts into a 𝑚 × 𝑛 matrix, by means of which a prover’s
computation can be optimized. Therefore, the ciphertexts, received as a vector, need to
be organized into a matrix. This will be achieved by setting 𝑀𝑖,𝑗 = ⃗𝑣𝑛𝑖+𝑗. Similarly,
the exponents in the matrices 𝐴 and 𝐵 need to be arranged into matrices so that the
other algorithms get the expected values. However, since exponents’ matrices have their
dimensions transposed with respect to the ciphertexts, we obtain 𝑀𝑖,𝑗 = ⃗𝑣𝑖+𝑛𝑗.

For completeness, we describe below the operations of organizing the elements of a
vector into a matrix and the transposition of a matrix.

Algorithm 9.13 ToMatrix: Convert a vector of elements to a 𝑚 × 𝑛 matrix
Input:

a vector of elements ⃗𝑣 ∈ 𝔻𝑁

the number of requested rows 𝑚 ∈ ℕ+

the number of requested columns 𝑛 ∈ ℕ+

Require: 𝑁 = 𝑚 ⋅ 𝑛

Operation:
1: for 𝑖 ∈ [0, 𝑚) do
2: for 𝑗 ∈ [0, 𝑛) do
3: 𝑀𝑖,𝑗 ← ⃗𝑣𝑛𝑖+𝑗
4: end for
5: end for

Output:
The matrix 𝑀 = (𝑀𝑖,𝑗)

𝑚,𝑛
𝑖,𝑗=0 ∈ 𝔻𝑚×𝑛

Algorithm 9.14 Transpose: Transpose a 𝑚 × 𝑛 matrix to a 𝑛 × 𝑚 matrix
Input:

a matrix of elements 𝑀 ∈ 𝔻𝑚×𝑛 s.t. 𝑚, 𝑛 > 0

Operation:
1: for 𝑖 ∈ [0, 𝑛) do
2: for 𝑗 ∈ [0, 𝑚) do
3: 𝑁𝑖,𝑗 ← 𝑀𝑗,𝑖
4: end for
5: end for

Output:
The matrix 𝑁 = (𝑁𝑖,𝑗)

𝑛,𝑚
𝑖,𝑗=0 ∈ 𝔻𝑛×𝑚
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9.3.2 Multi-Exponentiation Argument

Given ciphertexts 𝐶0,0, … , 𝐶𝑚−1,𝑛−1 and 𝐶, each ∈ ℍℓ, algorithm 9.15 generates an
argument of knowledge of the openings to the commitments ⃗𝑐𝐴 to 𝐴 = {𝑎𝑖,𝑗}

𝑛,𝑚
𝑖,𝑗=1 such

that

𝐶 = GetCiphertext( ⃗1, 𝜌, pk) ⋅ ∏
𝑖=0

⃗𝐶 �⃗�𝑖+1
𝑖

⃗𝑐𝐴 = GetCommitmentMatrix(𝐴, ⃗𝑟, ck)

where ⃗𝐶𝑖 = (𝐶𝑖,0, … , 𝐶𝑖,𝑛−1) and ⃗𝑎𝑗 = (𝑎1,𝑗, … , 𝑎𝑛,𝑗)𝑇, that is ⃗𝐶𝑖 refers to the 𝑖𝑡ℎ row of
the matrix, whereas ⃗𝑎𝑗 refers to the 𝑗𝑡ℎ column. Furthermore, we use 0-based indexing
for 𝐶 here, which is consistent with the rest of this document, but 1-based indexing for
𝑎 above, as well as ⃗𝑎 and r below, allowing for the generation of ⃗𝑎0 and 𝑟0 within the
pseudocode.
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Algorithm 9.15 GetMultiExponentiationArgument: Compute a multi-exponentiation ar-
gument
Context:

Group modulus 𝑝 ∈ ℙ
Group cardinality 𝑞 ∈ ℙ s.t. 𝑝 = 2 ⋅ 𝑞 + 1
Group generator 𝑔 ∈ 𝔾𝑞
A multi-recipient public key pk ∈ 𝔾𝑘

𝑞
A commitment key ck = (ℎ, 𝑔1, … , 𝑔𝜈) ∈ ℂ𝜈

Input:
The statement composed of
- ciphertext matrix ( ⃗𝐶0, … , ⃗𝐶𝑚−1) ∈ ℍℓ

𝑚×𝑛 s.t. 0 < ℓ ≤ 𝑘 ▷ ⃗𝐶𝑖 refers to the 𝑖𝑡ℎ row
- ciphertext 𝐶 ∈ ℍℓ
- commitment vector ⃗𝑐𝐴 ∈ 𝔾𝑞

𝑚

The witness composed of
- matrix 𝐴 = (�⃗�1, … , �⃗�𝑚) ∈ ℤ𝑞

𝑛×𝑚 s.t. 𝑛 ≤ 𝜈 ▷ �⃗�𝑗 refers to the 𝑗𝑡ℎ column
- exponents r = (𝑟1, … , 𝑟𝑚) ∈ ℤ𝑞

𝑚

- exponent 𝜌 ∈ ℤ𝑞

Require: 𝐶 = GetCiphertext(1⃗, 𝜌, pk) ⋅ ∏𝑚−1
𝑖=0

⃗𝐶�⃗�𝑖+1
𝑖 ▷ Vector of 1s of length ℓ ▷ See algorithm 8.5,

algorithm 8.7, algorithm 8.8
Require: ⃗𝑐𝐴 = GetCommitmentMatrix(𝐴, ⃗𝑟, ck) ▷ See algorithm 9.8
Require: 𝑛, 𝑚 > 0

Operation:
1: �⃗�0 ← GenRandomVector(𝑞, 𝑛) ▷ See algorithm 5.2
2: 𝑟0 ← GenRandomInteger(𝑞) ▷ See algorithm 5.1
3: (𝑏0, … , 𝑏2⋅𝑚−1) ← GenRandomVector(𝑞, 2 ⋅ 𝑚)
4: (𝑠0, … , 𝑠2⋅𝑚−1) ← GenRandomVector(𝑞, 2 ⋅ 𝑚)
5: (𝜏0, … , 𝜏2⋅𝑚−1) ← GenRandomVector(𝑞, 2 ⋅ 𝑚)
6: 𝑏𝑚 ← 0
7: 𝑠𝑚 ← 0
8: 𝜏𝑚 ← 𝜌 ▷ Ensuring 𝑐𝐵𝑚 = GetCommitment(0, 0, ck) and

GetCiphertext( ⃗𝑔𝑏𝑚, 𝜏𝑚, pk) = GetCiphertext(1⃗, 𝜌, pk)
9: 𝑐𝐴0 ← GetCommitment(�⃗�0, 𝑟0, ck) ▷ See algorithm 9.7
10: (𝐷0, … , 𝐷2⋅𝑚−1) ← GetDiagonalProducts(( ⃗𝐶0, … , ⃗𝐶𝑚−1), (�⃗�0, … , �⃗�𝑚)) ▷ See algorithm 9.17
11: for 𝑘 ∈ [0, 2 ⋅ 𝑚) do
12: 𝑐𝐵𝑘 ← GetCommitment((𝑏𝑘), 𝑠𝑘, ck)

13: 𝐸𝑘 ← GetCiphertext(
#   »

𝑔𝑏𝑘, 𝜏𝑘, pk) ⋅ 𝐷𝑘 ▷ See algorithm 8.5, we take a vector of messages of length ℓ each
having value 𝑔𝑏𝑘

14: end for
15: 𝑥 ← ByteArrayToInteger(RecursiveHash(𝑝, 𝑞, pk, ck, ( ⃗𝐶𝑖)𝑚−1

𝑖=0 , 𝐶, ⃗𝑐𝐴, 𝑐𝐴0, (𝑐𝐵𝑘)2⋅𝑚−1
𝑘=0 , (𝐸𝑘)2⋅𝑚−1

𝑘=0 )) ▷ See
algorithm 3.8 and algorithm 5.5

▷ All operations below are performed modulo 𝑞
16: �⃗� ← �⃗�0 + ∑𝑚

𝑖=1 𝑥𝑖�⃗�𝑖
17: 𝑟 ← 𝑟0 + ∑𝑚

𝑖=1 𝑥𝑖𝑟𝑖
18: 𝑏 ← 𝑏0 + ∑2⋅𝑚−1

𝑘=1 𝑥𝑘𝑏𝑘
19: 𝑠 ← 𝑠0 + ∑2⋅𝑚−1

𝑘=1 𝑥𝑘𝑠𝑘
20: 𝜏 ← 𝜏0 + ∑2⋅𝑚−1

𝑘=1 𝑥𝑘𝜏𝑘

Output:
multiExponentiationArgument = (𝑐𝐴0, (𝑐𝐵𝑘)2⋅𝑚−1

𝑘=0 , (𝐸𝑘)2⋅𝑚−1
𝑘=0 , �⃗�, 𝑟, 𝑏, 𝑠, 𝜏) ∈ 𝔾𝑞 × 𝔾𝑞

2𝑚 × ℍℓ
2𝑚 × ℤ𝑞

𝑛 × ℤ𝑞 ×
ℤ𝑞 × ℤ𝑞 × ℤ𝑞

In the following pseudocode algorithm, we verify that a provided Multi-Exponentiation
argument adequately supports the corresponding statement.
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Algorithm 9.16 VerifyMultiExponentiationArgument: Verify a multi-exponentiation ar-
gument
Context:

Group modulus 𝑝 ∈ ℙ
Group cardinality 𝑞 ∈ ℙ s.t. 𝑝 = 2 ⋅ 𝑞 + 1
Group generator 𝑔 ∈ 𝔾𝑞
A multi-recipient public key pk ∈ 𝔾𝑘

𝑞
A commitment key ck = (ℎ, 𝑔1, … , 𝑔𝜈) ∈ ℂ𝜈

Input:
The statement composed of
- ciphertext matrix ( ⃗𝐶0, … , ⃗𝐶𝑚−1) ∈ ℍℓ

𝑚×𝑛 ▷ ⃗𝐶𝑖 refers to the 𝑖𝑡ℎ row
- ciphertext 𝐶 ∈ ℍℓ
- commitment vector ⃗𝑐𝐴 = (𝑐𝐴1, … , 𝑐𝐴𝑚) ∈ 𝔾𝑞

𝑚

The argument composed of
- the commitment 𝑐𝐴0 ∈ 𝔾𝑞
- the commitment vector c𝐵 = (𝑐𝐵0, … , 𝑐𝐵2⋅𝑚−1) ∈ 𝔾𝑞

2⋅𝑚

- the ciphertext vector E = (𝐸0, … , 𝐸2⋅𝑚−1) ∈ ℍℓ
2⋅𝑚

- the vector of exponents �⃗� = (𝑎0, … , 𝑎𝑛−1) ∈ ℤ𝑞
𝑛

- the exponent 𝑟 ∈ ℤ𝑞
- the exponent 𝑏 ∈ ℤ𝑞
- the exponent 𝑠 ∈ ℤ𝑞
- the exponent 𝜏 ∈ ℤ𝑞

Require: 𝑛, 𝑚 > 0

Operation:
1: 𝑥 ← ByteArrayToInteger(RecursiveHash(𝑝, 𝑞, pk, ck, { ⃗𝐶𝑖}𝑚−1

𝑖=0 , 𝐶, ⃗𝑐𝐴, 𝑐𝐴0, {𝑐𝐵𝑘}2⋅𝑚−1
𝑘=0 , {𝐸𝑘}2⋅𝑚−1

𝑘=0 )) ▷ See
algorithm 3.8 and algorithm 5.5

2: verifCbm ← 𝑐𝐵𝑚 = 1
3: verifEm ← 𝐸𝑚 = 𝐶

4: prodCa ← 𝑐𝐴0 ∏𝑚
𝑖=1 𝑐𝑥𝑖

𝐴𝑖
5: commA ← GetCommitment(�⃗�, 𝑟, ck) ▷ See algorithm 9.7
6: verifA ← prodCa = commA

7: prodCb ← 𝑐𝐵0 ∏2⋅𝑚−1
𝑘=1 𝑐𝑥𝑘

𝐵𝑘
8: commB ← GetCommitment((𝑏), 𝑠, ck)
9: verifB ← prodCb = commB

10: prodE ← 𝐸0 ∏2⋅𝑚−1
𝑘=1 𝐸𝑥𝑘

𝑘
11: encryptedGb ← GetCiphertext( ⃗𝑔𝑏, 𝜏, pk) ▷ See algorithm 8.5, we take a vector of messages of length ℓ each

having value 𝑔𝑏

12: prodC ← ∏𝑚−1
𝑖=0 GetCiphertextVectorExponentiation( ⃗𝐶𝑖, 𝑥(𝑚−𝑖)−1�⃗�) ▷ See algorithm 8.7

13: verifEC ← prodE = GetCiphertextProduct(encryptedGb, prodC) ▷ See algorithm 8.8

14: if verifCbm ∧ verifEm ∧ verifA ∧ verifB ∧ verifEC then
15: return ⊤
16: else
17: return ⊥
18: end if

Output:
The result of the verification: ⊤ if the verification is successful, ⊥ otherwise.

Test values for the algorithm 9.16 are provided in the attached file.

71


[
	{
		"description": "3072-bits, m=1, n=2, l=1",
		"context": {
			"p": "
			"q": "
			"g": "
			"pk": [
				"
			],
			"ck": {
				"h": "
				"g": [
					"
					"
				]
			}
		},
		"input": {
			"statement": {
				"ciphertexts": [
					[
						{
							"gamma": "
							"phis": [
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
							]
						}
					]
				],
				"ciphertext_product": {
					"gamma": "
					"phis": [
						"
					]
				},
				"c_a": [
					"
				]
			},
			"argument": {
				"c_a_0": "
				"c_b": [
					"
					"0x1"
				],
				"e": [
					{
						"gamma": "
						"phis": [
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
						]
					}
				],
				"a": [
					"
					"
				],
				"r": "
				"b": "
				"s": "
				"tau": "
			}
		},
		"output": true
	},
	{
		"description": "3072-bits, m=2, n=3, l=2",
		"context": {
			"p": "
			"q": "
			"g": "
			"pk": [
				"
				"
			],
			"ck": {
				"h": "
				"g": [
					"
					"
					"
				]
			}
		},
		"input": {
			"statement": {
				"ciphertexts": [
					[
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						}
					],
					[
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						}
					]
				],
				"ciphertext_product": {
					"gamma": "
					"phis": [
						"
						"
					]
				},
				"c_a": [
					"
					"
				]
			},
			"argument": {
				"c_a_0": "
				"c_b": [
					"
					"
					"0x1",
					"
				],
				"e": [
					{
						"gamma": "
						"phis": [
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
						]
					}
				],
				"a": [
					"
					"
					"
				],
				"r": "
				"b": "
				"s": "
				"tau": "
			}
		},
		"output": true
	},
	{
		"description": "3072-bits, m=8, n=8, l=2",
		"context": {
			"p": "
			"q": "
			"g": "
			"pk": [
				"
				"
			],
			"ck": {
				"h": "
				"g": [
					"
					"
					"
					"
					"
					"
					"
					"
				]
			}
		},
		"input": {
			"statement": {
				"ciphertexts": [
					[
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						}
					],
					[
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						}
					],
					[
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						}
					],
					[
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						}
					],
					[
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						}
					],
					[
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						}
					],
					[
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						}
					],
					[
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
							]
						}
					]
				],
				"ciphertext_product": {
					"gamma": "
					"phis": [
						"
						"
					]
				},
				"c_a": [
					"
					"
					"
					"
					"
					"
					"
					"
				]
			},
			"argument": {
				"c_a_0": "
				"c_b": [
					"
					"
					"
					"
					"
					"
					"
					"
					"0x1",
					"
					"
					"
					"
					"
					"
					"
				],
				"e": [
					{
						"gamma": "
						"phis": [
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
						]
					}
				],
				"a": [
					"
					"
					"
					"
					"
					"
					"
					"
				],
				"r": "
				"b": "
				"s": "
				"tau": "
			}
		},
		"output": true
	},
	{
		"description": "3072-bits, m=8, n=8, l=4",
		"context": {
			"p": "
			"q": "
			"g": "
			"pk": [
				"
				"
				"
				"
			],
			"ck": {
				"h": "
				"g": [
					"
					"
					"
					"
					"
					"
					"
					"
				]
			}
		},
		"input": {
			"statement": {
				"ciphertexts": [
					[
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						}
					],
					[
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						}
					],
					[
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						}
					],
					[
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						}
					],
					[
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						}
					],
					[
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						}
					],
					[
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						}
					],
					[
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						},
						{
							"gamma": "
							"phis": [
								"
								"
								"
								"
							]
						}
					]
				],
				"ciphertext_product": {
					"gamma": "
					"phis": [
						"
						"
						"
						"
					]
				},
				"c_a": [
					"
					"
					"
					"
					"
					"
					"
					"
				]
			},
			"argument": {
				"c_a_0": "
				"c_b": [
					"
					"
					"
					"
					"
					"
					"
					"
					"0x1",
					"
					"
					"
					"
					"
					"
					"
				],
				"e": [
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					},
					{
						"gamma": "
						"phis": [
							"
							"
							"
							"
						]
					}
				],
				"a": [
					"
					"
					"
					"
					"
					"
					"
					"
				],
				"r": "
				"b": "
				"s": "
				"tau": "
			}
		},
		"output": true
	}
]
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Algorithm 9.17 GetDiagonalProducts: Compute the products of the diagonals of a
ciphertext matrix
Context:

Group modulus 𝑝 ∈ ℙ
Group cardinality 𝑞 ∈ ℙ s.t. 𝑝 = 2 ⋅ 𝑞 + 1
Group generator 𝑔 ∈ 𝔾𝑞
A multi-recipient public key pk ∈ 𝔾𝑘

𝑞
Input:

Ciphertext matrix 𝐶 = ( ⃗𝐶0, … , ⃗𝐶𝑚−1) ∈ ℍℓ
𝑚×𝑛 ▷ ⃗𝐶𝑖 refers to the 𝑖𝑡ℎ row

Exponent matrix 𝐴 = ( ⃗𝑎0, … , ⃗𝑎𝑚) ∈ ℤ𝑞
𝑛×(𝑚+1) ▷ ⃗𝑎𝑗 refers to the 𝑗𝑡ℎ column

Operation:
1: for 𝑘 ∈ [0, 2 ⋅ 𝑚) do
2: 𝑑𝑘 ← (1, … , 1)⏟

ℓ+1 times

▷ Neutral element of ciphertext multiplication

3: if 𝑘 < 𝑚 then
4: lowerbound ← 𝑚 − 𝑘 − 1
5: upperbound ← 𝑚
6: else
7: lowerbound ← 0
8: upperbound ← 2 ⋅ 𝑚 − 𝑘
9: end if

10: for 𝑖 ∈ [lowerbound, upperbound) do
11: 𝑗 ← 𝑘 − 𝑚 + 𝑖 + 1
12: 𝑑𝑘 ← GetCiphertextProduct(𝑑𝑘,GetCiphertextVectorExponentiation( ⃗𝐶𝑖, ⃗𝑎𝑗)) ▷

See algorithm 8.8 and algorithm 8.7
13: end for
14: end for
Output:

Diagonal products 𝐷 = (𝑑0, … , 𝑑2⋅𝑚−1) ∈ ℍℓ
2⋅𝑚
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9.3.3 Product Argument

The following algorithm provides an argument that a set of committed values have a
particular product.

More precisely, given commitments ⃗𝑐𝐴 = (𝑐𝐴0
, … , 𝑐𝐴𝑚

) to 𝐴 = {𝑎𝑖,𝑗}
𝑛−1,𝑚−1
𝑖,𝑗=0 and a

value 𝑏, we want to give an argument of knowledge for ∏𝑛−1
𝑖=0 ∏𝑚−1

𝑗=0 𝑎𝑖,𝑗 = 𝑏.
We will first compute a commitment 𝑐𝑏 as follows:

𝑐𝑏 = GetCommitment((
𝑚−1

∏
𝑗=0

𝑎0,𝑗, … ,
𝑚−1

∏
𝑗=0

𝑎𝑛−1,𝑗) , 𝑠, ck)

We will then give an argument that 𝑐𝑏 is correct, using a Hadamard argument (see
section 9.3.4), showing that the values committed in 𝑐𝑏 are indeed the result of the
Hadamard product of the values committed in 𝑐𝐴. Additionally, we will show that the
value 𝑏 is the product of the values committed in 𝑐𝑏, using a Single Value Product
Argument (see section 9.3.6).

If the number of ciphertexts to be shuffled is prime and they cannot be arranged into
a matrix, 𝑚 = 1 and 𝑛 = 𝑁, the Hadamard Product is trivially equal to the first (and
only) column of the matrix and we can omit the Hadamard argument, calling the Single
Value Product argument directly.
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Algorithm 9.18 GetProductArgument: Computes a Product Argument
Context:

Group modulus 𝑝 ∈ ℙ
Group cardinality 𝑞 ∈ ℙ s.t. 𝑝 = 2 ⋅ 𝑞 + 1
Group generator 𝑔 ∈ 𝔾𝑞
A multi-recipient public key pk ∈ 𝔾𝑘

𝑞
A commitment key ck = (ℎ, 𝑔1, … , 𝑔𝜈) ∈ ℂ𝜈

Input:
The statement composed of
- commitments ⃗𝑐𝐴 = (𝑐𝐴1, … , 𝑐𝐴𝑚) ∈ 𝔾𝑞

𝑚

- the product 𝑏 ∈ ℤ𝑞
The witness composed of
- the matrix 𝐴 ∈ ℤ𝑞

𝑛×𝑚

- the exponents ⃗𝑟 ∈ ℤ𝑞
𝑚

Require: 2 ≤ 𝑛 ≤ 𝜈
Require: 𝑚 > 0
Require: ⃗𝑐𝐴 = GetCommitmentMatrix(𝐴, ⃗𝑟, ck) ▷ See algorithm 9.8
Require: 𝑏 = ∏𝑛−1

𝑖=0 ∏𝑚−1
𝑗=0 𝑎𝑖,𝑗 mod 𝑞

Operation:
1: if 𝑚 > 1 then
2: 𝑠 ← GenRandomInteger(𝑞) ▷ See algorithm 5.1
3: for 𝑖 ∈ [0, 𝑛) do
4: 𝑏𝑖 ← ∏𝑚−1

𝑗=0 𝑎𝑖,𝑗
5: end for
6: 𝑐𝑏 ← GetCommitment((𝑏0, … , 𝑏𝑛−1), 𝑠, ck) ▷ See algorithm 9.7
7: hStatement ← ( ⃗𝑐𝐴, 𝑐𝑏)
8: hWitness ← (𝐴, (𝑏0, … , 𝑏𝑛−1), ⃗𝑟, 𝑠)
9: hadamardArg ← GetHadamardArgument(hStatement, hWitness) ▷ See algorithm 9.20
10: sStatement ← (𝑐𝑏, 𝑏)
11: sWitness ← ((𝑏0, … , 𝑏𝑛−1), 𝑠)
12: singleValueProdArg ← GetSingleValueProductArgument(sStatement, sWitness) ▷ See algorithm 9.25
13: else
14: sStatement ← (𝑐𝐴1, 𝑏)
15: sWitness ← (�⃗�0, 𝑟0)
16: singleValueProdArg ← GetSingleValueProductArgument(sStatement, sWitness) ▷ See algorithm 9.25
17: end if

Output:
18: if 𝑚 > 1 then

productArg = (𝑐𝑏, hadamardArg, singleValueProdArg) ∈ 𝔾𝑞 × (𝔾𝑞
3𝑚+3 × ℤ𝑞

2𝑛+3) × (𝔾𝑞
3 × ℤ𝑞

2𝑛+2)
19: else

productArg = singleValueProdArg ∈ 𝔾𝑞
3 × ℤ𝑞

2𝑛+2

20: end if

In the following pseudocode algorithm, we verify if a provided Product argument
supports the corresponding statement.
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Algorithm 9.19 VerifyProductArgument: Verify a Product argument
Context:

Group modulus 𝑝 ∈ ℙ
Group cardinality 𝑞 ∈ ℙ s.t. 𝑝 = 2 ⋅ 𝑞 + 1
Group generator 𝑔 ∈ 𝔾𝑞
A multi-recipient public key pk ∈ 𝔾𝑘

𝑞
A commitment key ck = (ℎ, 𝑔1, … , 𝑔𝜈) ∈ ℂ𝜈

Input:
The statement composed of
- commitments ⃗𝑐𝐴 = (𝑐𝐴1

, … , 𝑐𝐴𝑚
) ∈ 𝔾𝑞

𝑚

- the product 𝑏 ∈ ℤ𝑞
The argument composed of
- the commitment 𝑐𝑏 ∈ 𝔾𝑞 ▷ omitted if 𝑚 = 1
- a hadamardArg ∈ 𝔾𝑞

3𝑚+3 × ℤ𝑞
2𝑛+3 ▷ omitted if 𝑚 = 1

- a singleValueProductArg ∈ 𝔾𝑞
3 × ℤ𝑞

2𝑛+2

Require: 2 ≤ 𝑛 ≤ 𝜈
Require: 𝑚 > 0

Operation:
1: if 𝑚 > 1 then
2: hStatement ← ( ⃗𝑐𝐴, 𝑐𝑏)
3: sStatement ← (𝑐𝑏, 𝑏)
4: if VerifyHadamardArgument(hStatement, hadamardArg)∧
5: VerifySingleValueProductArgument(sStatement, singleValueProductArg) then

▷ See algorithm 9.21 and algorithm 9.26
return ⊤

6: else
return ⊥

7: end if
8: else
9: sStatement ← (𝑐𝐴1

, 𝑏)
10: if VerifySingleValueProductArgument(sStatement, singleValueProductArg) then

▷ See algorithm 9.26
return ⊤

11: else
return ⊥

12: end if
13: end if

Output:
The result of the verification: ⊤ if the verification is successful, ⊥ otherwise.

Test values for the algorithm 9.19 are provided in the attached
file.
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[
	{
		"description": "3072-bits, m=1, n=2, l=1",
		"context": {
			"p": "
			"q": "
			"g": "
			"pk": [
				"
			],
			"ck": {
				"h": "
				"g": [
					"
					"
				]
			}
		},
		"input": {
			"statement": {
				"c_a": [
					"
				],
				"b": "
			},
			"argument": {
				"single_vpa": {
					"c_d": "
					"c_lower_delta": "
					"c_upper_delta": "
					"a_tilde": [
						"
						"
					],
					"b_tilde": [
						"
						"
					],
					"r_tilde": "
					"s_tilde": "
				}
			}
		},
		"output": true
	},
	{
		"description": "3072-bits, m=2, n=3, l=2",
		"context": {
			"p": "
			"q": "
			"g": "
			"pk": [
				"
				"
			],
			"ck": {
				"h": "
				"g": [
					"
					"
					"
				]
			}
		},
		"input": {
			"statement": {
				"c_a": [
					"
					"
				],
				"b": "
			},
			"argument": {
				"c_b": "
				"hadamard_argument": {
					"cUpperB": [
						"
						"
					],
					"zero_argument": {
						"c_a0": "
						"c_bm": "
						"c_d": [
							"
							"
							"
							"0x1",
							"
						],
						"a": [
							"
							"
							"
						],
						"b": [
							"
							"
							"
						],
						"r": "
						"s": "
						"t": "
					}
				},
				"single_vpa": {
					"c_d": "
					"c_lower_delta": "
					"c_upper_delta": "
					"a_tilde": [
						"
						"
						"
					],
					"b_tilde": [
						"
						"
						"
					],
					"r_tilde": "
					"s_tilde": "
				}
			}
		},
		"output": true
	},
	{
		"description": "3072-bits, m=8, n=8, l=2",
		"context": {
			"p": "
			"q": "
			"g": "
			"pk": [
				"
				"
			],
			"ck": {
				"h": "
				"g": [
					"
					"
					"
					"
					"
					"
					"
					"
				]
			}
		},
		"input": {
			"statement": {
				"c_a": [
					"
					"
					"
					"
					"
					"
					"
					"
				],
				"b": "
			},
			"argument": {
				"c_b": "
				"hadamard_argument": {
					"cUpperB": [
						"
						"
						"
						"
						"
						"
						"
						"
					],
					"zero_argument": {
						"c_a0": "
						"c_bm": "
						"c_d": [
							"
							"
							"
							"
							"
							"
							"
							"
							"
							"0x1",
							"
							"
							"
							"
							"
							"
							"
						],
						"a": [
							"
							"
							"
							"
							"
							"
							"
							"
						],
						"b": [
							"
							"
							"
							"
							"
							"
							"
							"
						],
						"r": "
						"s": "
						"t": "
					}
				},
				"single_vpa": {
					"c_d": "
					"c_lower_delta": "
					"c_upper_delta": "
					"a_tilde": [
						"
						"
						"
						"
						"
						"
						"
						"
					],
					"b_tilde": [
						"
						"
						"
						"
						"
						"
						"
						"
					],
					"r_tilde": "
					"s_tilde": "
				}
			}
		},
		"output": true
	},
	{
		"description": "3072-bits, m=8, n=8, l=4",
		"context": {
			"p": "
			"q": "
			"g": "
			"pk": [
				"
				"
				"
				"
			],
			"ck": {
				"h": "
				"g": [
					"
					"
					"
					"
					"
					"
					"
					"
				]
			}
		},
		"input": {
			"statement": {
				"c_a": [
					"
					"
					"
					"
					"
					"
					"
					"
				],
				"b": "
			},
			"argument": {
				"c_b": "
				"hadamard_argument": {
					"cUpperB": [
						"
						"
						"
						"
						"
						"
						"
						"
					],
					"zero_argument": {
						"c_a0": "
						"c_bm": "
						"c_d": [
							"
							"
							"
							"
							"
							"
							"
							"
							"
							"0x1",
							"
							"
							"
							"
							"
							"
							"
						],
						"a": [
							"
							"
							"
							"
							"
							"
							"
							"
						],
						"b": [
							"
							"
							"
							"
							"
							"
							"
							"
						],
						"r": "
						"s": "
						"t": "
					}
				},
				"single_vpa": {
					"c_d": "
					"c_lower_delta": "
					"c_upper_delta": "
					"a_tilde": [
						"
						"
						"
						"
						"
						"
						"
						"
					],
					"b_tilde": [
						"
						"
						"
						"
						"
						"
						"
						"
					],
					"r_tilde": "
					"s_tilde": "
				}
			}
		},
		"output": true
	}
]
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9.3.4 Hadamard Argument

The operations given in algorithm 9.20 are more readable using vector notation. That
is, we note ⃗𝑎 for the vector (𝑎0, … , 𝑎𝑛−1) ∈ ℤ𝑞

𝑛. By extension, we denote matrix
𝑎0,0, … , 𝑎𝑛−1,𝑚−1 as ⃗𝑎0, … , ⃗𝑎𝑚−1 where each vector corresponds to a column of the ma-
trix.

In the following algorithm, we generate an argument of knowledge of the openings
⃗𝑎0, … , ⃗𝑎𝑚−1 and ⃗𝑏 to the commitments c𝐴 and 𝑐𝑏, such that:

c𝐴 = GetCommitmentMatrix(( ⃗𝑎0, … , ⃗𝑎𝑚−1), r, ck)
𝑐𝑏 = GetCommitment((𝑏0, … , 𝑏𝑛−1), 𝑠, ck)

𝑏𝑖 =
𝑚−1

∏
𝑗=0

𝑎𝑖,𝑗 for 𝑖 = 0, … , 𝑛 − 1

where the product in the last line matches the entry-wise product, also known as
Hadamard product.

The subsequent pseudocode algorithm verifies if a provided Hadamard argument sup-
ports the corresponding statement.
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Algorithm 9.20 GetHadamardArgument: Computes a Hadamard Argument
Context:

Group modulus 𝑝 ∈ ℙ
Group cardinality 𝑞 ∈ ℙ s.t. 𝑝 = 2 ⋅ 𝑞 + 1
Group generator 𝑔 ∈ 𝔾𝑞
A multi-recipient public key pk ∈ 𝔾𝑘

𝑞
A commitment key ck = (ℎ, 𝑔1, … , 𝑔𝜈) ∈ ℂ𝜈

Input:
The statement composed of
- commitment c𝐴 = (𝑐𝐴0, … , 𝑐𝐴𝑚−1) ∈ 𝔾𝑞

𝑚

- commitment 𝑐𝑏 ∈ 𝔾𝑞
The witness composed of
- matrix 𝐴 = (�⃗�0, … , �⃗�𝑚−1) ∈ ℤ𝑞

𝑛×𝑚

- vector b ∈ ℤ𝑞
𝑛

- exponents r = (𝑟0, … , 𝑟𝑚−1) ∈ ℤ𝑞
𝑚

- exponent 𝑠 ∈ ℤ𝑞
Require: 𝑚 ≥ 2 ▷ Hadamard product only makes sense for 𝑚 ≥ 2
Require: 0 < 𝑛 ≤ 𝜈
Require: c𝐴 = GetCommitmentMatrix(𝐴, r, ck) ▷ See algorithm 9.8
Require: 𝑐𝑏 = GetCommitment(b, 𝑠, ck) ▷ See algorithm 9.7
Require: �⃗� = ∏𝑚−1

𝑗=0 �⃗�𝑗 ▷ Uses the Hadamard product, ie 𝑏𝑖 = ∏𝑚−1
𝑗=0 𝑎𝑖,𝑗

Operation:
1: for 𝑗 ∈ [0, 𝑚) do
2: �⃗�𝑗 ← ∏𝑗

𝑖=0 �⃗�𝑖 ▷ Which implies that �⃗�0 = �⃗�0 and �⃗�𝑚−1 = �⃗�
3: end for
4: 𝑠0 ← 𝑟0 ▷ Thus ensuring that GetCommitment( ⃗𝑏0, 𝑠0, ck) = 𝑐𝐴05: if 𝑚 > 2 then
6: (𝑠1, … , 𝑠𝑚−2) ← GenRandomVector(𝑞, 𝑚 − 2) ▷ See algorithm 5.2
7: end if
8: 𝑠𝑚−1 ← 𝑠 ▷ Thus ensuring that GetCommitment(�⃗�𝑚−1, 𝑠𝑚−1, ck) = 𝑐𝑏
9: 𝑐𝐵0 ← 𝑐𝐴0
10: for 𝑗 ∈ [1, 𝑚 − 1) do
11: 𝑐𝐵𝑗 ← GetCommitment(�⃗�𝑗, 𝑠𝑗, ck) ▷ See algorithm 9.7
12: end for
13: 𝑐𝐵𝑚−1 ← 𝑐𝑏
14: 𝑥 ← ByteArrayToInteger(RecursiveHash(𝑝, 𝑞, pk, ck, c𝐴, 𝑐𝑏, (𝑐𝐵0, … , 𝑐𝐵𝑚−1))) ▷ See algorithm 3.8 and

algorithm 5.5
15: 𝑦 ← ByteArrayToInteger(RecursiveHash(‶1″, 𝑝, 𝑞, pk, ck, c𝐴, 𝑐𝑏, (𝑐𝐵0, … , 𝑐𝐵𝑚−1))) ▷ Use 𝑦 to define

⋆ ∶ ℤ𝑞
𝑛 × ℤ𝑞

𝑛 → ℤ𝑞, see algorithm 9.10
▷ All exponentiations of 𝑥 below are performed modulo 𝑞

16: for 𝑖 ∈ [0, 𝑚 − 1) do
17: ⃗𝑑𝑖 = 𝑥𝑖+1�⃗�𝑖
18: 𝑐𝐷𝑖 = 𝑐𝑥𝑖+1

𝐵𝑖
19: 𝑡𝑖 = 𝑥𝑖+1𝑠𝑖
20: end for
21: ⃗𝑑 ← ∑𝑚−1

𝑖=1 𝑥𝑖�⃗�𝑖

22: 𝑐𝐷 ← ∏𝑚−1
𝑖=1 𝑐𝑥𝑖

𝐵𝑖
23: 𝑡 ← ∑𝑚−1

𝑖=1 𝑥𝑖𝑠𝑖
24: −1⃗ ← (𝑞 − 1, … , 𝑞 − 1) ∈ ℤ𝑞

𝑛

25: 𝑐−1 ← GetCommitment(−1⃗, 0, ck) ▷ See algorithm 9.7
26: statement ← ((𝑐𝐴1, … , 𝑐𝐴𝑚−1, 𝑐−1), (𝑐𝐷0, … , 𝑐𝐷𝑚−2, 𝑐𝐷), 𝑦)
27: witness ← ((�⃗�1, … , �⃗�𝑚−1, −1⃗), ( ⃗𝑑0, … , ⃗𝑑𝑚−2, ⃗𝑑), (𝑟1, … , 𝑟𝑚−1, 0), (𝑡0, … , 𝑡𝑚−2, 𝑡))
28: zeroArg ← GetZeroArgument(statement, witness) ▷ See algorithm 9.22

▷ Provide an argument that ∑𝑚−2
𝑖=0 �⃗�𝑖+1 ⋆ ⃗𝑑𝑖 − 1⃗ ⋆ ⃗𝑑 = 0

Output:
hadamardArgument = ((𝑐𝐵0, … , 𝑐𝐵𝑚−1), zeroArg) ∈ 𝔾𝑞

𝑚 × (𝔾𝑞 × 𝔾𝑞 × 𝔾𝑞
2𝑚+1 × ℤ𝑞

𝑛 × ℤ𝑞
𝑛 × ℤ𝑞 × ℤ𝑞 × ℤ𝑞)
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Algorithm 9.21 VerifyHadamardArgument: Verifies a Hadamard Argument
Context:

Group modulus 𝑝 ∈ ℙ
Group cardinality 𝑞 ∈ ℙ s.t. 𝑝 = 2 ⋅ 𝑞 + 1
Group generator 𝑔 ∈ 𝔾𝑞
A multi-recipient public key pk ∈ 𝔾𝑘

𝑞
A commitment key ck = (ℎ, 𝑔1, … , 𝑔𝜈) ∈ ℂ𝜈

Input:
The statement composed of
- commitment c𝐴 = (𝑐𝐴0, … , 𝑐𝐴𝑚−1) ∈ 𝔾𝑞

𝑚

- commitment 𝑐𝑏 ∈ 𝔾𝑞
The argument composed of
- commitment vector c𝐵 = (𝑐𝐵0, … , 𝑐𝐵𝑚−1) ∈ 𝔾𝑞

𝑚

- a zero argument, composed of
- commitment 𝑐𝐴0 ∈ 𝔾𝑞
- commitment 𝑐𝐵𝑚 ∈ 𝔾𝑞
- commitment vector c𝑑 ∈ 𝔾𝑞

2⋅𝑚+1

- exponent vector a′ ∈ ℤ𝑞
𝑛

- exponent vector b′ ∈ ℤ𝑞
𝑛

- exponent 𝑟′ ∈ ℤ𝑞
- exponent 𝑠′ ∈ ℤ𝑞
- exponent 𝑡′ ∈ ℤ𝑞

Require: 𝑛 > 0

Operation:
1: 𝑥 ← ByteArrayToInteger(RecursiveHash(𝑝, 𝑞, pk, ck, c𝐴, 𝑐𝑏, (𝑐𝐵0, … , 𝑐𝐵𝑚−1))) ▷ See algorithm 3.8 and

algorithm 5.5
2: 𝑦 ← ByteArrayToInteger(RecursiveHash(‶1″, 𝑝, 𝑞, pk, ck, c𝐴, 𝑐𝑏, (𝑐𝐵0, … , 𝑐𝐵𝑚−1)))
3: for 𝑖 ∈ [0, 𝑚 − 1) do
4: 𝑐𝐷𝑖 ← 𝑐𝑥𝑖+1

𝐵𝑖
5: end for
6: 𝑐𝐷 ← ∏𝑚−1

𝑖=1 𝑐𝑥𝑖
𝐵𝑖

7: −1⃗ ← (𝑞 − 1, … , 𝑞 − 1) ∈ ℤ𝑞
𝑛

8: 𝑐−1 ← GetCommitment(−1⃗, 0, ck) ▷ See algorithm 9.7
9: zeroStatement ← ((𝑐𝐴1, … , 𝑐𝐴𝑚−1, 𝑐−1), (𝑐𝐷0, … , 𝑐𝐷𝑚−2, 𝑐𝐷), 𝑦)
10: zeroArgument ← (𝑐𝐴0, 𝑐𝐵𝑚, c𝑑, a′, b′, 𝑟′, 𝑠′, 𝑡′)
11: if 𝑐𝐵0 = 𝑐𝐴0 ∧ 𝑐𝐵𝑚−1 = 𝑐𝑏 ∧ VerifyZeroArgument(zeroStatement, zeroArgument) then

▷ See algorithm 9.23
return ⊤

12: else
return ⊥

13: end if

Output:
The result of the verification: ⊤ if the verification is successful, ⊥ otherwise.

Test values for the algorithm 9.21 are provided in the attached file.
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[
	{
		"description": "3072-bits, m=2, n=3, l=2",
		"context": {
			"p": "
			"q": "
			"g": "
			"pk": [
				"
				"
			],
			"ck": {
				"h": "
				"g": [
					"
					"
					"
				]
			}
		},
		"input": {
			"statement": {
				"c_a": [
					"
					"
				],
				"c_b": "
			},
			"argument": {
				"cUpperB": [
					"
					"
				],
				"zero_argument": {
					"c_a0": "
					"c_bm": "
					"c_d": [
						"
						"
						"
						"0x1",
						"
					],
					"a": [
						"
						"
						"
					],
					"b": [
						"
						"
						"
					],
					"r": "
					"s": "
					"t": "
				}
			}
		},
		"output": true
	},
	{
		"description": "3072-bits, m=8, n=8, l=2",
		"context": {
			"p": "
			"q": "
			"g": "
			"pk": [
				"
				"
			],
			"ck": {
				"h": "
				"g": [
					"
					"
					"
					"
					"
					"
					"
					"
				]
			}
		},
		"input": {
			"statement": {
				"c_a": [
					"
					"
					"
					"
					"
					"
					"
					"
				],
				"c_b": "
			},
			"argument": {
				"cUpperB": [
					"
					"
					"
					"
					"
					"
					"
					"
				],
				"zero_argument": {
					"c_a0": "
					"c_bm": "
					"c_d": [
						"
						"
						"
						"
						"
						"
						"
						"
						"
						"0x1",
						"
						"
						"
						"
						"
						"
						"
					],
					"a": [
						"
						"
						"
						"
						"
						"
						"
						"
					],
					"b": [
						"
						"
						"
						"
						"
						"
						"
						"
					],
					"r": "
					"s": "
					"t": "
				}
			}
		},
		"output": true
	},
	{
		"description": "3072-bits, m=8, n=8, l=4",
		"context": {
			"p": "
			"q": "
			"g": "
			"pk": [
				"
				"
				"
				"
			],
			"ck": {
				"h": "
				"g": [
					"
					"
					"
					"
					"
					"
					"
					"
				]
			}
		},
		"input": {
			"statement": {
				"c_a": [
					"
					"
					"
					"
					"
					"
					"
					"
				],
				"c_b": "
			},
			"argument": {
				"cUpperB": [
					"
					"
					"
					"
					"
					"
					"
					"
				],
				"zero_argument": {
					"c_a0": "
					"c_bm": "
					"c_d": [
						"
						"
						"
						"
						"
						"
						"
						"
						"
						"0x1",
						"
						"
						"
						"
						"
						"
						"
					],
					"a": [
						"
						"
						"
						"
						"
						"
						"
						"
					],
					"b": [
						"
						"
						"
						"
						"
						"
						"
						"
					],
					"r": "
					"s": "
					"t": "
				}
			}
		},
		"output": true
	}
]
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9.3.5 Zero Argument

In the following algorithm, we generate an argument of knowledge of the values a1, b0, … , a𝑚, b𝑚−1
such that ∑𝑚

𝑖=1 a𝑖 ⋆ b𝑖−1 = 0.

Algorithm 9.22 GetZeroArgument: Computes a Zero Argument
Context:

Group modulus 𝑝 ∈ ℙ
Group cardinality 𝑞 ∈ ℙ s.t. 𝑝 = 2 ⋅ 𝑞 + 1
Group generator 𝑔 ∈ 𝔾𝑞
A multi-recipient public key pk ∈ 𝔾𝑘

𝑞
A commitment key ck = (ℎ, 𝑔1, … , 𝑔𝜈) ∈ ℂ𝜈

Input:
The statement composed of
- commitments c𝐴 ∈ 𝔾𝑞

𝑚

- commitments c𝐵 ∈ 𝔾𝑞
𝑚

- the value 𝑦 ∈ ℤ𝑞 defining the bilinear mapping ⋆ ▷ See algorithm 9.10
The witness composed of
- matrix 𝐴 = (�⃗�1, … , �⃗�𝑚) ∈ ℤ𝑞

𝑛×𝑚 ▷ The �⃗�𝑖 values correspond to the columns of A
- matrix 𝐵 = (�⃗�0, … , �⃗�𝑚−1) ∈ ℤ𝑞

𝑛×𝑚 ▷ The �⃗�𝑖 values correspond to the columns of B
- vector of exponents r = (𝑟1, … , 𝑟𝑚) ∈ ℤ𝑞

𝑚

- vector of exponents s = (𝑠0, … , 𝑠𝑚−1) ∈ ℤ𝑞
𝑚

Require: c𝐴 = GetCommitmentMatrix(𝐴, r, ck) ▷ See algorithm 9.8
Require: c𝐵 = GetCommitmentMatrix(𝐵, s, ck)
Require: ∑𝑚

𝑖=1 a𝑖 ⋆ b𝑖−1 = 0
Require: 𝑛, 𝑚 > 0

Operation:
1: �⃗�0 ← GenRandomVector(𝑞, 𝑛) ▷ See algorithm 5.2
2: �⃗�𝑚 ← GenRandomVector(𝑞, 𝑛)
3: 𝑟0 ← GenRandomInteger(𝑞) ▷ See algorithm 5.1
4: 𝑠𝑚 ← GenRandomInteger(𝑞)
5: 𝑐𝐴0 ← GetCommitment(a0, 𝑟0, ck) ▷ See algorithm 9.7
6: 𝑐𝐵𝑚 ← GetCommitment(b𝑚, 𝑠𝑚, ck)
7: d = (𝑑0, … , 𝑑2⋅𝑚) ← ComputeDVector((�⃗�0, … , �⃗�𝑚), (�⃗�0, … , �⃗�𝑚), 𝑦) ▷ See algorithm 9.24
8: t ← GenRandomVector(𝑞, 2 ⋅ 𝑚 + 1)
9: 𝑡𝑚+1 ← 0
10: cd ← GetCommitmentVector((𝑑0, … , 𝑑2⋅𝑚), t, ck) ▷ See algorithm 9.9
11: 𝑥 ← ByteArrayToInteger(RecursiveHash(𝑝, 𝑞, pk, ck, 𝑐𝐴0, 𝑐𝐵𝑚, cd, c𝐵, c𝐴)) ▷ See algorithm 3.8 and

algorithm 5.5
▷ Below this point, all operations are performed modulo 𝑞

12: for 𝑗 ∈ [0, 𝑛) do
13: a′

𝑗 ← ∑𝑚
𝑖=0 𝑥𝑖 ⋅ �⃗�𝑗,𝑖

14: b′
𝑗 ← ∑𝑚

𝑖=0 𝑥𝑚−𝑖 ⋅ �⃗�𝑗,𝑖
15: end for
16: 𝑟′ ← ∑𝑚

𝑖=0 𝑥𝑖 ⋅ 𝑟𝑖
17: 𝑠′ ← ∑𝑚

𝑖=0 𝑥𝑚−𝑖 ⋅ 𝑠𝑖
18: 𝑡′ ← ∑2⋅𝑚

𝑖=0 𝑥𝑖 ⋅ 𝑡𝑖

Output:
zeroArgument = (𝑐𝐴0, 𝑐𝐵𝑚, cd, a′, b′, 𝑟′, 𝑠′, 𝑡′) ∈ 𝔾𝑞 × 𝔾𝑞 × 𝔾𝑞

2𝑚+1 × ℤ𝑞
𝑛 × ℤ𝑞

𝑛 × ℤ𝑞 × ℤ𝑞 × ℤ𝑞

In the following algorithm, we verify if a provided zero argument supports the corre-
sponding statement. We conform to the convention of using the symbol ⊤ for true and
⊥ for false.
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Algorithm 9.23 VerifyZeroArgument: Verifies a Zero Argument
Context:

Group modulus 𝑝 ∈ ℙ
Group cardinality 𝑞 ∈ ℙ s.t. 𝑝 = 2 ⋅ 𝑞 + 1
Group generator 𝑔 ∈ 𝔾𝑞
A multi-recipient public key pk ∈ 𝔾𝑘

𝑞
A commitment key ck = (ℎ, 𝑔1, … , 𝑔𝜈) ∈ ℂ𝜈

Input:
The statement composed of
- commitments c𝐴 = (𝑐𝐴1, … , 𝑐𝐴𝑚) ∈ 𝔾𝑞

𝑚

- commitments c𝐵 = (𝑐𝐵0, … , 𝑐𝐵𝑚−1) ∈ 𝔾𝑞
𝑚

- the value 𝑦 ∈ ℤ𝑞 defining the bilinear mapping ⋆ ▷ See algorithm 9.10
The argument composed of
- the commitment 𝑐𝐴0 ∈ 𝔾𝑞
- the commitment 𝑐𝐵𝑚 ∈ 𝔾𝑞
- the commitment vector c𝑑 = (𝑐𝑑0, … , 𝑐𝑑2⋅𝑚) ∈ 𝔾𝑞

2⋅𝑚+1

- the exponent vector a′ ∈ ℤ𝑞
𝑛

- the exponent vector b′ ∈ ℤ𝑞
𝑛

- the exponent 𝑟′ ∈ ℤ𝑞
- the exponent 𝑠′ ∈ ℤ𝑞
- the exponent 𝑡′ ∈ ℤ𝑞

Operation:
1: 𝑥 ← ByteArrayToInteger(RecursiveHash(𝑝, 𝑞, pk, ck, 𝑐𝐴0, 𝑐𝐵𝑚, cd, c𝐵, c𝐴)) ▷ See algorithm 3.8 and

algorithm 5.5
2: verifCd ← 𝑐𝑑𝑚+1 = 1
3: prodCa ← ∏𝑚

𝑖=0 𝑐𝑥𝑖

𝐴𝑖
▷ The exponentiations of 𝑥 are computed modulo q, whereas the product and the

exponentiations of commitments are computed modulo p
4: commA ← GetCommitment(a′, 𝑟′, ck) ▷ See algorithm 9.7
5: verifA ← prodCa = commA
6: prodCb ← ∏𝑚

𝑖=0 𝑐𝑥𝑖
𝐵𝑚−𝑖

▷ The exponentiations of 𝑥 are computed modulo q, whereas the product and the
exponentiations of commitments are computed modulo p

7: commB ← GetCommitment(b′, 𝑠′, ck)
8: verifB ← prodCb = commB
9: prodCd ← ∏2⋅𝑚

𝑖=0 𝑐𝑥𝑖

𝑑𝑖
▷ The exponentiations of 𝑥 are computed modulo q, whereas the product and the

exponentiations of commitments are computed modulo p
10: prod ← a′ ⋆ b′ ▷ Using algorithm 9.10 with value 𝑦
11: commD ← GetCommitment((prod), 𝑡′, ck)
12: verifD ← prodCd = commD
13: if verifCd ∧ verifA ∧ verifB ∧ verifD then

return ⊤
14: else

return ⊥
15: end if

Output:
The result of the verification: ⊤ if the verification is successful, ⊥ otherwise.

Test values for the algorithm 9.23 are provided in the attached file.
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[
	{
		"description": "3072-bits, m=1, n=2, l=1",
		"context": {
			"p": "
			"q": "
			"g": "
			"pk": [
				"
			],
			"ck": {
				"h": "
				"g": [
					"
					"
				]
			}
		},
		"input": {
			"statement": {
				"c_a": [
					"
				],
				"c_b": [
					"
				],
				"y": "
			},
			"argument": {
				"c_a0": "
				"c_bm": "
				"c_d": [
					"
					"
					"0x1"
				],
				"a": [
					"
					"
				],
				"b": [
					"
					"
				],
				"r": "
				"s": "
				"t": "
			}
		},
		"output": {
			"result": true,
			"x": "0xDE82FBDB8F7420DCBEFADB9F708E8FEF2A681848141D1BE545DF7E517C219A0B"
		}
	},
	{
		"description": "3072-bits, m=2, n=3, l=2",
		"context": {
			"p": "
			"q": "
			"g": "
			"pk": [
				"
				"
			],
			"ck": {
				"h": "
				"g": [
					"
					"
					"
				]
			}
		},
		"input": {
			"statement": {
				"c_a": [
					"
					"
				],
				"c_b": [
					"
					"
				],
				"y": "
			},
			"argument": {
				"c_a0": "
				"c_bm": "
				"c_d": [
					"
					"
					"
					"0x1",
					"
				],
				"a": [
					"
					"
					"
				],
				"b": [
					"
					"
					"
				],
				"r": "
				"s": "
				"t": "
			}
		},
		"output": {
			"result": true,
			"x": "0x36002CE5C974F80E8AE28AAC7CD6B55CB3D4817A236F7C83E4ADDA414805354"
		}
	},
	{
		"description": "3072-bits, m=8, n=8, l=2",
		"context": {
			"p": "
			"q": "
			"g": "
			"pk": [
				"
				"
			],
			"ck": {
				"h": "
				"g": [
					"
					"
					"
					"
					"
					"
					"
					"
				]
			}
		},
		"input": {
			"statement": {
				"c_a": [
					"
					"
					"
					"
					"
					"
					"
					"
				],
				"c_b": [
					"
					"
					"
					"
					"
					"
					"
					"
				],
				"y": "
			},
			"argument": {
				"c_a0": "
				"c_bm": "
				"c_d": [
					"
					"
					"
					"
					"
					"
					"
					"
					"
					"0x1",
					"
					"
					"
					"
					"
					"
					"
				],
				"a": [
					"
					"
					"
					"
					"
					"
					"
					"
				],
				"b": [
					"
					"
					"
					"
					"
					"
					"
					"
				],
				"r": "
				"s": "
				"t": "
			}
		},
		"output": {
			"result": true,
			"x": "0x2B7E81140FAE01EE6B48DCC98AF573C94C1F92B5D630D32B6A1144DA5725A540"
		}
	},
	{
		"description": "3072-bits, m=8, n=8, l=4",
		"context": {
			"p": "
			"q": "
			"g": "
			"pk": [
				"
				"
				"
				"
			],
			"ck": {
				"h": "
				"g": [
					"
					"
					"
					"
					"
					"
					"
					"
				]
			}
		},
		"input": {
			"statement": {
				"c_a": [
					"
					"
					"
					"
					"
					"
					"
					"
				],
				"c_b": [
					"
					"
					"
					"
					"
					"
					"
					"
				],
				"y": "
			},
			"argument": {
				"c_a0": "
				"c_bm": "
				"c_d": [
					"
					"
					"
					"
					"
					"
					"
					"
					"
					"0x1",
					"
					"
					"
					"
					"
					"
					"
				],
				"a": [
					"
					"
					"
					"
					"
					"
					"
					"
				],
				"b": [
					"
					"
					"
					"
					"
					"
					"
					"
				],
				"r": "
				"s": "
				"t": "
			}
		},
		"output": {
			"result": true,
			"x": "0x8C835B7D3E0072FB7CE31DA72CD78D8993118F28E1D6E74F17331C589AA96424"
		}
	}
]
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Algorithm 9.24 ComputeDVector: Compute the vector d for the algorithm 9.22
Context:

Group modulus 𝑝 ∈ ℙ
Group cardinality 𝑞 ∈ ℙ s.t. 𝑝 = 2 ⋅ 𝑞 + 1
Group generator 𝑔 ∈ 𝔾𝑞

Input:
First matrix 𝐴 = ( ⃗𝑎0, … , ⃗𝑎𝑚) ∈ ℤ𝑞

𝑛×(𝑚+1)

Second matrix 𝐵 = ( ⃗𝑏0, … , ⃗𝑏𝑚) ∈ ℤ𝑞
𝑛×(𝑚+1)

Value 𝑦 ∈ ℤ𝑞
Require: 𝑛, 𝑚 > 0

Operation:
1: for 𝑘 ∈ [0, 2 ⋅ 𝑚] do
2: 𝑑𝑘 ← 0
3: for 𝑖 ∈ [max(0, 𝑘 − 𝑚), 𝑚] do
4: 𝑗 ← (𝑚 − 𝑘) + 𝑖
5: if 𝑗 > 𝑚 then
6: break from loop and proceed with next 𝑘
7: end if
8: 𝑑𝑘 ← 𝑑𝑘 + ⃗𝑎𝑖 ⋆ ⃗𝑏𝑗 ▷ See algorithm 9.10, addition is modulo 𝑞
9: end for

10: end for

Output:
d = (𝑑0, … , 𝑑2⋅𝑚) ∈ ℤ𝑞

2⋅𝑚+1
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9.3.6 Single Value Product Argument

In the following algorithm we generate an argument of knowledge of the opening (a, 𝑟)
where a = (𝑎0, … , 𝑎𝑛−1) s.t. 𝑐𝑎 = GenCommitment(a, 𝑟) and 𝑏 = ∏𝑛−1

𝑖=0 𝑎𝑖 mod 𝑞.

Algorithm 9.25 GetSingleValueProductArgument: Computes a Single Value Product
Argument
Context:

Group modulus 𝑝 ∈ ℙ
Group cardinality 𝑞 ∈ ℙ s.t. 𝑝 = 2 ⋅ 𝑞 + 1
Group generator 𝑔 ∈ 𝔾𝑞
A multi-recipient public key pk ∈ 𝔾𝑘

𝑞
A commitment key ck = (ℎ, 𝑔1, … , 𝑔𝜈) ∈ ℂ𝜈

Input:
The statement composed of
- commitment 𝑐𝑎 ∈ 𝔾𝑞
- the product 𝑏 ∈ ℤ𝑞
The witness composed of
- vector a = (𝑎0, … , 𝑎𝑛−1) ∈ ℤ𝑞

𝑛

- the randomness 𝑟 ∈ ℤ𝑞
Require: 𝑛 ≥ 2
Require: 𝑐𝑎 = GetCommitment(a, 𝑟, ck) ▷ See algorithm 9.7
Require: 𝑏 = ∏𝑛−1

𝑖=0 𝑎𝑖 mod 𝑞

Operation:
1: for 𝑘 ∈ [0, 𝑛) do
2: 𝑏𝑘 ← ∏𝑘

𝑖=0 𝑎𝑖 mod 𝑞
3: end for
4: (𝑑0, … , 𝑑𝑛−1) ← GenRandomVector(𝑞, 𝑛) ▷ See algorithm 5.2
5: 𝑟𝑑 ← GenRandomInteger(𝑞) ▷ See algorithm 5.1
6: 𝛿0 ← 𝑑0
7: if 𝑛 > 2 then
8: (𝛿1, … , 𝛿𝑛−2) ← GenRandomVector(𝑞, 𝑛 − 2)
9: end if
10: 𝛿𝑛−1 ← 0
11: 𝑠0 ← GenRandomInteger(𝑞)
12: 𝑠𝑥 ← GenRandomInteger(𝑞)
13: for 𝑘 ∈ [0, 𝑛 − 1) do
14: 𝛿′

𝑘 ← −𝛿𝑘𝑑𝑘+1 mod 𝑞
15: Δ𝑘 ← 𝛿𝑘+1 − 𝑎𝑘+1𝛿𝑘 − 𝑏𝑘𝑑𝑘+1 mod 𝑞
16: end for
17: 𝑐𝑑 ← GetCommitment((𝑑0, … , 𝑑𝑛−1), 𝑟𝑑, ck) ▷ See algorithm 9.7
18: 𝑐𝛿 ← GetCommitment((𝛿′

0, … , 𝛿′
𝑛−2), 𝑠0, ck)

19: 𝑐Δ ← GetCommitment((Δ0, … , Δ𝑛−2), 𝑠𝑥, ck)
20: 𝑥 ← ByteArrayToInteger(RecursiveHash(𝑝, 𝑞, pk, ck, 𝑐Δ, 𝑐𝛿, 𝑐𝑑, 𝑏, 𝑐𝑎)) ▷ See algorithm 3.8 and algorithm 5.5
21: for 𝑘 ∈ [0, 𝑛) do
22: �̃�𝑘 ← 𝑥 ⋅ 𝑎𝑘 + 𝑑𝑘 mod 𝑞
23: �̃�𝑘 ← 𝑥 ⋅ 𝑏𝑘 + 𝛿𝑘 mod 𝑞
24: end for
25: ̃𝑟 ← 𝑥 ⋅ 𝑟 + 𝑟𝑑 mod 𝑞
26: ̃𝑠 ← 𝑥 ⋅ 𝑠𝑥 + 𝑠0 mod 𝑞

Output:
singleValueProdArg = (𝑐𝑑, 𝑐𝛿, 𝑐Δ, (�̃�0, … , �̃�𝑛−1), (�̃�0, … , �̃�𝑛−1), ̃𝑟, ̃𝑠) ∈ 𝔾𝑞 × 𝔾𝑞 × 𝔾𝑞 × ℤ𝑞

𝑛 × ℤ𝑞
𝑛 × ℤ𝑞 × ℤ𝑞

In the following pseudocode algorithm, we verify if a provided Single Value Product
argument supports the corresponding statement.
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Algorithm 9.26 VerifySingleValueProductArgument: Verifies a Single Value Product
Argument
Context:

Group modulus 𝑝 ∈ ℙ
Group cardinality 𝑞 ∈ ℙ s.t. 𝑝 = 2 ⋅ 𝑞 + 1
Group generator 𝑔 ∈ 𝔾𝑞
A multi-recipient public key pk ∈ 𝔾𝑘

𝑞
A commitment key ck = (ℎ, 𝑔1, … , 𝑔𝜈) ∈ ℂ𝜈

Input:
The statement composed of
- commitment 𝑐𝑎 ∈ 𝔾𝑞
- the product 𝑏 ∈ ℤ𝑞
The argument composed of
- the commitment 𝑐𝑑 ∈ 𝔾𝑞
- the commitment 𝑐𝛿 ∈ 𝔾𝑞
- the commitment 𝑐Δ ∈ 𝔾𝑞
- the exponent vector ̃𝑎 = ( ̃𝑎0, … , ̃𝑎𝑛−1) ∈ ℤ𝑞

𝑛, 𝑛 ≥ 2
- the exponent vector ̃𝑏 = ( ̃𝑏0, … , ̃𝑏𝑛−1) ∈ ℤ𝑞

𝑛

- the exponent ̃𝑟 ∈ ℤ𝑞
- the exponent ̃𝑠 ∈ ℤ𝑞

Operation:
1: 𝑥 ← ByteArrayToInteger(RecursiveHash(𝑝, 𝑞, pk, ck, 𝑐Δ, 𝑐𝛿, 𝑐𝑑, 𝑏, 𝑐𝑎)) ▷ See

algorithm 3.8 and algorithm 5.5
2: prodCa ← 𝑐𝑥

𝑎 ⋅ 𝑐𝑑
3: commA ← GetCommitment( ̃𝑎, ̃𝑟, ck) ▷ See algorithm 9.7
4: verifA ← prodCa = commA
5: prodDelta ← 𝑐𝑥

Δ ⋅ 𝑐𝛿
6: for 𝑖 ∈ [0, 𝑛 − 1) do
7: 𝑒𝑖 ← 𝑥 ⋅ ̃𝑏𝑖+1 − ̃𝑏𝑖 ⋅ ̃𝑎𝑖+1
8: end for
9: commDelta ← GetCommitment((𝑒0, … , 𝑒𝑛−2), ̃𝑠, ck)

10: verifDelta ← prodDelta = commDelta
11: verifB ← ̃𝑏0 = ̃𝑎0 ∧ ̃𝑏𝑛−1 = 𝑥 ⋅ 𝑏
12: if verifA ∧ verifDelta ∧ verifB then

return ⊤
13: else

return ⊥
14: end if

Output:
The result of the verification: ⊤ if the verification is successful, ⊥ otherwise.

Test values for the algorithm 9.26 are provided in the attached
file.
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[
	{
		"description": "3072-bits, m=1, n=2, l=1",
		"context": {
			"p": "
			"q": "
			"g": "
			"pk": [
				"
			],
			"ck": {
				"h": "
				"g": [
					"
					"
				]
			}
		},
		"input": {
			"statement": {
				"c_a": "
				"b": "
			},
			"argument": {
				"c_d": "
				"c_lower_delta": "
				"c_upper_delta": "
				"a_tilde": [
					"
					"
				],
				"b_tilde": [
					"
					"
				],
				"r_tilde": "
				"s_tilde": "
			}
		},
		"output": {
			"result": true,
			"x": "0x406C768B3BDF94A8E6B05D0C8E130F26C019487EFBBB746DDB90FC4C933FDF9A"
		}
	},
	{
		"description": "3072-bits, m=2, n=3, l=2",
		"context": {
			"p": "
			"q": "
			"g": "
			"pk": [
				"
				"
			],
			"ck": {
				"h": "
				"g": [
					"
					"
					"
				]
			}
		},
		"input": {
			"statement": {
				"c_a": "
				"b": "
			},
			"argument": {
				"c_d": "
				"c_lower_delta": "
				"c_upper_delta": "
				"a_tilde": [
					"
					"
					"
				],
				"b_tilde": [
					"
					"
					"
				],
				"r_tilde": "
				"s_tilde": "
			}
		},
		"output": {
			"result": true,
			"x": "0xFC0CF39210B58B9856F980DA5A844B0979AE2803BDBE2D4FECB6277E781004F7"
		}
	},
	{
		"description": "3072-bits, m=8, n=8, l=2",
		"context": {
			"p": "
			"q": "
			"g": "
			"pk": [
				"
				"
			],
			"ck": {
				"h": "
				"g": [
					"
					"
					"
					"
					"
					"
					"
					"
				]
			}
		},
		"input": {
			"statement": {
				"c_a": "
				"b": "
			},
			"argument": {
				"c_d": "
				"c_lower_delta": "
				"c_upper_delta": "
				"a_tilde": [
					"
					"
					"
					"
					"
					"
					"
					"
				],
				"b_tilde": [
					"
					"
					"
					"
					"
					"
					"
					"
				],
				"r_tilde": "
				"s_tilde": "
			}
		},
		"output": {
			"result": true,
			"x": "0x571CA1413DD104D978D9D9DE70F86C3EA8573D010F1A661D5CBDD146D9E60066"
		}
	},
	{
		"description": "3072-bits, m=8, n=8, l=4",
		"context": {
			"p": "
			"q": "
			"g": "
			"pk": [
				"
				"
				"
				"
			],
			"ck": {
				"h": "
				"g": [
					"
					"
					"
					"
					"
					"
					"
					"
				]
			}
		},
		"input": {
			"statement": {
				"c_a": "
				"b": "
			},
			"argument": {
				"c_d": "
				"c_lower_delta": "
				"c_upper_delta": "
				"a_tilde": [
					"
					"
					"
					"
					"
					"
					"
					"
				],
				"b_tilde": [
					"
					"
					"
					"
					"
					"
					"
					"
				],
				"r_tilde": "
				"s_tilde": "
			}
		},
		"output": {
			"result": true,
			"x": "0xAEC0F9429559383C47D7C583921C3C96C4AE6B718E5ECEA96CAAFB5C5B2DE6AF"
		}
	}
]
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10 Zero-Knowledge Proofs
10.1 Introduction
This section introduces various Zero-Knowledge Proofs of Knowledge, based on the work
by Maurer [23]. We extensively document and formalize the zero-knowledge proof sys-
tem’s security—including the non-interactive case—in the computational proof [29]. In
each case, the idea is to make a statement, consisting of a homomorphism 𝜙 ∶ 𝔾1 → 𝔾2
and an image 𝑦 and provide a Zero-Knowledge Proof of the Pre-image 𝑤 such that
𝑦 = 𝜙(𝑤). We name that pre-image the witness.

While such proofs are usually interactive, we rely on the Fiat-Shamir transform to
turn them non-interactive. We use the hash function described in algorithm 5.5. The
proof consists of the following steps:

• draw 𝑏 ∈ 𝔾1 at random

• compute 𝑐 = 𝜙(𝑏)

• compute 𝑒 = RecursiveHash(𝜙, 𝑦, 𝑐, auxiliaryData)

• compute 𝑧 = 𝑏 ⋆ 𝑤𝑒 (where ⋆ is the group operation for 𝔾1, and exponentiation is
the repetition of that operation)

• output 𝜋 = (𝑒, 𝑧)

The verification can be summarized as:

• compute 𝑥 = 𝜙(𝑧)

• compute 𝑐′ = 𝑥 ⊗ 𝑦−𝑒 (where ⊗ is the group operation for 𝔾2, and exponentiation
is the repetition of that operation)

• if and only if RecursiveHash(𝜙, 𝑦, 𝑐′, auxiliaryData) = 𝑒, the proof is valid

Each type of proof is a specialization of the generic prove and verify algorithm.
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10.2 Schnorr Proof
In this section we provide a proof of knowledge of a discrete logarithm, also known as a
Schnorr proof. Given the values 𝑥, 𝑦, 𝑔 and 𝑝 such that 𝑥 ≡ log𝑔(𝑦) (mod 𝑝), we want to
prove knowledge of 𝑥 without revealing its value.

In this case, the phi-function is 𝑥 ↦ 𝑔𝑥 mod 𝑝, with domain (ℤ𝑞, +) and co-domain
(𝔾𝑞, ×). As such, the operations given as ⋆ consist of additions modulo 𝑞 and the
“exponentiation” used in the computation of 𝑧 is a multiplication; whereas the operation
noted as ⊗ is a multiplication modulo 𝑝, and the exponentiation given in the computation
of 𝑐′ is a modular exponentiation in 𝔾𝑞.

Algorithm 10.1 ComputePhiSchnorr: Compute the phi-function for a Schnorr proof
Context:

Group modulus 𝑝 ∈ ℙ
Group cardinality 𝑞 ∈ ℙ s.t. 𝑝 = 2 ⋅ 𝑞 + 1
Base 𝑔 ∈ 𝔾𝑞 ⧵ {1}

Input:
An exponent 𝑥 ∈ ℤ𝑞

Operation:
1: 𝑦 ← 𝑔𝑥 mod 𝑝
2: return 𝑦

Output:
The power 𝑦 ∈ 𝔾𝑞

85



Cryptographic Primitives of the Swiss Post Voting System
Pseudocode Specification

© 2024 Swiss Post Ltd.
Version 1.4.1

Algorithm 10.2 GenSchnorrProof: Generate a proof of knowledge of a discrete logarithm
Context:

Group modulus 𝑝 ∈ ℙ
Group cardinality 𝑞 ∈ ℙ s.t. 𝑝 = 2 ⋅ 𝑞 + 1
Base 𝑔 ∈ 𝔾𝑞 ⧵ {1}

Input:
The witness – a secret exponent 𝑥 ∈ ℤ𝑞
The statement – a power 𝑦 ∈ 𝔾𝑞 s.t. 𝑦 = 𝑔𝑥

An array of optional additional information iaux ∈ (𝔸𝑈𝐶𝑆
∗)𝑠, 𝑠 ∈ ℕ

Operation:
1: 𝑏 ← GenRandomInteger(𝑞) ▷ See algorithm 5.1
2: 𝑐 ← ComputePhiSchnorr(𝑏) ▷ See algorithm 10.1
3: f ← (𝑝, 𝑞, 𝑔)
4: haux ← (‶SchnorrProof″, iaux) ▷ If iaux is empty, we omit it
5: 𝑒 ← ByteArrayToInteger(RecursiveHash(f, 𝑦, 𝑐, haux)) ▷ See algorithms 3.8 and 5.5
6: 𝑧 ← 𝑏 + 𝑒 ⋅ 𝑥 mod 𝑞

Output:
Proof (𝑒, 𝑧) ∈ ℤ𝑞 × ℤ𝑞
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Algorithm 10.3 VerifySchnorr: Verifies the validity of a Schnorr proof
Context:

Group modulus 𝑝 ∈ ℙ
Group cardinality 𝑞 ∈ ℙ s.t. 𝑝 = 2 ⋅ 𝑞 + 1
Base 𝑔 ∈ 𝔾𝑞 ⧵ {1}

Input:
The proof (𝑒, 𝑧) ∈ ℤ𝑞 × ℤ𝑞
The statement – a power 𝑦 ∈ 𝔾𝑞
An array of optional additional information iaux ∈ (𝔸𝑈𝐶𝑆

∗)𝑠, 𝑠 ∈ ℕ

Operation:
1: 𝑥 ← ComputePhiSchnorr(𝑧) ▷ See algorithm 10.1
2: f ← (𝑝, 𝑞, 𝑔)
3: 𝑐′ ← 𝑥 ⋅ 𝑦−𝑒 mod 𝑝
4: haux ← (‶SchnorrProof″, iaux) ▷ If iaux is empty, we omit it
5: 𝑒′ ← ByteArrayToInteger(RecursiveHash(f, 𝑦, 𝑐′, haux)) ▷ See algorithms 3.8 and 5.5
6: if 𝑒 = 𝑒′ then

return ⊤
7: else

return ⊥
8: end if

Output:
The result of the verification: ⊤ if the verification is successful, ⊥ otherwise.

Test values for the algorithm 10.3 are provided in the attached file.
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[
	{
		"description": "3072-schnorr-proof",
		"context": {
			"p": "
			"q": "
			"g": "0x4"
		},
		"input": {
			"proof": {
				"e": "0xFE6B909E2C4EC3C9A25315EAF1E99A50452BBD22E75A69C247147E23669D665F",
				"z": "
			},
			"statement": "
			"additional_information": [
				"test-0",
				"test-1"
			]
		},
		"output": {
			"result": "true"
		}
	}
]
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10.3 Decryption Proof
We prove that a decryption matches the message encrypted under the advertised public
key. In this case, the phi-function maps our witness—the private key —to the public
key and the decryption of the ciphertext. Hence, we define the phi-function as shown in
algorithm 10.4.

Algorithm 10.4 ComputePhiDecryption: Compute the phi-function for decryption
Context:

Group modulus 𝑝 ∈ ℙ
Group cardinality 𝑞 ∈ ℙ s.t. 𝑝 = 2 ⋅ 𝑞 + 1
Group generator 𝑔 ∈ 𝔾𝑞

Input:
Preimage (𝑥0, … , 𝑥ℓ−1) ∈ ℤ𝑞

ℓ

Base 𝛾 ∈ 𝔾𝑞

Operation:
1: for 𝑖 ∈ [0, ℓ) do
2: 𝑦𝑖 ← 𝑔𝑥𝑖 ▷ 𝑦𝑖 = pk𝑖 when 𝑥𝑖 = sk𝑖
3: 𝑦ℓ+𝑖 ← 𝛾𝑥𝑖 ▷ 𝑦ℓ+𝑖 = 𝑔sk𝑖⋅𝑟 = 𝜙𝑖

𝑚𝑖
when 𝛾 = 𝑔𝑟 and 𝑥𝑖 = sk𝑖

4: end for
▷ All symbols used in the comments above are aligned with algorithms 8.4

and 8.5

Output:
The image (𝑦0, … , 𝑦2⋅ℓ−1) ∈ 𝔾𝑞

2⋅ℓ

This algorithm implies that for the multi-recipient ElGamal key pair (pk, sk) and the
valid decryption 𝑚 = (𝑚0, … , 𝑚ℓ−1) of the ciphertext (𝛾, 𝜙0, … , 𝜙ℓ−1), the computation
of the ComputePhiDecryption(sk, 𝛾) would yield (pk0, … , pkℓ−1, 𝜙0

𝑚0
, … , 𝜙ℓ−1

𝑚ℓ−1
).
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Generating and verifying decryption proofs The algorithms below are the adaptations
of the general case presented in section 10.1, with explicit domains and operations. Our
phi-function defined in algorithm 10.4 has domain (ℤ𝑞

ℓ, +) and co-domain (𝔾𝑞
2ℓ, ×).

Therefore the operations given as ⋆ will be replaced with addition (modulo 𝑞), and the
“exponentiation” used in the computation of 𝑧 is actually a multiplication; whereas the
operation denoted by ⊗ is multiplication (modulo 𝑝) and the exponentiation used in the
computation of 𝑐′ is a modular exponentiation in 𝔾𝑞.

Algorithm 10.5 GenDecryptionProof: Generate a proof of validity for the provided
decryption
Context:

Group modulus 𝑝 ∈ ℙ
Group cardinality 𝑞 ∈ ℙ s.t. 𝑝 = 2 ⋅ 𝑞 + 1
Group generator 𝑔 ∈ 𝔾𝑞

Input:
A multi-recipient ciphertext C = (𝛾, 𝜙0, … , 𝜙ℓ−1) ∈ ℍℓ
A multi-recipient key pair (pk, sk) ∈ 𝔾𝑘

𝑞 × ℤ𝑘
𝑞

A multi-recipient message m = (𝑚0, … , 𝑚ℓ−1) ∈ 𝔾𝑞
ℓ s.t. m = GetMessage(C, sk)

An array of optional additional information iaux ∈ (𝔸𝑈𝐶𝑆
∗)𝑠, 𝑠 ∈ ℕ

Require: 0 < ℓ ≤ 𝑘

Operation:
1: b ← GenRandomVector(𝑞, ℓ) ▷ See algorithm 5.2
2: c ← ComputePhiDecryption(b, 𝛾) ▷ See algorithm 10.4
3: f ← (𝑝, 𝑞, 𝑔, 𝛾)
4: for 𝑖 ∈ [0, ℓ) do
5: 𝑦𝑖 ← pk𝑖
6: 𝑦ℓ+𝑖 ← 𝜙𝑖

𝑚𝑖
7: end for
8: haux ← (‶DecryptionProof″, (𝜙0, … , 𝜙ℓ−1), m, iaux) ▷ If iaux is empty, we omit it
9: 𝑒 ← ByteArrayToInteger(RecursiveHash(f, (𝑦0, … , 𝑦2⋅ℓ−1), c, haux)) ▷ See

algorithms 3.8 and 5.5
10: sk′ ← (sk0, … , skℓ−1)
11: z ← b + 𝑒 ⋅ sk′

Output:
Proof (𝑒, z) ∈ ℤ𝑞 × ℤ𝑞

ℓ
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Algorithm 10.6 VerifyDecryption: Verifies the validity of a decryption proof
Context:

Group modulus 𝑝 ∈ ℙ
Group cardinality 𝑞 ∈ ℙ s.t. 𝑝 = 2 ⋅ 𝑞 + 1
Group generator 𝑔 ∈ 𝔾𝑞

Input:
A multi-recipient ciphertext 𝐶 = (𝛾, 𝜙0, … , 𝜙ℓ−1) ∈ ℍℓ
A multi-recipient public key pk = (pk0, … , pk𝑘−1) ∈ 𝔾𝑘

𝑞
A multi-recipient message m = (𝑚0, … , 𝑚ℓ−1) ∈ 𝔾𝑞

ℓ ▷ We expect
m = GetMessage(C, sk)
The proof (𝑒, z) ∈ ℤ𝑞 × ℤ𝑞

ℓ

An array of optional additional information iaux ∈ (𝔸𝑈𝐶𝑆
∗)𝑠, 𝑠 ∈ ℕ

Require: 0 < ℓ ≤ 𝑘

Operation:
1: x ← ComputePhiDecryption(z, 𝛾) ▷ See algorithm 10.4
2: f ← (𝑝, 𝑞, 𝑔, 𝛾)
3: for 𝑖 ∈ [0, ℓ) do
4: 𝑦𝑖 ← pk𝑖
5: 𝑦ℓ+𝑖 ← 𝜙𝑖

𝑚𝑖
6: end for
7: for 𝑖 ∈ [0, 2 ⋅ ℓ) do
8: 𝑐′

𝑖 ← 𝑥𝑖𝑦−𝑒
𝑖

9: end for
10: haux ← (‶DecryptionProof″, (𝜙0, … , 𝜙ℓ−1), m, iaux) ▷ If iaux is empty, we omit it
11: 𝑒′ ← ByteArrayToInteger(RecursiveHash(f, (𝑦0, … , 𝑦2⋅ℓ−1), (𝑐′

0, … , 𝑐′
2⋅ℓ−1), haux)) ▷ See

algorithms 3.8 and 5.5
12: if 𝑒 = 𝑒′ then

return ⊤
13: else

return ⊥
14: end if

Output:
The result of the verification: ⊤ if the verification is successful, ⊥ otherwise.

Test values for the algorithm 10.6 are provided in the attached
file.
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[
	{
		"description": "3072-bits-verify-decryption-2",
		"context": {
			"p": "
			"q": "
			"g": "0x4"
		},
		"input": {
			"ciphertext": {
				"gamma": "
				"phis": [
					"
					"
				]
			},
			"public_key": [
				"
				"
			],
			"message": [
				"
				"
			],
			"proof": {
				"e": "0x48214C10AE11C59A0ED9DAAA6CBC5890000F952ED83008F9B7205E339AD09E12",
				"z": [
					"
					"
				]
			},
			"additional_information": []
		},
		"output": {
			"verif_result": "true"
		}
	},
	{
		"description": "3072-bits-verify-decryption-5",
		"context": {
			"p": "
			"q": "
			"g": "0x4"
		},
		"input": {
			"ciphertext": {
				"gamma": "
				"phis": [
					"
					"
					"
					"
					"
				]
			},
			"public_key": [
				"
				"
				"
				"
				"
			],
			"message": [
				"
				"
				"
				"
				"
			],
			"proof": {
				"e": "0xBE506CABC7D43E22C754E80AD55D6522ED9F360107F062341AD7E0D143F9145",
				"z": [
					"
					"
					"
					"
					"
				]
			},
			"additional_information": []
		},
		"output": {
			"verif_result": "true"
		}
	}
]


Swiss Post
Sample verification data
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10.4 Exponentiation Proof
We prove that the same secret exponent is used for a vector of exponentiations. In this
case, the phi-function maps our witness—the secret exponent—to the exponentiation of
a given vector of bases. We define the phi-function as shown in algorithm 10.7.

Algorithm 10.7 ComputePhiExponentiation: Compute the phi-function for exponenti-
ation
Context:

Group modulus 𝑝 ∈ ℙ
Group cardinality 𝑞 ∈ ℙ s.t. 𝑝 = 2 ⋅ 𝑞 + 1

Input:
Preimage 𝑥 ∈ ℤ𝑞
Bases (𝑔0, … , 𝑔𝑛−1) ∈ 𝔾𝑞

𝑛 s.t. 𝑛 ∈ ℕ+

Operation:
1: for 𝑖 ∈ [0, 𝑛) do
2: 𝑦𝑖 ← 𝑔𝑥

𝑖 mod 𝑝
3: end for
4: return (𝑦0, … , 𝑦𝑛−1)

Output:
y = (𝑦0, … , 𝑦𝑛−1) ∈ 𝔾𝑞

𝑛
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Generating and verifying exponentiation proofs The algorithms below are the adapta-
tions of the general case presented in section 10.1, with explicit domains and operations.
Our phi-function defined in algorithm 10.7 has domain (ℤ𝑞, +) and co-domain (𝔾𝑞

𝑛, ×).
Therefore the operations given as ⋆ will be replaced with addition (modulo 𝑞), and the
“exponentiation” used in the computation of 𝑧 is a multiplication; whereas the oper-
ation denoted by ⊗ is multiplication (modulo 𝑝) and the exponentiation used in the
computation of 𝑐′ is a modular exponentiation in 𝔾𝑞.

Algorithm 10.8 GenExponentiationProof: Generate a proof of validity for the provided
exponentiation
Context:

Group modulus 𝑝 ∈ ℙ
Group cardinality 𝑞 ∈ ℙ s.t. 𝑝 = 2 ⋅ 𝑞 + 1

Input:
A vector of bases g = (𝑔0, … , 𝑔𝑛−1) ∈ 𝔾𝑞

𝑛 s.t. 𝑛 ∈ ℕ+

The witness – a secret exponent 𝑥 ∈ ℤ𝑞
The statement – a vector of exponentiations y = (𝑦0, … , 𝑦𝑛−1) ∈ 𝔾𝑞

𝑛 s.t. 𝑦𝑖 = 𝑔𝑥
𝑖

An array of optional additional information iaux ∈ (𝔸𝑈𝐶𝑆
∗)𝑠, 𝑠 ∈ ℕ

Operation:
1: 𝑏 ← GenRandomInteger(𝑞) ▷ See algorithm 5.1
2: c ← ComputePhiExponentiation(𝑏, g) ▷ See algorithm 10.7
3: f ← (𝑝, 𝑞, g)
4: haux ← (‶ExponentiationProof″, iaux) ▷ If iaux is empty, we omit it
5: 𝑒 ← ByteArrayToInteger(RecursiveHash(f, y, c, haux)) ▷ See algorithms 3.8 and 5.5
6: 𝑧 ← 𝑏 + 𝑒 ⋅ 𝑥 mod 𝑞

Output:
Proof (𝑒, 𝑧) ∈ ℤ𝑞 × ℤ𝑞
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Algorithm 10.9 VerifyExponentiation: Verifies the validity of an exponentiation proof
Context:

Group modulus 𝑝 ∈ ℙ
Group cardinality 𝑞 ∈ ℙ s.t. 𝑝 = 2 ⋅ 𝑞 + 1

Input:
A vector of bases g = (𝑔0, … , 𝑔𝑛−1) ∈ 𝔾𝑞

𝑛 s.t. 𝑛 ∈ ℕ+

The statement – a vector of exponentiations y = (𝑦0, … , 𝑦𝑛−1) ∈ 𝔾𝑞
𝑛

The proof (𝑒, 𝑧) ∈ ℤ𝑞 × ℤ𝑞
An array of optional additional information iaux ∈ (𝔸𝑈𝐶𝑆

∗)𝑠, 𝑠 ∈ ℕ

Operation:
1: x ← ComputePhiExponentiation(𝑧, g) ▷ See algorithm 10.7
2: f ← (𝑝, 𝑞, g)
3: for 𝑖 ∈ [0, 𝑛) do
4: 𝑐′

𝑖 ← 𝑥𝑖 ⋅ 𝑦−𝑒
𝑖

5: end for
6: haux ← (‶ExponentiationProof″, iaux) ▷ If iaux is empty, we omit it
7: 𝑒′ ← ByteArrayToInteger(RecursiveHash(f, y, (𝑐′

0, … , 𝑐′
𝑛−1), haux)) ▷ See

algorithms 3.8 and 5.5
8: if 𝑒 = 𝑒′ then

return ⊤
9: else

return ⊥
10: end if

Output:
The result of the verification: ⊤ if the verification is successful, ⊥ otherwise.

Test values for the algorithm 10.9 are provided in the attached
file.
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[
	{
		"description": "3072-verify-exponentiation-1",
		"context": {
			"p": "
			"q": "
			"g": "0x4"
		},
		"input": {
			"bases": [
				"
			],
			"statement": [
				"
			],
			"proof": {
				"e": "0x5636744690A3B23308800A82E1C482C873B13A760153EF28F7DB42B3ACE49303",
				"z": "
			},
			"additional_information": [
				"test-0"
			]
		},
		"output": {
			"verif_result": "true"
		}
	},
	{
		"description": "3072-verify-exponentiation-2",
		"context": {
			"p": "
			"q": "
			"g": "0x4"
		},
		"input": {
			"bases": [
				"
				"
			],
			"statement": [
				"
				"
			],
			"proof": {
				"e": "0xB1EA73A8BE45C17E6416A8FB86D326C580A86FE31958D4A7F7FC76E9981CB690",
				"z": "
			},
			"additional_information": [
				"test-0",
				"test-1"
			]
		},
		"output": {
			"verif_result": "true"
		}
	},
	{
		"description": "3072-verify-exponentiation-7",
		"context": {
			"p": "
			"q": "
			"g": "0x4"
		},
		"input": {
			"bases": [
				"
				"
				"
				"
				"
				"
				"
			],
			"statement": [
				"
				"
				"
				"
				"
				"
				"
			],
			"proof": {
				"e": "0xB5706811B59D6CE68F85A5F84C87FEA0A259DADDC0EDDD2CE43ABF73AE26F0BD",
				"z": "
			},
			"additional_information": [
				"test-0",
				"test-1"
			]
		},
		"output": {
			"verif_result": "true"
		}
	}
]


Swiss Post
Sample verification data



Cryptographic Primitives of the Swiss Post Voting System
Pseudocode Specification

© 2024 Swiss Post Ltd.
Version 1.4.1

10.5 Plaintext Equality Proof
We prove that two encryptions under different keys correspond to the same plaintext.
The ciphertexts are written as c = (𝑐0, 𝑐1) = (𝑔𝑟, ℎ𝑟𝑚) and c′ = (𝑐′

0, 𝑐′
1) = (𝑔𝑟′, ℎ′𝑟′𝑚),

where 𝑔 is the generator , ℎ and ℎ′ are the public keys, and 𝑚 is the same message in
both cases. In this case, the phi-function is defined by the primes 𝑝 and 𝑞, defining 𝔾𝑞,
as well as the generator 𝑔 and the public keys ℎ and ℎ′, as follows:

𝜙PlaintextEquality ∶ ℤ𝑞
2 → 𝔾𝑞

3

𝜙PlaintextEquality(𝑥, 𝑥′) = (𝑔𝑥, 𝑔𝑥′, ℎ𝑥

ℎ′𝑥′ )

This implies that 𝜙PlaintextEquality(𝑟, 𝑟′) = (𝑐0, 𝑐′
0, 𝑐1

𝑐′
1
), if and only if the message is the

same in both encryptions.

Algorithm 10.10 ComputePhiPlaintextEquality: Compute the phi-function for plaintext
equality
Context:

Group modulus 𝑝 ∈ ℙ
Group cardinality 𝑞 ∈ ℙ s.t. 𝑝 = 2 ⋅ 𝑞 + 1
Group generator 𝑔 ∈ 𝔾𝑞

Input:
Preimage (𝑥, 𝑥′) ∈ ℤ𝑞

2

First public key ℎ ∈ 𝔾𝑞
Second public key ℎ′ ∈ 𝔾𝑞

Operation:
1: return (𝑔𝑥, 𝑔𝑥′, ℎ𝑥

ℎ′𝑥′ ) ▷ All exponentiations performed modulo 𝑝

Output:
The image (𝑔𝑥, 𝑔𝑥′, ℎ𝑥

ℎ′𝑥′ ) ∈ 𝔾𝑞
3
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Generating and verifying plaintext equality proofs The algorithms below are the adap-
tations of the general case presented in section 10.1, with explicit domains and opera-
tions. Our phi-function defined in algorithm 10.10 has domain (ℤ𝑞

2, +) and co-domain
(𝔾𝑞

3, ×). Therefore the operations given as ⋆ will be replaced with addition (modulo 𝑞),
and the “exponentiation” used in the computation of 𝑧 is a multiplication; whereas the
operation denoted by ⊗ is multiplication (modulo 𝑝) and the exponentiation used in the
computation of 𝑐′ is a modular exponentiation in 𝔾𝑞.

Algorithm 10.11 GenPlaintextEqualityProof: Generate a proof of equality of the plain-
text corresponding to the two provided encryptions
Context:

Group modulus 𝑝 ∈ ℙ
Group cardinality 𝑞 ∈ ℙ s.t. 𝑝 = 2 ⋅ 𝑞 + 1
Group generator 𝑔 ∈ 𝔾𝑞

Input:
The first ciphertext C = (𝑐0, 𝑐1) ∈ 𝔾𝑞

2

The second ciphertext C′ = (𝑐′
0, 𝑐′

1) ∈ 𝔾𝑞
2

The first public key ℎ ∈ 𝔾𝑞
The second public key ℎ′ ∈ 𝔾𝑞
The witness—the randomness used in the encryptions— (𝑟, 𝑟′) ∈ ℤ𝑞

2

An array of optional additional information iaux ∈ (𝔸𝑈𝐶𝑆
∗)𝑠, 𝑠 ∈ ℕ

Operation:
1: (𝑏1, 𝑏2) ← GenRandomVector(𝑞, 2) ▷ See algorithm 5.2
2: c ← ComputePhiPlaintextEquality((𝑏1, 𝑏2), ℎ, ℎ′) ▷ See algorithm 10.10
3: f ← (𝑝, 𝑞, 𝑔, ℎ, ℎ′)
4: y ← (𝑐0, 𝑐′

0, 𝑐1
𝑐′

1
)

5: haux ← (‶PlaintextEqualityProof″, 𝑐1, 𝑐′
1, iaux) ▷ If iaux is empty, we omit it

6: 𝑒 ← ByteArrayToInteger(RecursiveHash(f, y, c, haux)) ▷ See algorithms 3.8 and 5.5
7: z ← (𝑏1 + 𝑒 ⋅ 𝑟, 𝑏2 + 𝑒 ⋅ 𝑟′)

Output:
Proof (𝑒, z) ∈ ℤ𝑞 × ℤ𝑞

2
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Algorithm 10.12 VerifyPlaintextEquality: Verifies the validity of a plaintext equality
proof
Context:

Group modulus 𝑝 ∈ ℙ
Group cardinality 𝑞 ∈ ℙ s.t. 𝑝 = 2 ⋅ 𝑞 + 1
Group generator 𝑔 ∈ 𝔾𝑞

Input:
The first ciphertext C = (𝑐0, 𝑐1) ∈ 𝔾𝑞

2

The second ciphertext C′ = (𝑐′
0, 𝑐′

1) ∈ 𝔾𝑞
2

The first public key ℎ ∈ 𝔾𝑞
The second public key ℎ′ ∈ 𝔾𝑞
The proof (𝑒, z) ∈ ℤ𝑞 × ℤ𝑞

2

An array of optional additional information iaux ∈ (𝔸𝑈𝐶𝑆
∗)𝑠, 𝑠 ∈ ℕ

Operation:
1: x ← ComputePhiPlaintextEquality(z, ℎ, ℎ′) ▷ See algorithm 10.10
2: f ← (𝑝, 𝑞, 𝑔, ℎ, ℎ′)
3: y ← (𝑐0, 𝑐′

0, 𝑐1
𝑐′

1
)

4: c′ ← x ⋅ y−𝑒

5: haux ← (‶PlaintextEqualityProof″, 𝑐1, 𝑐′
1, iaux) ▷ If iaux is empty, we omit it

6: 𝑒′ ← ByteArrayToInteger(RecursiveHash(f, y, c′, haux)) ▷ See algorithms 3.8 and 5.5
7: if 𝑒 = 𝑒′ then

return ⊤
8: else

return ⊥
9: end if

Output:
The result of the verification: ⊤ if the verification is successful, ⊥ otherwise.

Test values for the algorithm 10.12 are provided in the attached
file.
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[
	{
		"description": "3072-verify-plaintext-equality",
		"context": {
			"p": "
			"q": "
			"g": "0x4"
		},
		"input": {
			"upper_c": {
				"gamma": "
				"phis": [
					"
				]
			},
			"upper_c_prime": {
				"gamma": "
				"phis": [
					"
				]
			},
			"h": "
			"h_prime": "
			"proof": {
				"e": "0x3ABC15411DF0F7CE4B2E71ABBE1F8F6AA0D8CD5E67F63CF45AB47EE75EE809EA",
				"z": [
					"
					"
				]
			},
			"i_aux": []
		},
		"output": {
			"output": "true"
		}
	},
	{
		"description": "3072-verify-plaintext-equality",
		"context": {
			"p": "
			"q": "
			"g": "0x4"
		},
		"input": {
			"upper_c": {
				"gamma": "
				"phis": [
					"
				]
			},
			"upper_c_prime": {
				"gamma": "
				"phis": [
					"
				]
			},
			"h": "
			"h_prime": "
			"proof": {
				"e": "0x513F79DF97975847E15EC558A54D1BA83A27648CC1C22B51A03211C9F24B1E94",
				"z": [
					"
					"
				]
			},
			"i_aux": [
				"Test string 0",
				"Test string 1",
				"Test string 2",
				"Test string 3"
			]
		},
		"output": {
			"output": "true"
		}
	}
]
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