
RustyGatekeeper

Storage Backend -

Not trusted, used just
for persistence

GatewayBarrier -
Ensures Data is verified

and encrypted in and
out.

Can also serve as a
gateway for IoT, etc.

Secrets Engine -

Manages Secrets
- `kv` engine returns

same secrets when
queried

- Some store policies to
dynamically generate a

secret each time it is
queried

Audit Device -

Manages audit logs.
Requests  go through

audit devices that allow
multiple parallel audit
logging destinations

Auth Method -

Auth methods used to
authenticate users,
devices, servers or

other machines.
Methods can be TOTP,
passphrase, PIN, one-

time-pin gen, Hardware
Key, API Key, Basic

Auth, OS Auth,
BioMetrics

Cache algorithm -

Store keys as cache and
a funtion to persist to
database and delete
from database and

update to cache

Secret -
- Branca Token

- TLS Keys
- SRP Keys
- GPG Keys
- PGP Keys
-Keybase

Non-Secrets -

- Blake2 hashes
- Release Notes

- System Configuration
- Status Information

- Policies

These are leases or
contacts that must

have an expiry date/
time(including `Never`

expiry

Client Token -

RG token (branca)
passed via HTTP

headers just like a
cookie for future

requests

Try a KeyValue Store for
this or used a data

format (RON)

Audit broker -

Pub/Sub that provides
logging to audit devices

and sending
notifications via push,
FlatBuffers RPC, email
and message brokers

Use shamirs secret
sharing algorithm or

not

Permissions -

Protected inside RG
and enforced on users

per request

Raft for distributed
storage

Emit HTML5 for login
forms and file

uploading

-Secure from
Eavesdropping
- Tamper-resistance
with data in transit or
at rest and ability to
abort processing
- Try something other
than TLS for client to
trust server
- Storage layer
protected by
XCHACHAPOLY

Token Authentication -
- Identifier

- Display Name
- Metadata

- Number of uses
- Parent ID

- Policies Associated
- Scheme URI

Key rotation in
response to a leak, or as

a normal routine

Plugin architecture with
plugin folder and

updates

Install to the users
directory

Web UI over localhost
and WAN

telemetry statistics and
remote addresses


