
Incoming 
Request

All Authorization header 
parameters in place?

Check for 
Authorization header and 
X-Amz-Algorithm query 

string parameter

X-Amz-Algorithm Query String Parameter Only

Yes

I ncompl et eSi gnat ur e
Aut hor i zat i on header  r equi r es 

' Cr edent i al '  par amet er .  Aut hor i zat i on 
header  r equi r es ' Si gnat ur e'  par amet er .  

Aut hor i zat i on header  r equi r es 
' Si gnedHeader s '  par amet er .  Aut hor i zat i on 

header  r equi r es exi st ence of  ei t her  a 
\ ' X- Amz- Dat e'  or  a ' Dat e'  header .  

Aut hor i zat i on=AWS4- HMAC- SHA256

No

Yes

Yes

First Authorization header is 
AWS4-HMAC-SHA256?

I ncompl et eSi gnat ur e
Unsuppor t ed AWS ' al gor i t hm' :  ' . . . ' .

No

Date expired?
Si gnat ur eDoesNot Mat ch

Si gnat ur e expi r ed:  . . .  i s  now ear l i er  
t han . . .  ( . . .  -  15 mi n. )

Yes

Si gnat ur eDoesNot Mat ch
Si gnat ur e not  yet  cur r ent :  . . .  i s  st i l l  

l at er  t han . . .  ( . . .  + 15 mi n. )
Date too far in future? Yes

No

Si gnat ur eDoesNot Mat ch
Cr edent i al  shoul d be scoped t o a 

val i d r egi on,  not  ' . . . ' .  Cr edent i al  
shoul d be scoped t o cor r ect  ser vi ce:  

' . . . ' .  Cr edent i al  shoul d be scoped wi t h a 
val i d t er mi nat or :  ' aws4_r equest ' ,  not  

' . . . '  Dat e i n Cr edent i al  scope does not  
mat ch YYYYMMDD f r om I SO- 8601 ver si on of  

dat e f r om HTTP:  ' . . . '  ! = ' . . . ' ,  f r om 
' . . . T. . . Z' .

Correct 
region/service/date for 

credential scope?
No

No

All 
Authorization header 

parameters in key=value 
format?

I ncompl et eSi gnat ur e
' . . . '  not  a val i d key=val ue pai r  

( mi ssi ng equal - s i gn)  i n Aut hor i zat i on 
header :  ' AWS4- HMAC- SHA256 . . . '

No

Yes

Query string well-formed? Mal f or medQuer ySt r i ng
I ncompl et e t r ai l i ng escape % sequence

No

Mal f or medQuer ySt r i ng
I l l egal  hex char act er  i n escape % 

pat t er n:  %. . .

Si gnat ur eDoesNot Mat ch
The r equest  s i gnat ur e we cal cul at ed does 

not  mat ch t he s i gnat ur e you pr ovi ded.  
Check your  AWS Secr et  Access Key and 
si gni ng met hod.  Consul t  t he ser vi ce 

document at i on f or  det ai l s.

Signature valid?

Yes

No

Yes

Authorize

URL 
%-escapes well 

formed?
URI absolute?

URI doesn't nagivate 
above root?

400 Bad Request
No error body (presumably sent by HTTP framework)No

lucid.app: AWS Auth Error Ordering
https://lucid.app/lucidchart/1e866d49-5e77-4a31-af21-76581a6e49a5

Date in ISO8601 format?
I ncompl et eSi gnat ur e

Dat e must  be i n I SO- 8601 ' basi c f or mat ' .  
Got  ' . . . ' .  See 

ht t p: / / en. wi k i pedi a. or g/ wi k i / I SO_8601

No

Note: AWS allows ISO 8601 extended format in the header, 
but not in the string-to-sign or credential scope.

Mi ssi ngAut hent i cat i onToken
Request  i s mi ssi ng Aut hent i cat i on Token

First X-Amz-Algorithm query 
string parameter is 

AWS4-HMAC-SHA256?

Neither Present

Yes

Duplicate query string 
parameters?

Use first value of parameter in listYes

Session token present?

Expi r edToken
The secur i t y t oken i ncl uded i n 

t he r equest  i s expi r ed

Yes

Access key known?

No

No I nval i dCl i ent TokenI d
The secur i t y t oken i ncl uded i n 

t he r equest  i s i nval i d.

I nval i dCl i ent TokenI d
The AWS access key pr ovi ded does 

not  exi st  i n our  r ecor ds.

No longer used?

Yes

Session token intact?

Session token expired? Yes

No

Yes

I nval i dCl i ent TokenI d
The secur i t y t oken i ncl uded i n 

t he r equest  i s i nval i d
No

Note lack of trailing period

Note trailing period

Content-Type appropriate?

Yes

Yes

403 Forbidden
HTML error bodyNo

Request method appropriate?
302 (No reason message; nominally Found)
No error body; redirects to documentation.No

1

2

3

4

5

7a6a

6b

6c

6d

7c

7d

Duplicate 
Authorization header 

parameters?
Use last value of parameter in list Yes

Yes

No

Yes

Yes

All query string parameters 
in place?

I ncompl et eSi gnat ur e
AWS quer y- st r i ng par amet er s must  i ncl ude 

' X- Amz- Cr edent i al ' .  AWS quer y- st r i ng par amet er s 
must  i ncl ude ' X- Amz- Si gnat ur e' .  AWS quer y- st r i ng 

par amet er s must  i ncl ude ' X- Amz- Si gnedHeader s ' .  
AWS quer y- st r i ng par amet er s must  i ncl ude 

' X- Amz- Dat e' .  Re- exami ne t he quer y- st r i ng 
par amet er s.

No

Yes

No

9

10

11

I ncompl et eSi gnat ur e
Cr edent i al  must  have exact l y 5 s l ash- del i mi t ed 
el ement s,  e. g.  keyi d/ dat e/ r egi on/ ser vi ce/ t er m,  

got  ' { } '

Credential scope has 
exactly five elements?

No

Yes

12

13

Si gnat ur eDoesNot Mat ch
(No message) Both Present

Authorization Header Only

No

14a

15

16

14b

14c

Rule 7b omitted for 
consistency.

SignedHeaders includes 
Host or :authority?

Si gnat ur eDoesNot Mat ch
' Host '  or  ' : aut hor i t y '  must  be a 

' Si gnedHeader '  i n t he AWS 
Aut hor i zat i on.

No8
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