Incoming
Request

URL
%-escapes well
formed?
URI absolute?
URI doesn't nagivate
above root?

400 Bad Request
No error body (presumably sent by HTTP framework)

A
\J

Yes

302 (No reason message; nominally Found)

Request method appropriate? No No error body: redirects to documentation.

A
\J

Yes

403 Forbidden

A
\

Incomplete trailing escape % sequence

Content-Type appropriate? No. HTML error body
Yes
° Query string well-formed? No MalformedQueryString

MalformedQueryString
Illegal hex character in escape %
pattern: %...

AR
VA,

Check for
Authorization header and
X-Amz-Algorithm query
string parameter

SignatureDoesNotMatch

MissingAuthenticationToken
(No message)

Request is missing Authentication Token

A

Both Present: Neither Present:

Authorization Header Only X-Amz-Algorithm Query String Parameter Only

IncompleteSignature No First Authorization header is _ _ No
Unsupported AWS 'algorithm': '... AWS4-HMAC-SHA2567? irst X-Amz-Algorithm query
string parameter is
AWS4-HMAC-SHA256?
Yes
- All
IncompleteSignature o i
"..." not a pvalid kgeyzvalue pair No. Authorization header Rule 7b omitted for
missing equal-sign) in Authorization parameters in key=value | .
issing equal-sign) i horizati ters in key=val consistenc Yes
header: 'AWS4-HMAC-SHA256 ...' format?
Yes
Duplicate Duplicate query strin
Use last value of parameter in list |« Yes Authorization header P paran?eterri’> 9 Yes——p| Use first value of parameter in list
parameters? ’

No No

IncompleteSignature
Authorization header requires
'Credential' parameter. Authorization
header requires 'Signature' parameter.
Authorization header requires
'SignedHeaders' parameter. Authorization
header requires existence of either a
\'X-Amz-Date' or a 'Date' header.
Authorization=AWS4-HMAC-SHA256

IncompleteSignature
AWS query-string parameters must include
'X-Amz-Credential'. AWS query-string parameters
must include 'X-Amz-Signature'. AWS query-string
parameters must include 'X-Amz-SignedHeaders'.
AWS query-string parameters must include
'X-Amz-Date'. Re-examine the query-string
parameters.

All Authorization header

! All query string parameters
parameters in place?

in place?

2

Yes
l

SignedHeaders includes
Host or :authority?

SignatureDoesNotMatch
No 'Host' or ':authority' must be a
'SignedHeader' in the AWS
Authorization.

Note: AWS allows ISO 8601 extended format in the header,

Yes

but not in the string-to-sign or credential scope. IncompleteSignature
Date in 1ISO8601 format? No. Date must be in IS0-8601 'basic format'
’ Got '...'. See

http://en.wikipedia.drg/wiki/ISOfBGOl

Yes

) SignatureDoesNotMatch
Date expired? Yes Signature expired: ... is now earlier
than ... (... - 15 min.)
SignatureDoesNotMatch
Yes Signature not yet current: ... is still
later than ... (... + 15 min.)

Date too far in future?

-

No

IncompleteSignature
Credential must have exactly 5 slash-delimited

Credential scope has

- No. v > .
exactly five elements? elements, e.g. keyid/date/region/service/term,
got '{}'
Yes -
SignatureDoesNotMatch
Credential should be scoped to a
valid region, not '...'. Credential
Correct should be scoped to correct service:
region/service/date for No '...'. Credential should be scoped with a
; 5 ) valid terminator: 'aws4_request', not
credential scope? '...' Date in Credential scope doés not
match YYYYMMDD from ISO0-8601 version of
date from HTTP: '...' I="',..', from
LT 20
Yes - .
Note lack of trailing period
@ InvalidClientTokenId i
Session token present? es Session token intact? No——| The security token included in
/ the request is invalid
Yes
. . ExpiredToken
Session token expired? Yes The security token included in
the request is expired
No
No
Note trailing period No longer used?
. . InvalidClientTokenId
/ InvalidClientTokenId :
a Access key known? No. > The security token included in The AWS access key provided does
\the request is invalid. not exist in our records.
Yes
SignatureDoesNotMatch
The request signature we calculated does
ignature valid? No. not match the signature you provided.
@ Sig Check your AWS Secret Access Key and
signing method. Consult the service
documentation for details.
Yes
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