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mod
mod
mod

mod

use
use
use
use
use

use

XA2EDa—)L main.rs

cmdline_opt;
fuse_util;
ssh_connect;

ssh_filesystem;

anyhow: : {Context, Result};

clap::Parser;

cmdline_opt: :0pt;

daemonize: :Daemonize;

fuse_util::{make_full_path, make_mount_option, make_remote_path};

ssh_connect: :make_ssh_session;

//use log::debug;

fn main() -> Result<()> {

env_logger: :init();

let opt = Opt::parse();

let ssh

make_ssh_session(&opt) .context("Failed to generate ssh session.")7;

let path = make_remote_path(&opt, &ssh).context("Failed to generate remote path.")?;
let options = make_mount_option(&opt);

let mount_point = make_full_path(&opt.mount_point)7;

// Tatxor—E Ak
if opt.daemon {

let daemonize = Daemonize::new();

if let Err(e) = daemonize.start() {

eprintln! ("daemonization filed. (error: {})", e);

}

/77 ANT AT AANDR YV PET

let fs = ssh_filesystem::Sshfs::new(ssh, &path);

fuser::mount2(fs, mount_point, &options).context("Failed to mount FUSE.")7;

0k ()



2 OAXYVEREZA AT 3 >DESE cmdline_opt.rs

1 use anyhow::{anyhow, Context};
2 use clap::Parser;

3 use std::path::PathBuf;

s /// ARV RIA AT ay
¢ #[derive(Parser)]
7 #[command (author, version, about)]

s pub struct Opt {

9 /// Distination [user@lhost: [path]
10 pub remote: RemoteName,

1 /// Path to mount

12 #[arg (value_parser = exist_dir)]
13 pub mount_point: String,

14 /// Path to config file

15 #[arg(short = 'F', long)]

16 pub config file: Option<PathBuf>,
17 /// Login name

18 #[arg(short, long)]

19 pub login_name: Option<String>,

20 /// File name of secret key file
21 #[arg(short, long)]

22 pub identity: Option<PathBuf>,

23 /// Port mno

24 #[arg(short, long, default_value_t = 22)]
25 pub port: uil6,

26 /// Read only

27 #[arg(short, long)]

28 pub readonly: bool,

29 /// Not executable

30 #[arg(long)]

31 pub no_exec: bool,

32 /// Do not change access date and time(atime)
33 #[arg(long)]

34 pub no_atime: bool,

35 /// run in daemon mode

36 #[arg(short, long)]

37 pub daemon: bool,

38 }

o S/ TBEINTT AL VUDBFEL. HIZT7 7 AADBRNT L BERT %,

a1 fn exist_dir(s: &str) —> anyhow: :Result<String> {

IS

42 match std::fs::read_dir(s) {
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Ok(mut dir) => match dir.next() {
None => Ok(s.to_string()),
Some(_) => Err(anyhow! ("Mount destination directory is not empty.")),
3,
Err(e) => match e.kind() {
std::io::ErrorKind: :NotFound => Err(anyhow! ("The mount directory does not exist.")),
std::io::ErrorKind: :NotConnected => Err(anyhow! (
"The network of the mount directory is disconnected. (Did you forget to umount?)."
),

_ => Err(e).context ("Unexpected error.(check mount directory)"),

/77 A<y R4 v oA NMEH
#[derive(Clone, Debug, PartialEq)]
pub struct RemoteName {

/1) ==

pub user: Option<String>,

/) RA N FlE IPT RLR

pub host: String,

/17 BRI A

pub path: Option<std::path::PathBuf>,

impl std::fmt::Display for RemoteName {
fn fmt(&self, f: &mut std::fmt::Formatter<' >) -> std::fmt::Result {
let s = format! ("<{:7}><{:7}><{:7}>", &self.user, &self.host, &self.path);
s.fmt (£f)

impl std::str::FromStr for RemoteName {
type Err = ErrorRemoteName;
fn from_str(s: &str) -> Result<Self, Self::Err> {
let mut rest_str = s;
let user = match rest_str.split_once('@') {
Some((u, r)) => {
rest_str = r;
if l'u.trim() .is_empty () {
Some (u.trim() .to_string())
} else {

None
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None => None,
};
let (host, path) = match rest_str.split_once(':') {
Some((h, p)) => (
if 'h.trim() .is_empty () {

h.trim() .to_string()
} else {
return Err(ErrorRemoteName) ;
},
if !p.trim().is_empty() {
Some (std: :path: :PathBuf: :from(p.trim() .to_string()))
} else {
None
},
),
None => return Err(ErrorRemoteName),
}
Ok(Self { user, host, path })

#[derive(thiserror: :Error, Debug)]
#[error("The format of the host to connect to is \"[user@]host: [path]\".")]

pub struct ErrorRemoteName;

#[cfg(test)]
mod test {
use super::*;
#[test]
fn verify_cli() {
use clap::CommandFactory;

Opt: : command () .debug_assert ()

#[test]
fn test_from_str_remotename() {
use std::path::Path;
let s = "mito@reterminal.local:/home/mito";
let r: RemoteName = s.parse().unwrap();
let k = RemoteName {
user: Some("mito".to_string()),
host: "reterminal.local".to_string(),
path: Some(Path::new("/home/mito").into()),
3

assert_eq! (r, k);
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let s = "mito@reterminal.local:/home/mito/";
let r: RemoteName = s.parse().unwrap();
let k = RemoteName {

user: Some("mito".to_string()),

host: "reterminal.local".to_string(),

path: Some(Path::new("/home/mito").into()),
3

assert_eq! (r, k);

let s = "reterminal.local:";
let r: RemoteName = s.parse().unwrap();
let k = RemoteName {
user: None,
host: "reterminal.local".to_string(),
path: None,
};

assert_eq! (r, k);

let s = " mito Q@reterminal.local: ";
let r: RemoteName = s.parse().unwrap();
let k = RemoteName {
user: Some("mito".to_string()),
host: "reterminal.local".to_string(),
path: None,
3

assert_eq! (r, k);

let s = "reterminal.local";
let r: Result<RemoteName, String> = s.parse();
assert_eq! (

r,

Err ("#EHiAE R A P DJERUE. \" [user@]host: [path]\" T3,
)3

let s = "mito@reterminal.local";
let r: Result<RemoteName, String> = s.parse();
assert_eq! (

r,

Err ("#EHiSE R A P DJERUE. \" [user@]host: [path]\" T3,
)3

let s = " mito @: ";
let r: Result<RemoteName, String> = s.parse();

assert_eq! (

".to_string())

".to_string())
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r,

Err ("#E#iSe AR A P OFFAUZ. \"[user@lhost: [path]\" T3, ".to_string())
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3 ssh2 OJ A VAIEED 2 —)L ssh_connect.rs
7/ ssh A BEREY 2 — L

use crate::cmdline_opt::0pt;
use anyhow::{anyhow, Context, Resultl};
use dialoguer: :Password;
use dns_lookup: :lookup_host;
use log::debug;
use ssh2::Session;
use ssh2_config::{HostParams, ParseRule, SshConfig};
use std::{
fs::File,
jo: :BufReader,
net::TcpStream,
path::{Path, PathBuf},
str,

};

/ey a vy RERT 5,
pub fn make_ssh_session(opt: &0pt) -> Result<Session> {
let host_params = get_ssh_config(&opt.config_file).query(&opt.remote.host);
let address = get_address(opt, &host_params).context("Failed to get host address")7;
let username = get_username(opt, &host_params).context("Failed to get user name.")7?;
debug! (
"[main] FEMCIEIEER-> T —F—:\"{}\", ip address:{:7}",
&username, &address
)3
let identity_file = get_identity_file(opt, &host_params)?;

let ssh = connect_ssh(address).context("The ssh connection failed.")?;
userauth(&ssh, &username, &identity_file).context("User authentication failed.")7;

Ok (ssh)

/// RARND ip 7 K L ZfER

fn get_address(opt: &0Opt, host_params: &HostParams) -> Result<std::net::SocketAddr> {
let dns = host_params.host_name.as_deref () .unwrap_or(&opt.remote.host);
let addr = lookup_host(dns).context("Cannot find host to connect to.")7?;

Ok(std: :net::SocketAddr: :from((addr[0], opt.port)))

/// ssh-config DS & T
/1) 7 7 ANVEPIEEZI N TORWIGEIX "~/ . ssh/config"% i
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/// config 7 7 ANDIL T —RIT 7 A DBRWVIGE, 77 40 MEZIRT,
fn get_ssh_config(file_opt: &Option<PathBuf>) -> SshConfig {
get_config file(file_opt)
.map (BufReader: :new)
.map_or(SshConfig::default(), [mut f| {
SshConfig: :default()
.parse(&mut f, ParseRule::ALLOW_UNKNOWN_FIELDS)
.unwrap_or_else(le| {
eprintln! ("&% config 7 7 A LAICTZ 7 — - {e}");
SshConfig: :default()
)
B

/// ssh_config 7 7 A NBBHIUX, A —T T 5,
/77 7 7 ANKHDIGED T AUX, $Home/ . ssh/config R RET 5,
fn get_config file(file_name: &Option<PathBuf>) -> Option<std::fs::File> {
let file_name = file_name.clone().or_else(|| {
home: :home_dir() .map(|p| {
let mut p = p;
p-push(".ssh/config");
P
1))
B

file_name.and_then(|p| File::open(p).ok())

/7 AT A4 v REEL. BURT 5.
/// v A v RIEEDEBIENIX, 1. w51 BIEE, 2.remote 518, 3.ssh_configtii®, 4. BED -V —%
fn get_username(opt: &0pt, params: &HostParams) -> Result<String> {
if let Some(n) = &opt.login_name {
Ok(n.clone())

} else if let Some(n) = &opt.remote.user {
Ok(n.clone())
} else if let Some(n) = &params.user {
Ok(n.clone())
} else if let Some(n) = users::get_current_username() {
n.to_str()
.map(|s| s.to_string())
.ok_or(anyhow! ("Invalid login user name. -- {n:7}"))
} else {

Err(anyhow! ("Could not obtain user name."))
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/1) WEX—T 7 A VDR RERIFT 2
fn get_identity_file(opt: &0Opt, host_params: &HostParams) -> Result<Option<PathBuf>> {
if let Some(n) = &opt.identity {
std::fs::File::open(n).with_context (|| {
format!(

"Unable to access the secret key file specified by the \"-i\" option. [{:7}]",

&n
)
D7
Ok (Some (n.clone()))
} else {

let name = host_params.identity_file.as_ref().map(|p| p[0].clone());
if let Some(ref n) = name {
std::fs::File::open(n).with_context (|| {
format! (
"Unnable to access the secret file specified by the ssh-config. [{:7}]",
&n
)
b7
}
Ok (name)

/77 VE— DD sshITHEHLL, Ly arehRT %,

fn connect_ssh<A: std::net::ToSocketAddrs>(address: A) -> Result<Session> {
let tcp = TcpStream::connect(address) .context("Failed to connect to TCP/IP.")7;
let mut ssh = Session::new().context("Failed to connect to ssh.")7?;
ssh.set_tcp_stream(tcp);
ssh.handshake() .context ("Failed to hanshake ssh.")?;
Ok (ssh)

/// sshidalk e Ei3 %,
fn userauth(sess: &Session, username: &str, identity: &Option<PathBuf>) -> Result<()> {
if user_auth_agent(sess, username).is_ok() {
return 0k(());
}
if let Some(f) = identity {
if user_auth_identity(sess, username, f).is_ok() {

return 0k(());

}

user_auth_password(sess, username)

10
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.map_err(|_| anyhow!("All user authentication methods failed."))

/// agent FSAL

fn user_auth_agent(sess: &Session, username: &str) -> Result<(), ssh2::Error> {

let ret = sess.userauth_agent (username) ;

if ret.is_err() {

debug! ("FRAERHL (agent)->{:7}", ret.as_ref().unwrap_err());

};

ret

VN ERErT

fn user_auth_identity(sess: &Session, username: &str, key_file: &Path) -> Result<(), String> {

let mut ret = sess.userauth_pubkey_file(username, None, key_file, None);

if ret.is_ok() {
return 0k(Q));
}s;

if let ssh2::ErrorCode::Session(-16) = ret.as_ref () .unwrap_err().code() {

// error_code -16 ->

// LIBSSH2_ ERROR_FILE:PUBLIC_KEY DHUS5HL,

for _i in 0..3 {

let password = Password::new()

20, MEXF—D A 7L —R

.with_prompt ("Enter the passphrase for the secret key.")

.allow_empty_password(true)
.interact ()

.map_err(le| e.to_string())7?;

ret = sess.userauth_pubkey_file(username, None, key_file, Some(&password));

if ret.is_ok() {
return 0k(());
}

eprintln! ("The passphrase is different.");

}

debug! ("FHAEAHL (pubkey)->{:7}", ret.as_ref().unwrap_err());

Err (" F —FREAH . to_string )

/) NAT — Riki

fn user_auth_password(sess: &Session, username: &str) -> Result<(), String> {

for _i in 0..3 {

let password = Password: :new()

.with_prompt ("Enter your login password.")

.allow_empty_password(true)

.interact ()

11



178 .map_err(le| e.to_string())7;

179 let ret = sess.userauth_password(username, &password) ;

180 if ret.is_ok() {

181 return 0k(());

182 }

183 let ssh2::ErrorCode::Session(-18) = ret.as_ref() .unwrap_err().code() else { break; };
184 // ssheTZ7—3a—F -18 ->

185 // LIBSSH2 ERROR_AUTHENTICATION FAILED: XA 7 — F2ESATL & 9,
186 eprintln! ("The password is different.");

187 debug! ("FHAERHL (password)->{:7}", ret.unwrap_err());

188 }

189 Err ("2 — FEREERIL" . to_string())

1o}

12
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use
use
use
use

use

Z
pub

/177
pub

FUSE A 72 a VEMTED 22— fuse_util.rs

FUSENRT X —XFR 2—74 V74

crate::cmdline_opt::0pt;
anyhow: : {ensure, Context, Result};
ssh2::Session;
std::env::current_dir;

std::{

io::Read,

path::{Path, PathBuf},

str,

XU ERA Y PDINVRREZAERT B
fn make_full_path<P: AsRef<Path>>(path: P) -> Result<PathBuf> {
if path.as_ref().is_absolute() {
Ok(path.as_ref () .to_path_buf())
} else {
let mut full_path = current_dir().context("cannot access current directory.")?;
full_path.push(path);
Ok (full_path)

U E— MEHIED path DK
fn make_remote_path(opt: &0pt, session: &Session) -> Result<PathBuf> {
/7 ISADERK,
const MSG_ERRORHOME: &str = "Fail to generate path name.";
let mut path = match opt.remote.path {
Some (ref p) => {
if p.is_absolute() {
p-clone()
} else {
let mut h = get_home_on_remote(session).context (MSG_ERRORHOME) 7;
h.push(p);
h

}

None => get_home_on_remote(session).context (MSG_ERRORHOME) 7,
};
/7 R U TS ADFAET B h 2 e s 5
let sftp = session

.sftp()

13
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/77
pub

.context ("Connection to SFTP failed when checking for existence of a path.")?;
let file_stat = sftp
.stat (&path)
.with_context (|| format! ("Cannot find path to connect to. path={:7}", &path))?;
ensure! (
file_stat.is_dir(),
"The path to connect to is not a directory."
)3
/B UTeRAR S YR Y v 7V 7D ER, Y Y I RERIT S
let file_stat = sftp
.1stat (&path)
.context("Failed to obtain the attributes of the destination directory.")?;
if file_stat.file_type().is_symlink() {
path = sftp
.readlink (&path)
.context("Failed to resolve symbolic link to connect to.")7;
if !path.is_absolute() {
let tmp = path;
path = get_home_on_remote(session)
.context("Failed to complete the symbolic link to connect to.")7?;
path.push(tmp) ;
+;
I

Ok (path)

FUSE D¥Eftle A 7> a Y 24K T %
fn make_mount_option(cmd_opt: &0Opt) -> Vec<fuser::MountOption> {

use fuser::MountOption;

let mut options = vec![MountOption::FSName("sshfs".to_string())];
options.push(MountOption: :NoDev) ;
options.push(MountOption: :DirSync);
options.push(MountOption: :Sync);
match cmd_opt.readonly {
true => options.push(MountOption::R0),
false => options.push(MountOption: :RW),
}
match cmd_opt.no_exec {
true => options.push(MountOption: :NoExec),
false => options.push(MountOption: :Exec),
}
match cmd_opt.no_atime {

true => options.push(MountOption: :NoAtime),

14



88

89

90

91

92

93

94

95

96

97

98

99

}

false => options.push(MountOption: :Atime),

options

/1) ssh¥EMTEDH LY M T4 L7 MY REUGT S

fn get_home_on_remote(session: &Session) -> Result<PathBuf> {

let mut channel = session

.channel_session()

.context("Fail to build ssh channel.")?;
channel

.exec("pwd")

.context ("Fail to execute \"pwd\" command.")?;
let mut buf = Vec::<u8>::new();
channel

channel.close() .context("Fail to close ssh channel.")?;

str:

.read_to_end (&mut buf)

.context("Fail to get response for \"pwd\" command.")?;

:from_utf8(&buf)

.context ("The pwd result contains non-utf8 characters.")?

.trim()
.parse: :<PathBuf>()

.context("Fail to build path name.")

15
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F771IN AT LEY 32— ssh_filesystem.rs

/// FUSE 7 7 A IV AT LFEHE

use
use
use
use

use

pub

fuser::{FileAttr, Filesystem, ReplyAttr, ReplyData, ReplyDirectory, ReplyEntry, Request};
libc: :ENOENT;

log: :{debug, error, warn};

ssh2: :{ErrorCode, OpenFlags, OpenType, Session, Sftpl};

std::{

collections: :HashMap,

ffi::0sStr,

io::{Read, Seek, Writel},

path::{Path, PathBuf},

time: :{Duration, SystemTime, UNIX_EPOCH},

struct Sshfs {
_session: Session,
sftp: Sftp,

inodes: Inodes,
fhandls: Fhandles,
_top_path: PathBuf,

impl Sshfs {

pub fn new(session: Session, path: &Path) -> Self {
let mut inodes = Inodes::new();
let top_path: PathBuf = path.into();
inodes.add(&top_path);
let sftp = session.sftp().unwrap();
debug! (
"[Sshfs::new] connect path: <{:7}>, inodes=<{:7}>",

&top_path, &inodes.list

);
Self {
_session: session,
sftp,
inodes,
fhandls: Fhandles::new(),
_top_path: top_path,
}

/// ssh2BEHT 7 7 A VD RTF— &R ZAREET 3,
/77 BWER : BUSITHI L7235 8. inodes I XA BEIRT 5,

16
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fn getattr_from_ssh2(&mut self, path: &Path, uid: u32, gid: u32) -> Result<FileAttr, Error> {

let attr_ssh2 = self.sftp.lstat(path)?;

let kind = Self::conv_file_kind_ssh2fuser (&attr_ssh2.file_type())7;

let ino = self.inodes.add(path);

Ok(FileAttr {
ino,
size: attr_ssh2.size.unwrap_or(0),
blocks: attr_ssh2.size.unwrap_or(0) / 512 + 1,
atime: UNIX_EPOCH + Duration::from_secs(attr_ssh2.atime.unwrap_or(0)),
mtime: UNIX_EPOCH + Duration::from_secs(attr_ssh2.mtime.unwrap_or(0)),
ctime: UNIX_EPOCH + Duration::from_secs(attr_ssh2.mtime.unwrap_or(0)),
crtime: UNIX_EPOCH,
kind,

perm: attr_ssh2.perm.unwrap_or(0o666) as ul6,

nlink: 1,
uid,
gid,
rdev: O,

blksize: 512,
flags: O,
1)

fn conv_file_kind_ssh2fuser(filetype: &ssh2::FileType) -> Result<fuser::FileType, Error> {
match filetype {
ssh2::FileType: :NamedPipe => Ok(fuser::FileType: :NamedPipe),
ssh2::FileType: :CharDevice => Ok(fuser::FileType::CharDevice),
ssh2::FileType: :BlockDevice => Ok(fuser::FileType::BlockDevice),
ssh2::FileType: :Directory => Ok(fuser::FileType: :Directory),
ssh2::FileType: :RegularFile => Ok(fuser::FileType: :RegularFile),
ssh2::FileType: :Symlink => Ok(fuser::FileType::Symlink),
ssh2: :FileType: :Socket => Ok(fuser::FileType::Socket),
ssh2::FileType: :0ther(_) => Err(Error(libc::EBADF)),

fn conv_timeornow2systemtime(time: &fuser::TimeOrNow) -> SystemTime {
match time {
fuser: :TimeOrNow: :SpecificTime(t) => *t,

fuser: :TimeOrNow: :Now => SystemTime: :now(),

impl Filesystem for Sshfs {

17
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fn lookup(&mut self, req: &Request, parent: u64, name: &0sStr, reply: ReplyEntry) {

let Some(mut path) = self.inodes.get_path(parent) else {
debug! (" [lookup] 7T 4 L7 bV DMZKIZKI inode={}", parent);
reply.error (ENOENT) ;
return;
s
path.push(Path: :new(name)) ;
match self.getattr_from_ssh2(&path, req.uid(), req.gid()) {
Ok(attr) => reply.entry(&Duration::from_secs(l), &attr, 0),
Err(e) => {

reply.error(e.0);

fn getattr(&mut self, req: &Request, ino: u64, reply: ReplyAttr) {
let Some(path) = self.inodes.get_path(ino) else {
debug! (" [getattr] path HUfSRH: inode={}", ino);
reply.error (ENOENT) ;
return;
3
match self.getattr_from_ssh2(&path, req.uid(), req.gid()) {
Ok (attr) => {
//debug! ("[getattr]retrun attr: {:2}", &attr);

reply.attr(&Duration: :from_secs(1l), &attr);

}

Err(e) => {
warn! ("[getattr] getattr_from_ssh2 7 —: {:7}", &e);
reply.error(e.0)

}

fn readdir(
&mut self,
_req: &Request,
ino: u64,
_fh: u64,
offset: i64,
mut reply: ReplyDirectory,
) A
let Some(path) = self.inodes.get_path(ino) else {
reply.error(libc: :ENOENT) ;
return;

};
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134

135

136

137

138

139

140

141

142

143

144

161

162

163

164

165

match self.sftp.readdir(&path) {

Ok (mut dir) => {

let

cur_file_attr = ssh2::FileStat {

size: None,

uid: None,

gid: None,

perm: Some(libc::S_IFDIR),
atime: None,

mtime: None,

Ys /7 o ' DERA, attr T4 LT PUTHDIEDEERT,
dir.insert (0, (Path::new("..").into(), cur_file_attr.clone()));
dir.insert (0, (Path::new(".").into(), cur_file_attr));

let mut i = offset + 1;

for

);
reply.error(e.0);
return;
}
};
if reply.add(ino, i, filetype, name) {
break;
}
i+= 1;
}
reply.ok();
}
Err(e) => {

f in dir.iter().skip(offset as usize) {

let ino = if f.0 == Path::new("..")

1
} else {
self.inodes.add(&f.0)
};

let name = match f.0.file_name() {

Some(n) => n,

None => f.0.as_os_str(),
};
let filetype

gf.1.file_type();

£f.0 == Path

inew(".") {

let filetype = match Self::conv_file_kind_ssh2fuser(filetype) {

0k(t) => t,
Err(e) => {

warn! (

"[readdir] 7 7 A NVZ A TN inode={}, name={:7}",

ino, name

warn! (" [readdir] ssh2: :readdir N CIZ T —F4—- {:7}", e);

reply.error(Error::from(e).0);
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212

fn readlink(&mut self, _req: &Request
let Some(path) = self.inodes.get_
error! ("[readlink] #H7 4 L 7
reply.error(libc: :ENOENT) ;
return;
3
match self.sftp.readlink(&path) {
Ok(p) => {
//debug! ("[readlink] ret_
reply.data(p.as_os_str(Q).
}
Err(e) => {

<'_>, ino: u64, reply: ReplyData) {
path(ino) else {
U ORZRITHKM {ino}");

path => {:2}", &p);
to_str() .unwrap() .as_bytes());

//debug! ("[readlink] ssh2::readlink error => {e:2}");

reply.error(Error: :from(e

fn open(&mut self, _req: &Request<'_>
let Some(file_name) = self.inodes
reply.error(libc: :ENOENT) ;
return;

};

let mut flags_ssh2 = OpenFlags::e

if flags & libc::0_WRONLY != 0 {
flags_ssh2.insert(OpenFlags::

} else if flags & libc::0_RDWR !=
flags_ssh2.insert(OpenFlags::
flags_ssh2.insert(OpenFlags::

} else {
flags_ssh2.insert(OpenFlags::

3

if flags & libc::0_APPEND != 0 {
flags_ssh2.insert(OpenFlags::

X

if flags & libc::0_CREAT != 0 {
flags_ssh2.insert(OpenFlags::

X

if flags & libc::0_TRUNC != 0 {
flags_ssh2.insert(OpenFlags::

).0);

, ino: u64, flags: i32, reply: fuser
.get_path(ino) else {

mpty O ;

WRITE) ;
0 {

READ) ;

WRITE) ;

READ) ;

APPEND) ;

CREATE) ;

TRUNCATE) ;
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229

230

231

232

233

234

235

236

250

251

252

253

}
if flags & 1libc::0_EXCL !'= 0 {
flags_ssh2.insert (OpenFlags: :EXCLUSIVE) ;

}
debug! (
"[open] openflag = {:7}, bit = {:x}",
&flags_ssh2,
flags_ssh2.bits()
);
match self
.sftp
.open_mode (&file_name, flags_ssh2, 00777, ssh2::0penType::File)
{
Ok(file) => {
let fh = self.fhandls.add_file(file);
reply.opened(fh, flags as u32);
¥
Err(e) => reply.error(Error::from(e).0),
}

fn release(
&mut self,
_req: &Request<'_>,
_ino: u64,
fh: ué4,
_flags: 132,
_lock_owner: Option<u64>,
_flush: bool,
reply: fuser::ReplyEmpty,
) {
self.fhandls.del_file(fh);

reply.ok();
}
fn read(

&mut self,

_req: &Request,
_ino: u64,

fh: u64,
offset: i64,
size: u32,
_flags: i32,

_lock_owner: Option<u64>,
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273

274
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281

289

290

291

292

293

294

295

296

297

298

299

300

301

302

) A

reply: ReplyData,

let Some(file) = self.fhandls.get_file(fh) else {

reply.error(libc: :EINVAL);
return;

};

if let Err(e) = file.seek(std::io::SeekFrom::Start(offset as u64)) {

reply.error(Error: :from(e).0);
return;
}
let mut buff = Vec::<u8>::new();
buff.resize(size as usize, 0u8);
let mut read_size: usize = 0;

while read_size < size as usize {

match file.read(&mut buff[read_size..]) {

Ok(s) => {
if s == 0 {

break;
};
read_size += s;

}

Err(e) => {
reply.error(Error::from(e).0);
return;

}

}

buff.resize(read_size, 0u8);

reply.data(&buff);

fn write(

) {

&mut self,

_req: &Request<'_>,

_ino: u64,

fh: ué4,

offset: i64,

data: &[u8],
_write_flags: u32,
_flags: i32,

_lock_owner: Option<u64>,

reply: fuser::ReplyWrite,

let Some(file) = self.fhandls.get_file(fh) else

22



313

314

315

316

317

319
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321

322

323

324

325

326

334

335

336

337

338

339

340

341

342

343

344

345

346

347

reply.error(libc: :EINVAL);
return ;

};

if let Err(e) = file.seek(std::io::SeekFrom
reply.error(Error: :from(e).0);
return;
}
let mut buf = data;
while !buf.is_empty() {
let cnt = match file.write(buf) {
Ok(cnt) => cnt,
Err(e) => {

reply.error(Error: :from(e).0);

return;
3
3
buf = &buf[cnt..];
}
reply.written(data.len() as u32);
}
fn mknod (
&mut self,
req: &Request<'_>,
parent: u64,
name: &0sStr,
mode: u32,
umask: u32,
_rdev: u32,
reply: ReplyEntry,
) {

if mode & libc::S_IFMT != libc::S_IFREG {
reply.error(libc: :EPERM) ;
return;

}

let mode = mode & ('umask | libc::S_IFMT);

::Start (offset as u64))

let Some(mut new_name) = self.inodes.get_path(parent) else {

reply.error(libc: :ENOENT) ;
return;

I

new_name . push (name) ;

if let Err(e) =
self.sftp

.open_mode (&new_name, OpenFlags::CREATE, mode as i32, OpenType::File)
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371
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380

381

382

383

384

385

386

387

388

389

390

391

392

reply.error(Error: :from(e).0);

let new_attr = match self.getattr_from_ssh2(&new_name, req.uid(), req.gid()) {

return;

}
Ok(a) => a,
Err(e) => {

reply.error(e.0);

return;

};

reply.entry(&Duration: :from_secs(1),

fn unlink(&mut self, _req: &Request<'_>,

let Some(mut path) = self.inodes.get_path(parent) else {

reply.error(libc: :ENOENT) ;
return;

3

path.push(name) ;

match self.sftp.unlink(&path) {
Ok(_) => {

self.inodes.del_inode_with_path(&path) ;

reply.ok();
}

&new_attr, 0);

parent: u64, name: &0sStr, reply:

Err(e) => reply.error(Error::from(e).0),

fn mkdir(
&mut self,
req: &Request<' _>,
parent: u64,
name: &0sStr,
mode: u32,
umask: u32,
reply: ReplyEntry,
) o

let Some(mut path) = self.inodes.get_path(parent) else {

reply.error(libc: :ENOENT) ;
return;

s

path.push(name) ;

let mode = (mode & ('umask) & 00777)

as 132;
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404
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408

409
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413

414
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416

430

431

432

433

434

435

436

437

438

439

match self.sftp.mkdir(&path, mode) {
0k(_) => match self.getattr_from_ssh2(&path, req.uid(), req.gid()) {
Ok(attr) => reply.entry(&Duration::from_secs(l), &attr, 0),
Err(e) => reply.error(e.0),
},

Err(e) => reply.error(Error::from(e).0),

fn rmdir(&mut self, _req: &Request<'_>, parent: u64, name: &0sStr, reply: fuser::ReplyEmpty) {

let Some(mut path) = self.inodes.get_path(parent) else {

reply.error(libc: :ENOENT) ;

return;
+
path.push(name) ;
match self.sftp.rmdir(&path) {

k() => {

self.inodes.del_inode_with_path(&path) ;

reply.ok()
}
Err(e) => {
if e.code() == ErrorCode::Session(-31) {
// ssh2 74 77 VDR LT —=h1h, BfLTEL,
reply.error(libc: :ENOTEMPTY) ;
} else {
reply.error(Error: :from(e).0)
}
}
}
}
fn symlink(
&mut self,

req: &Request<'_>,

parent: u64,

name: &0sStr,

link: &Path,

reply: ReplyEntry,

) {

let Some(mut target) = self.inodes.get_path(parent) else {
reply.error(libc: :ENOENT) ;
return;

};

target.push(name) ;
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450

451

452

457

458

459

460

461

462

463

471

472

473

474

475

476

477

478

479

480

481

482

483

484

match self.sftp.symlink(link, &target) {

Ok(_) => match self.getattr_from_ssh2(&target, req.uid(), req.gid()) {

Ok(attr) => reply.entry(&Duration::from_secs(l), &attr, 0),

Err(e) => reply.error(e.0),
s

Err(e) => reply.error(Error::from(e).0),

fn setattr(

&mut self,

req: &Request<'_>,

ino: u64,

mode: Option<u32>,

_uid: Option<u32>,

_gid: Option<u32>,

size: Option<u64>,

atime: Option<fuser::TimeOrNow>,

mtime: Option<fuser::TimeOrNow>,

_ctime: Option<std::time::SystemTime>,
_fh: Option<u64>,

_crtime: Option<std::time::SystemTime>,
_chgtime: Option<std::time::SystemTime>,
_bkuptime: Option<std::time::SystemTime>,
_flags: Option<u32>,

reply: ReplyAttr,

let stat = ssh2::FileStat {
size,
uid: None,
gid: None,
perm: mode,
atime: atime.map(|t| {
Self::conv_timeornow2systemtime (&t)
.duration_since (UNIX_EPOCH)
.unwrap ()
.as_secs()
b,
mtime: mtime.map(|t| {
Self::conv_timeornow2systemtime (&t)
.duration_since (UNIX_EPQOCH)
.unwrap ()
.as_secs()

b,
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494

495

496

497

498

499

500

501

502

let Some(filename) = self.inodes.get_path(ino) else {

reply.error (ENOENT) ;

match self.sftp.setstat(&filename, stat) {

Ok(_) => {
self.getattr_from_ssh2(&filename, req.uid(), req.gid());
match stat {

Ok(s) => reply.attr(&Duration::from_secs(l), &s),

Err(e) => reply.error(e.0),

Err(e) => reply.error(Error::from(e).0),

fn rename (

&mut self,

_req: &Request<'_>,

parent: u64,

name: &0sStr,

newparent: u64,

newname: &0sStr,

flags: u32,

reply: fuser::ReplyEmpty,

) 1

let Some(mut old_path) = self.inodes.get_path(parent) else {
reply.error(libc: :ENOENT) ;
return;

I

old_path.push(name) ;

let Some(mut new_path) = self.inodes.get_path(newparent) else {
reply.error(libc: :ENOENT) ;
return;

+

new_path.push(newname) ;

let mut rename_flag = ssh2::RenameFlags::NATIVE;
if flags & libc::RENAME_EXCHANGE != 0 {
rename_flag.insert(ssh2: :RenameFlags: : ATOMIC) ;
}
if flags & libc::RENAME_NOREPLACE == 0 {
// rename O OVERWRITE H3ZFNNT73\, FEITHT,
if let Ok(stat) = self.sftp.lstat(&new_path) {
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539

540

541

542

544

545

546

547

548

549

if stat.is_dir() {
if let Err(e) = self.sftp.rmdir(&new_path) {
reply.error (Error: :from(e).0);
return;
}
} else if let Err(e) = self.sftp.unlink(&new_path) {
reply.error (Error: :from(e).0);
return;
}
self.inodes.del_inode_with_path(&new_path) ;

match self.sftp.rename(&old_path, &new_path, Some(rename_flag)) {
Ok() => {
self.inodes.rename(&old_path, &new_path);
reply.ok();
}

Err(e) => reply.error(Error::from(e).0),

#[derive (Debug, Default)]
struct Inodes {
list: HashMap<u64, PathBuf>,

max_inode: u64,

impl Inodes {
/// Inode % ENT %
fn new() -> Self {
Self {
list: std::collections::HashMap::new(),

max_inode: O,

/// path THEE XMz inode B L. BHixT 5,
/// FTIT path DBFEDBEET 256, BINIET . ERFAD inode iR,
fn add(&mut self, path: &Path) -> u64 {
match self.get_inode(path) {
Some(i) => i,
None => {

self.max_inode += 1;
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583 self.list.insert(self.max_inode, path.into());

584 self.max_inode

585 }

586 }

587 }

588

580 /// path 5 inode ZHUS T 5

590 fn get_inode(&self, path: &Path) -> Option<u64> {

501 self.list.iter().find(|(_, p)| path == *p).map(| (i, _)| *i)
592 }

503

594 /// inode 5 path ZHUS T %

595 fn get_path(&self, inode: u64) -> Option<PathBuf> {

596 self.list.get(&inode) .map(|p| (*p).clone())

597 }

508

599 /// inodes 6. inode DEFREHIFRT %

600 fn del_inode(&mut self, inode: u64) -> Option<u64> {

601 self.list.remove(&inode) .map(|_| inode)

602 }

603

604 /// inodes 2> 6. path DLHETDEIRE HIFRS %

605 fn del_inode_with_path(&mut self, path: &Path) -> Option<u64> {
606 self.get_inode(path) .map(|ino| self.del_inode(ino) .unwrap())
607 }

608

609 /) BEREINT WS inode D path ®EH T 5,

610 /// old_path DXTFAE LT AU, 7212 LgW,

611 fn rename(&mut self, old_path: &Path, new_path: &Path) {
612 let Some(ino) = self.get_inode(old_path) else {

613 return;

614 };

615 if let Some(val) = self.list.get_mut(&ino) {

616 *val = new_path.into();

617 }

618 }

610}

621 struct Fhandles {

622 list: HashMap<u64, ssh2::File>,
623 next_handle: u64,
624 }

625
626 impl Fhandles {
627 fn new() -> Self {
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628

629

630

631

632

633

634

635

636

637

638

639

640

641

649

650

651

652

655

656

657

658

659

660

661

662

663

664

670

671

672

Self {
list: HashMap: :new(),

next_handle: O,

fn add_file(&mut self, file: ssh2::File) -> u64 {

let handle = self.next_handle;
self.list.insert(handle, file);
self.next_handle += 1;

handle

fn get_file(&mut self, fh: u64) -> Option<&mut ssh2::File> {

self.list.get_mut (&fh)

fn del_file(&mut self, fh: u64) {

self.list.remove(&fh); // RDHIFETS, ZORKTTZ 7 A Lidra—2,
// NY ROVOERMEADS, KEANY KLE

match self.list.keys().max() {

Some (&i) => self.next_handle

=1i+1,

None => self.next_handle = O,

#[derive (Debug, Clone, Copy)]

struct Error(i32);

impl From<ssh2::Error> for Error {

fn from(value: ssh2::Error) -> Self {

let eno = match value.code() {

ssh2: :ErrorCode: :Session(_)

ssh2: :ErrorCode: :SFTP(i) =>

=> libc::ENXIO,

match i {

// libssh2 D libssh2 sftp.h I TERINT W5,

2 => libc: :ENOENT,
=> libc::EACCES,
=> libc::EIO,
=> libc::ENODEV,

3

4

5

6 => libc::ENXIO,
7 => libc::ENETDOWN,
8 => libc::ENODEV,

9 => 1libc::EBADF,

10 => libc::ENOENT,

// NO_SUCH_FILE

// permission_denied
// failure

// bad message

// mo connection

// connection lost
// unsported

// invalid handle
//no such path
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676

677

678

679

680

681

682

683

684

685

686

690

691

692

694

695

696

697

698

699

700

701

702

703

704

705

706

707

708

709

11
12
13
14
15
16
17
18
19
20
21

},
};
Self (eno)

=> libc:
=> libc:
=> libc:
=> libc:
=> libc:
=> libc:
=> libc:
=> libc:
=> libc:
=> libc:

=> libc:

>0,

:EEXIST,
:EACCES,
:ENXIO,
:ENOSPC,
:EDQUQT,
:ENODEV,
:ENOLCK,
:ENOTEMPTY,
:ENOTDIR,
:ENAMETOOLONG,
:ELOOP,

impl From<std::io::Error> for Error {

// file already exzists
// write protected

// mo media

// mo space on filesystem
// quota exzceeded

// unknoun principal

// lock conflict

// dir not empty

// not a directory

// invalid file name

// link loop

fn from(value: std::io::Error) -> Self {

use std::io::ErrorKind: :*;

let eno = match value.kind() {

NotFound => libc::ENOENT,

PermissionDenied => libc::EACCES,

ConnectionRefused => libc::ECONNREFUSED,

ConnectionReset => libc::ECONNRESET,

ConnectionAborted => libc::ECONNABORTED,

NotConnected => libc::ENOTCONN,

AddrInUse => libc::EADDRINUSE,

AddrNotAvailable => libc::EADDRNOTAVAIL,

BrokenPipe =>

AlreadyExists

WouldBlock =>

libc::EPIPE,
=> libc: :EEXIST,
libc: :EWOULDBLOCK,

InvalidInput => libc::EINVAL,
InvalidData => libc::EILSEQ,
TimedOut => libc::ETIMEDOUT,

WriteZero => libc::EIO,

Interrupted => libc::EINTR,

Unsupported => libc::ENOTSUP,

UnexpectedEof => libc::EOF,

OutOfMemory => libc::ENOMEM,

_ =0,

};
Self (eno)
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750

#lcfg(test)]
mod inode_test {
use super::Inodes;

use std::path::Path;

#[test]
fn inode_add_test() {

let mut inodes = Inodes::new();

assert_eq! (inodes.add(Path: :new("")), 1);
assert_eq! (inodes.add(Path: :new("test")), 2);
assert_eq! (inodes.add(Path: :new("")), 1);
assert_eq! (inodes.add(Path: :new("test")), 2);
assert_eq! (inodes.add(Path: :new("test3")), 3);
assert_eq! (inodes.add(Path: :new("/test")), 4);

assert_eq! (inodes.add(Path: :new("test/")), 2);

fn make_inodes() -> Inodes {

let mut inodes = Inodes::new();
inodes.add (Path: :new(""));
inodes.add(Path: :new("test"));
inodes.add(Path: :new("test2"));
inodes.add(Path: :new("test3/"));

inodes

#[test]

fn inodes_get_inode_test() {

let inodes = make_inodes();

assert_eq! (inodes.get_inode(Path: :new("")), Some(1));
assert_eq! (inodes.get_inode(Path: :new("test4")), None);
assert_eq! (inodes.get_inode(Path: :new("/test")), None);

assert_eq! (inodes.get_inode(Path: :new("test3")), Some(4));

#[test]
fn inodes_get_path_test() {

let inodes = make_inodes();

assert_eq! (inodes.get_path(1), Some(Path::new("").into()));
assert_eq! (inodes.get_path(3), Some(Path::new("test2").into()));
assert_eq! (inodes.get_path(5), None);

assert_eq! (inodes.get_path(3), Some(Path::new("test2/").into()));
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#[test]

fn inodes_rename() {

let mut inodes = make_inodes();

let old = Path::new("test2");

let new = Path::new("new_test");
let ino = inodes.get_inode(old) .unwrap();
inodes.rename(old, new);

assert_eq! (inodes.get_path(ino), Some(new.into()));

let mut inodes = make_inodes();
let inodes2 = make_inodes();
inodes.rename (Path: :new("nai"), Path::new("kawattenai"));

assert_eq! (inodes.list, inodes2.list);
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